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PRIVACY  
Where Do We Draw the Line?
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nAVIgAtIng  
Government Regulation  
in the New Medical Age

The digiTal age is 
changing The naTure of 
healTh care delivery. 
While poliTicians are 
debaTing healTh care 
reform and hoW To 
handle rising cosTs, The 
healTh care indusTry 
is capiTalizing on neW 
medical Technologies 
ThaT Will boTh 
dramaTically improve 
care and loWer cosT.

We are witnessing an explo-
sive growth in medical devices 
that use wireless technologies, 
some implanted and some worn 
on the body, to control bodily 
functions and to measure an 
array of physiological param-
eters. implanted devices can 
control heart rhythms, monitor 
hypertension, provide func-
tional electrical stimulation of 
nerves, operate as glaucoma 
sensors, and monitor bladder 
and cranial pressure. external 

devices monitor vital signs, 
assist the movement of arti-
ficial limbs, and function as 
miniature “base stations” for 
the collection and transmis-
sion of various physiological 
parameters. soon, miniature 
transponders embedded in pills 
will enable doctors to track and 
monitor drug use.1 as micro-
processors become smaller and 
more powerful, it is safe to pre-
dict that someday wireless tech-
nologies will be able to monitor 
or control nearly every bodily 
function and movement.

Wireless monitoring permits 
patients to thrive outside med-
ical environments, reducing 
health care costs and enabling 
physicians to obtain vital in-
formation on a real-time basis 
without the need for office vis-
its or hospital admissions. 

teRRY g. MAhn,
FIsh’s RegulAtoRY & 
goVeRnMent AFFAIRs gRouP

for The lasT several years, 
The debaTe abouT privacy 
righTs in canada has gone 
underground. experTs have 
discussed iT aT academic 
conferences; eThicisTs 
have promoTed Their vieWs 
before consulTaTive bodies. 

The provincial and federal pri-
vacy commissioners and their 
staffs have tried to beat the drum 
to raise public awareness about 
current threats to personal pri-
vacy and the need to revisit pri-
vacy legislation that is in some 
cases, 15 years old. so far, they 
have not really been listened to 
either by the legislators or by the 
population at large. a thorough 
public airing of the nature of pri-
vacy in canada is long overdue.

The history behind it began in 
June 1996, when the members of 
the standing committee on hu-
man rights and the status of per-
sons with disabilities were a com-
mittee of parliament in search of 
a subject for study. like many ca-
nadians, we were curious about 
the impact of technologies on the 
broader elements of human exis-
tence. What is the impact of new 
technologies on human rights?

We called together two pan-
els of eminent canadians who 
gave us overviews of the impact 
of biomedical and information 
technologies on human rights. 

To experts, privacy is the 
right to enjoy private space, to 

conduct private communica-
tions, to be free from surveil-
lance and to respect the sancti-
ty of one’s body. To the average 
canadian, privacy is a question 
of power – the ability to control 
one’s personal information and 
to remain anonymous by choice.

❝Privacy is one of the most 
comprehensive of all human rights – 
broad, ambitious and valued around 
the world. traditionally understood 
as the “right to be left alone,” in 
this technological age, privacy has 
taken on new dimensions. 

privacy, however, is not an 
inalienable right. Where do we 
draw the line? Where is the bal-
ance between social and eco-
nomic needs such as crime and 
fraud prevention, health services 
and business practices on the 
one hand, and the protection of 
our private lives on the other? 
These questions have become all 
the more critical because once 
lost, our personal privacy can 
never be recaptured.

as a human right, privacy 
belongs to everyone. canadians 
are all aware of the benefits that 
technology can bring. but they 
have never approved of peeping 
Toms or unauthorized wire-
tapping and our criminal laws 
reflect this. 

senAtoR sheIlA FInestone, 1997
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in-home healTh care 
moniToring devices are 
gaining in prominence. 
The economisT recenTly 
carried a sTory abouT The 
“coming convergence of 
Wireless communicaTions, 
social neTWorking and 
medicine [ThaT Will] 
Transform healTh care” 
(“When your carpeT calls 
your docTor”, 2010). 
The sensor Technologies 
required for applicaTions 
in This field are becoming 
smaller and more 
efficienT, and may be 
easily inTegraTed inTo an 
individual’s environmenT – 
or an individual’s body. 

While there are clear benefits 
that will arise from these devel-
opments (better health monitor-
ing capabilities, the ability for 
seniors to ‘age with choice’, etc.), 
the potentially detailed collec-
tion of personal data about an 
individual’s physical state and 
behaviours will require careful 
examination with regard to pos-
sible privacy implications.

as the information and pri-
vacy commissioner of ontario, 

canada, my mandate includes 
conducting research into pri-
vacy-related issues involved 
in emerging technologies or 
new programs that may impact 
privacy. in this white paper, i 
am pleased to have partnered 
with dr. alex mihailidis and 
his research team from the in-
telligent assistive Technology 
and systems lab (iaTsl) at the 
university of Toronto and the 
Toronto rehabilitation insti-
tute. Through their work, dr. 
mihailidis and his research 
team have demonstrated an un-
derstanding of the importance 
of privacy in home health care 
systems. it is critical that pri-
vacy be designed directly into 
technologies, at an early stage 
– and who better than the aca-
demic and research communi-
ties to achieve this task?

our message for the appli-
cation of sensors within health 
care is the same as that for any 
emerging technology: privacy 
cannot be sacrificed for other 
anticipated benefits (zero sum). 
however, nor do i propose sti-
fling innovation or denying the 
benefits that technologies can 
bring to our lives. instead, i sup-

port adopting a positive-sum 
paradigm: allowing for both pri-
vacy and functionality, instead 
of a trade-off between the two, 
representing a false dichotomy. 

❝Considering privacy from the 
outset and building in appropriate 
protections at the design phase 
can allow this to occur. Privacy 
protections are likely to be a major 
key to the adoption of in-home 
sensor technologies – individuals 
must feel comfortable that their 
privacy will not be violated within 
their own homes. 

following the 7 foundational 
principles of privacy by design 
can help to achieve this goal. We 
advance the view that privacy 
by design is the sine qua non or 
the essential element that must 
be embedded in advances made 
in technology, data management 
and application of sensor tech-
nologies within the home health 
care environment. let’s make it 
a reality!

Ann CAVoukIAn, Ph.d.
Information & Privacy 
Commissioner, ontario, Canada
2010

SeNSoRS AND IN-HoMe CoLLeCtIoN of HeALtH DAtA:

A PRIVACY bY desIgn APPRoACh

The “inTerneT of Things” 
is commonly undersTood 
To refer To The groWing 
neTWork of devices ThaT 
capTure, share and use 
daTa, including daTa abouT 
Who We are and WhaT We do. 
in The inTerneT of Things, 
informaTion neTWorks are 
creaTed Through Wired and 
Wireless communicaTions 
Technologies embedded in 
physical obJecTs.

by 2015, 25 billion devices 
are projected to be connect-
ed to the internet; this number 
could double to 50 billion de-
vices by the end of the decade. 
While mobile devices, such as 
those used for the uber service, 
make up the majority of today’s 
connected devices, the growth 
of machine-to-machine (m2m) 
connections is expected to make 
up an increasing percentage of 
the connected devices market. 

One scenario: Traffic signal ad-
justments will be made on the 
basis of speed and location data 
communicated by cars on local 
highways and roads. another 
application: a medical device 
being used by a patient will be 
monitored in real time by a re-
mote computer and doctors (or 
family) can be alerted if there 
is a problem, without human 
intervention. according to one 
survey, the m2m market will ex-

pand to 24 billion smart sensors 
by 2020 and will be worth ap-
proximately $1.2 trillion.

With consumer trust in 
mind, european commission 
vice-president responsible for 
the eu digital agenda neelie 
kroes has cautioned that indus-
try “cannot innovate in a bubble 
if citizens are not coming along 
for the journey.

Jules PolonetskY, 
executive director, 
ChRIstoPheR wolF, 
the global Privacy Practice,
hogan lovells us llP.

CoMMeNtS of tHe fUtURe of PRIVACY foRUM oN CoNNeCteD SMARt teCHNoLoGIeS IN ADVANCe of 

“ I n t e R n e t  o F  t h I n g s ”

Community news Victoria is fundraising to provide a community / business space that supports women. our intention is to  
facilitate networking opportunities, provide support, educational tools and a proactive approach to building a safe environment.

women’s Public safety network: Vancity Community branch 752 Fort street  Acc. # 67-9056656

Advanced technologies are 
transforming the very nature 
of healthcare. Virtual reality 
robotics and telemedicine have 
revolutionized how we practice 
medicine. the holographic 
electronic medical record (or 
holoMeR) is a new approach 
to medical record keeping 
that uses a full 3-d body 
scan instead of written text 
as the medical record, which 
is carried on an electronic 
Information Carrier (eIC) or 
“electronic dog tag”. the 
person’s own total body scan 
will have all the ‘properties’, 
such as electrocardiogram, vital 
signs, biochemical data and 
other information, embedded 
in the image, such that the 
image will substitute for the 
person in “information space” 
– in essence an information 
surrogate for the person. does 
this mean that the person 
will “exist” in the information 
world – will they have a 
‘tele-existence’ that can be 
transmitted anywhere?

Telemedicine, Virtual Reality, and 
Technologies That Will Transform 
How Healthcare is Provided 
RIChARd M. sAtAVA, Md FACs, 
seattle, wA


