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of expertise in ICT business intelligence, labour market research, policy 
development and workforce solutions.  ICTC enables industries to maintain a 
competitive advantage in a global market and develop Canada’s future skilled 
and innovative talent.
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INTRODUCTION

The Internet has made it easier than ever for people to 
bank, shop, connect with others and find the information 
they need at any time. As Internet use among Canadians 
continues to grow, so too does online criminal behavior 
such as fraud and identity theft. According to Nancy 
Hughes Anthony, President and CEO of the Canadian 
Bankers Association, “criminals unfortunately have an 
even greater number of options to obtain and illegally 
use individuals’ personal information.”1

  
The growth of cyber insecurity represents a strategic, 
social and business risk for organizations and the nation 
at large. With no signs of slowing down, cyber insecurity 
has created strong demand for professionals who can 
combine ICT and security skills in order to safeguard 
the privacy of Canadians and protect the commercial 
integrity of organizations throughout the economy. 

WHAT IS THE CYBER THREAT?

Cyber security refers to ICT security services that 
are utilized to apply “safeguards to preserve the 
confidentiality, integrity, availability, intended use and 
value of electronically stored, processed or transmitted 
information.”2 Attacks by hackers are on the increase 
and are becoming ever more sophisticated.3 Serious 
consequences can occur due to the illicit use of personal 
information. Identity theft, health information leaks and 
unauthorized financial disclosures exemplify the issues 
that Canadians are concerned about.  Public Safety 
Canada expounds upon the issue of IT security in the 
following passage:
 

“The Internet, computers and mobile devices are 
an integral part of our daily lives: from banking 
and making purchases using debit and credit cards 
to socializing and sharing personal information 
online. Yet many Canadians do not take the proper 
precautions to protect personal information online, 
leaving themselves open to fraud, identity theft and 
serious financial loss. Protecting our digital identity 
and the personal information we post online is 
becoming just as important as protecting our 
personal information offline.” 

Canada’s dependence on digital communication 
infrastructure is ever growing. According to a 2008 
survey by Statistics Canada, approximately three-
quarters of Canadians aged 16 or older—roughly 19.2 
million people—used the Internet over the previous 12 
months.4 Digital communications allow Canadians to 
make bill payments, transfer money, file tax returns and 
exchange sensitive information. The integration of ICT 
has expanded Canada’s digital economy, as exemplified 
by the following: 

• 74% of Canadian households and 87% of 
businesses use Internet services;

• 59% of all personal tax filings are done 
electronically;

• 67% of Canadians bank online;
Page 2

The top three attack methods hackers 
employ to retrieve sensitive information are:

1. Remote Access Application
2. Third Party Connectivity
3. SQL Injection
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• Canadian online sales generate $62.7 billion; 
and

• The federal government relies on the Internet to 
provide consumers with 130 online services.5

The expansion of Canada’s digital economy has created 
new security challenges for critical industries, such as 
health care, finance and transportation, which rely on 
ICT to deliver their products and services.  The risks 
associated with digital or cyber insecurity extend far 
beyond the domains of personal banking and online 
business. In fact, they pose the biggest threat to areas 
such as health and finance, where security breaches and/
or critical data disruption have greater consequences.6 

A GLOBAL APPROACH TO CYBER SECURITY

Unfortunately, Canada currently does not have a 
framework for addressing cyber insecurity.  Despite 
extensive information security guidelines regulating most 
government agencies, no formal laws or regulations 
governing cyber threats currently exist.  

In order to develop cyber security best practices in 
Canada, including identifying and investing in the cyber 
skills Canada will need to safeguard the integrity of 
its economy, cyber security must be approached from 
a global perspective in order to learn from, and build 
upon, the strategies of similar economies facing similar 
challenges.

United Kingdom (U.K.) 

The British approach to cyber security is embodied in the 
Information Assurance (IA) program, which is a response 
to the increasing mobility of the U.K. labour force, as 
well as the increasing usage of Internet services at a time 
when digital communications infrastructure is vulnerable 
to criminal behavior.
  
According to Roger Styles, Central Sponsor for 
Information Assurance for the U.K. Cabinet Office, 
the U.K. government relies heavily on ICT innovation 
to deliver services to the public and to ensure a 

more efficient public service, a phenomenon he calls 
‘Transformational Government.’7 

The IA strategy is designed to deliver a risk management 
framework to all segments of British society. According to 
Styles, the IA strategy:

• reflects the government’s commitment to risk 
management as opposed to total security because 
no network can be considered totally secure in an 
absolute sense;

• is contained in the government’s cyber standards and 
policies, which includes building in-house capacity to 
manage ongoing cyber threats;

• reflects the need to reform security procedures as part 
of the overall risk management strategy;

• addresses governance concerns by forcing 
organizations to assign responsibility in the event of a 
security failure; and

• ensures a common framework and understanding 
across all sectors of the U.K. economy.8 
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United States (U.S.)

According to Booz Allen, a U.S.-based consulting firm, 
the U.S. is facing a cyber war, with the White House, 
Pentagon, State Department and New York Stock 
Exchange all targets of sophisticated cyber attacks. 
Current President Barrack Obama has declared cyber 
security as one of most challenging concerns facing the 
U.S.9 

Over the 2001 to 2010 period, identity theft rose 
substantially in the United States In 2010, the Federal 
Trade Commission reported 250,854 identity theft 
complaints. The number of complaints peaked in 2008 
at 314,521. As a comparison, in 2008 Phone Busters 
reported that 12,142 identity theft complaints were 
reported in Canada, resulting in the loss of more than 
$9.5 million.10  In 2010, total losses were close to $30 
million.11 The Canadian Council of Best Business Bureaus 
estimates that identify theft costs the Canadian economy 
approximately $2.5 billion annually.12  

According to a study of the U.S. federal cyber security 
labour force conducted by Booz Allen, the federal 
government is experiencing significant skills 
shortages in cyber security professionals.13  However, 

Industry Responds: Network Centric 
Operations Industry Consortium (NCOIC)

The NCOIC was established by industry leaders 
from various sectors to develop strategies around 
common network problems and to resolve online-
centric policy concerns. The U.S. government 
entered the dialogue shortly after NCOIC’s 
inception in 2004 in order to provide clearer 
guidelines for cyber policy. 

The NCOIC added cyber security as a key policy 
issue shortly after its inception in order to address 
common security concerns and collaborate around 
shared solutions.

According to former chairman of NCOIC, Harry 
Raduege Jr., the U.S. Chamber of Commerce has 
engaged its network of more than three million 
businesses on the issue of cyber security, a clear sign 
that cyber security has become a critical concern. 

Page 4

shortages at the federal level have not discouraged 
industry leaders from addressing shared concerns 
regarding network security and the ongoing cyber threat. 
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WHAT IT ALL MEANS FOR CANADA 
While Canada remains a leader in the global digital 
economy, the slow pace in which policymakers are 
enacting cyber policies is concerning. Canada is currently 
ranked 12th out of 24 in the Business Service Alliance’s 
(BSA) Global Cloud Computing Scorecard, with a score 
that is considerably lower than Japan, Australia and 
Germany.15  This lower ranking is largely due to the 
lack of cyber security standards in Canada, as well as 
outdated copyright laws that do not provide sufficient 
protection for online material. 

While there are some security standards and privacy 
legislation for private sector firms, they remain overly 
generic and are largely irrelevant to the cloud services 
industry. Currently, Canada’s cloud services laws provide 
some protection against “criminal misappropriation of 
cloud services,” but still require updated enforcement 
mechanisms.

Despite these gaps in the legislative system, Canada 
has one of the strongest ICT infrastructures in the world, 

THE GROWING DEMAND FOR CYBER SECURITY 
The need for cyber security professionals who can 
combine ICT with industry knowledge will absolutely 
continue to grow in Canada. As ICT continues to 
expand in organizations, government and personal 
banking, Canada will need specialized skills that can 
identify industry-specific risks and apply safeguards to 
respond to, and mitigate, those risks. In response to this 
pressing need, Public Safety Canada has established 
a Canadian Cyber Incident Response Centre (CCIRC), 
which is responsible for monitoring cyber threats; 
providing mitigation strategies against such threats; and  
coordinating the national response to cyber security 
incidents.17

 
According to Ron Deibert, Director at the Canada 
Centre for Global Security Studies and the Citizen Lab,18  
Canada absolutely needs a stronger approach to cyber 
security.  Growing security concerns among industry 
and the public have already created a massive 
cyber security market (between $80 and $150 billion 
U.S. annually), which provides filtering, data mining 
and fusion and computer attack capabilities to security 
services worldwide.19  The Conference Board considers 
cyber insecurity an “economic and national security 
crisis.” It notes that advancements in cyber security 
represent a “strategic advantage” for organizations and 
the nation.20

In a recent report, Sapphire revealed that projects related 
to collaboration, security and cloud computing are 
among the most common contributors to labour force 
expansion in Canada. The report also states that large 
firms have the greatest need for security and privacy 
specialists.21

U5 Countries

International cooperation is one of the most important 
strategies for addressing the vulnerability of digital 
communications infrastructure. Cyber threats are an 
international phenomenon; yet, policymakers seeking to 
address the issue operate in national jurisdictions that 
do not permit cooperation and information exchange 
beyond national borders. Because sensitive information is 
usually at stake, international guidelines and regulations 
pertaining to information sharing and cyber security are 
scarce. 

According to Michael Aisenberg, Chair of the U.S. IT 
Sector Coordinating Council, EWA Information and 
Infrastructure Technologies, Inc., the so called U5 
Countries (U.S., U.K., Canada, Australia and New 
Zealand) are a great place to start building international 
cooperation around such issues as information sharing 
and cyber security.14

cutting across various industries, which together make 
up the nation’s digital economy. Broadband penetration 
in Canada cuts very deep and by 2016, all Canadians 
will have access to internet speeds of at least 5 Mbps per 
second. Given Canada’s extensive digital infrastructure, 
cloud computing provides a high value proposition for 
Canada.16 
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ENABLING TECHNOLOGIES
ICT is a key enabler that is pushing innovation across 
all sectors of the digital economy. While this bodes well 
for Canada’s prosperity and global competitiveness, 
governments and industry must be aware of the dangers 
the illicit use of new technology has on national security. 
One such concern is cloud computing, which, according 
to Gartner, will have a global market of $150 billion by 
2013.25 

Cloud Computing

Cloud computing has generated much discussion among 
participants and observers of the ICT sector. Its strongest 
proponents view it as an outstanding value proposition, 
due to its inherent technological and economic benefits. 
In recent years, Canada has witnessed an increasing shift 
toward cloud computing, often referred to as the next 
stage in the Internet’s evolution.
 
Canarie defines cloud computing as “virtualized, on-
demand, community computing detached from the 
local environment where everything is a service.”26  
Such services are provided to the public by third parties 
through the use of networks, servers, data warehouses, 
software applications and the Internet. Clients can access 
services on demand, using a provider’s application 

The U.S. Bureau of Labor expects Information Security 
Analysts to grow by more than 20% over the 2008 to 
2018 period.22  Demand for IT security is expected 
to increase as organizations’ need for data security 
accelerates—especially as more databases become 
connected to the Internet. Moreover, the growing reliance 
on wireless networks will also increase the need for 
cyber security specialists. According to the Bureau, those 
with knowledge of information security will be in high 
demand, as computer networks transmit an increasing 
amount of sensitive data.23  Security concerns are 
particularly important in the context of cloud computing, 
where virtualization is a key component. Virtualization 
tends to raise security requirements, making security 
management much more complex.24 

program interface (API) to start, stop, access and 
configure their virtual servers and storage.”27 

Cloud computing has four essential characteristics: (1) 
elasticity; (2) self-service and automated provisioning; 
(3) application programming interfaces (APIs) and; (4) 
demand-based billing options, usually done by metering 
services connected to the Internet.28 
 
Despite these benefits, others believe that cloud 
computing has drawbacks that could limit its future 
commercial appeal. According to a recent cloud 
computing survey conducted by LinkedIn, more than one-
half of respondents cited security as their top concern 
with cloud services.29

 
These security concerns will become more acute as the 
cloud market continues to grow. IBM’s annual global 
Tech Trends survey forecasts that cloud computing will be 
one of the “hottest technology trends” and most sought-
after IT skills over the next five years. Over 90% of survey 
respondents expect cloud computing to dominate on-
premise computing as the primary IT delivery model by 
2015.30

The growing impact of cloud computing will certainly 
influence labour market conditions going forward.  If it 
achieves widespread popularity, it will automate much 
of the installation, configuration, administration and 
maintenance work that data center employees currently 
perform.

Cloud computing faces similar challenges as 
on-site computing, including: 

• Identity management (protection of personal 
identity information); 

• Detection and forensics (separating 
legitimate from illegitimate activity); and

• Encryption (protection of information).31



Information and Communications Technology Council             Conseil des technologies de l’information et des communications
116 Lisgar Street, Suite 300, Ottawa, ON K2P 0C2          116, rue Lisgar, pièce 300, Ottawa, ON K2P 0C2
(tel) 613-237-8551  (fax) 613-230-3490           (tél) 613-237-8551  (téléc) 613-230-3490

CYBER SECURITY - WHITE PAPER

Page 7

SHORTAGES IN CYBER SECURITY LABOUR 
MARKET

The growing threat of cyber infractions has created a 
new market for ICT professionals with the skills to design 
and operate critical systems infrastructure that can 
withstand sophisticated attacks. According to industry 
and government stakeholders interviewed by Professional 
Engineers Ontario (PEO), cyber security professionals are 
in very short supply.32 

EMERGING OCCUPATIONS

In response to the growing nature and sophistication of 
cyber threats, new skills are needed to keep pace with the 
digital current. The following section reviews three key job 
profiles that have emerged in response to cyber threats. 

Communications Infrastructure Engineering (CIE)

CIE is an engineering discipline that supports critical 
infrastructures by designing and managing secure 
networks for mission-critical and safety-critical 
applications. 

The CIE practice requires further development by the 
professional engineering community in order to define 
the standards and licensing procedures for workers 
entering the field. With growing security concerns 
affecting all segments of Canadian society, the need 
for human resources committed to the protection and 
maintenance of digital communications is on the rise. 
The field of CIE has the potential to strengthen federal 
government policy initiatives around cyber security by 
establishing guidelines and best practices for secure 
communications networks.

IT Security Specialists

Threats to information security are especially 
problematic for government departments which 
house sensitive information. In dealing with the 
evolving threat posed by sophisticated hackers, 
government departments in the U.S., for example, 
have taken a proactive approach to mitigate the risks. 
IT security Specialists can protect federal networks 
and critical infrastructures by pinpointing key areas 
(i.e., communications, endpoint protection, or other 
threat areas) in which security has been breached. 
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Identifying the nature of the breach is critical in order 
to craft an effective response and mitigate future 
attacks. IT security specialists have the knowledge and 
skills to identify the nature of the threat and respond 
accordingly.34 

Ethical Hackers

The international market for ethical hackers, 
sometimes referred to as white hats or penetration 
testers, is growing among multinational corporations 
and government agencies. According to Cyber Media 
Research, India’s Information Technology Enabled 
Service Business Process Outsourcing (ITES-BPO) is 
expected to grow 16.6% in 2012, creating a large 
market for security specialists and ethical hackers. 
According to the Indian Computer Emergency 
Response Team, 2011 phishing attacks reached 3,458 
cases by May, compared to the 5,432 cases reported 
in all of 2010 and 549 reported in 2009. 

According to Narayanan Ramaswamy, executive 
director with KPMG, the demand for ethical hackers in 
India will grow 20 times by 2015. This growth will not 
be limited to IT companies; financial services, retail 
chains and government agencies will all experience 
growing demand for ethical hackers. Nasscom 
estimates that India needs over 77,000 ethical 
hackers every year to satisfy labour demand; however, 
the country is only producing between 20,000 and 
25,000 ethical hackers annually.35  

While shortages of ethical hackers have not been 
reported in North America, international trends 
should be monitored to assess potential demand 
requirements in future years. The growing demand 
for ethical hackers in India is a clear indication 
that Canadian employers, governments and ICT 
associations must be proactive in safeguarding 
Canada’s critical networks and digital infrastructures.

Cyber security is one of the most important issues facing 
society. It impacts the public safety of Canadians, the 
commercial integrity of organizations and ultimately 
Canada’s global competitiveness. The labour market 
implications of cyber security are undeniable and worthy 
of further consideration by government, industry and 
ICTC.

STRENGTHENING CANADA’S CYBER INFRASTRUCTURE 
 
1. Cross-sector cooperation and international 

partnerships are absolutely necessary to reach 
consensus and develop best practices in the critical 
area of cyber security.

2. Facilitate international cooperation around 
information sharing and cyber security and develop 
guidelines for mitigating risks to critical infrastructure. 

3. Cyber security must be approached holistically; 
effective responses to cyber threats must consider 
every spectrum, including infrastructure, technology, 
privacy, information management and individual 
behaviour.36 

4. In order to safeguard Canada’s critical infrastructure 
from sophisticated cyber attacks, government 
and industry must invest in the cyber skills they 
need; as security concerns become more serious, 
the Canadian economy requires a highly-skilled 
and digitally literate labour force capable of 
designing, maintaining and safeguarding digital 
communications infrastructure. 

NEXT STEPS

Page 8
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DEVELOPING CYBER SECURITY LABOUR FORCE

1. Industry and academia should support CIE as a 
discipline by raising awareness of the growing 
demand for cyber security professionals.

2. Industry and government should invest in industry- 
and domain-specific cyber security professionals who 
can address cyber threats to critical infrastructures 
such as transportation, health care and financial 
services. 

3. Support cyber security networks for ICT professionals 
in various industries to address common security 
concerns and develop best practices for designing 
and overseeing communications networks.

ICTC believes that the ICT sector, including industry, education and government, must invest 
in strategies for recruiting, retaining, integrating and developing a highly-skilled and diverse 
cyber security labour force. These critical players must stimulate the number of young students, 
including women, entering into ICT and ICT related secondary and post-secondary programs. 
These programs must reflect the needs of industry and shift to integrated, cross-discipline, 
post-secondary programs with practicum components including professional development 
opportunities for returning students. ICT employers must ensure diversity and inclusion of both 
Canadian and Global talent, which are essential elements of their HR practices. 

Raising public awareness about the risks of online activity, investing in the ICT skills that are 
needed to support a cyber-secure nation and developing a highly skilled cyber security workforce 
represent a strategic advantage for organizations and the nation.

CALL FOR ACTION

Page 9
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