
Security and
Privacy for the
Citizen in the
Post-September
11 Digital Age:
A Prospective
Overview

Report to the European
Parliament Committee on
Citizens Freedoms and
Rights, Justice and Home
Affairs (LIBE)

July 2003

EUR 20823 EN



European Commission

Joint Research Centre (DG JRC)

Institute for Prospective Technological Studies

http://www.jrc.es

Report available on:

http://www.jrc.es/home/publications/

publication.cfm?pub=1118

Legal notice

Neither the European Commission nor any person

acting on behalf of the Commission is responsible

for the use which might be made of the following

information.

© European Communities, 2003

Reproduction is authorised provided the source

is acknowledged.



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

3

Preface

In December 2002 Mr. Philippe Busquin, EU Commissioner for Research, instructed the JRC-IPTS to

carry out a prospective study on security and privacy at the behest of the Committee on Citizens’ Freedoms

and Rights, Justice and Home Affairs (LIBE), through its chairman Mr. Jorge Hernández Mollar.

The LIBE committee’s request was prompted by concerns that the tragic events of 11 September 2001

had strengthened the hand of law enforcement agencies to an extent that risked upsetting the balance

reached over time between the legitimate needs of governments to safeguard national security, and the

rights of individual citizens to freedom and privacy. These concerns were fuelled by an awareness of the

decisive impact on security and personal privacy of emerging information and communications technologies

and services. Previous reports to the Parliament,1 and much of the legislative effort of recent years in the area

of privacy, had made this patently obvious.2

So if the title of the Report appears somewhat convoluted, it is only because it reflects the perception

that two distinct forces are driving the process: a tendency to react instinctively to major events on the one

hand, and the underlying - and perhaps more long-term - impact of new technologies on the other. Whilst

taking account of both of these, the present study concentrates on the longer-term impact of new technologies.

It assesses how technology is affecting the balance between security and individual privacy, and identifies

areas where action on the part of policymakers might be required in future.

The study is in fact a follow-up of the report referred to above (see footnote). The conclusions at that

time were two-fold: firstly, that the mere continuation and extrapolation of current practices in e-commerce

and other new services gave grounds for concern in the medium term regarding the use of personal data and

its protection. Secondly, the problem would become even more acute in a future paradigm of so-called

‘ambient intelligence’.

This study therefore explores these conclusions in much more depth than the single chapter of the

previous report was able to do. For reasons of time and budget, it was decided to base the study as far as

possible on IPTS’ on-going prospective work in cybersecurity. The ICT Unit is currently studying three

technology application areas which are relevant to the security/privacy debate, and which are expected to

be key components of a future Information Society. These three - Identity Management Systems, Location-

based Services and ‘Ambient Intelligence’ – have therefore been taken as illustrative areas for in-depth

analysis.

The work was carried out in three stages; firstly, by identifying technological trends related to security

and privacy topics; secondly, by placing those trends in the context of their impacts, policy frameworks and

research bottlenecks; and thirdly by drawing generic conclusions on any shift they imply in the balance

between security and privacy. The report finishes with a listing of the areas of potential interest and action

for policy-makers.

Bernard Clements

Head of ICT Unit, JRC-IPTS

1 Future bottlenecks in the Information Society, Report to the European Parliament Committee on Industry, External Trade, Research
and Energy (ITRE), JRC-IPTS, June 2001, EUR19917EN. Chapter 4 (Future Privacy Issues) is the starting point for the present study,
ftp://ftp.jrc.es/pub/EURdoc/eur19917en.pdf

2 E.g. Directives 95/46/EC, 97/66/EC, 2002/58/EC and their implementation and follow-up.
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf
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Executive Summary

“The balance between
privacy and security is
being shifted both by

emerging information
and communications
technologies and by

governments’ actions in
response to rising crime

and terrorism. ”

“Increasing concern
about trust, confidence,
privacy and security in
using the Internet is seen
as the single most
significant obstacle to
the widespread adoption
of e-commerce.”

This report analyses some underlying

technology trends and explains how they may affect

personal privacy and the security of the citizen.

The hypothesis of the study is that:

- the balance between an individuals’ freedom,

reflected in the protection of their privacy, and

the needs of the state to maintain law and order

through appropriate security policies is one

which has been built up over time within the

framework of our democratic societies;

- that balance is now being shifted by two factors

working in combination: on the one hand

emerging information and communications

technologies (ICTs) and their commercial and

governmental applications, and on the other

governments’ actions in response to rising crime

and terrorism. The tragic events of 11 September

2001 in particular marked the starting point for

a battery of security initiatives, many of them

technologically based.

The report therefore

assesses the extent to which

these factors are expected to

influence privacy protection

and security, and the balance

between them. For its

analysis, the report focuses on

identification technologies at

various levels of development

and commercialisation, by taking three examples of

the application of these technologies as a basis for

in-depth study.

The report concludes by presenting in more

general terms the privacy and security challenges

posed by technology, and by identifying issues that

policymakers will need to address.

1. Background to the Report

For the first 25 years of its existence the Internet

was the province of specialists and university

researchers, provided to them not only free of

charge, but also largely free of risks to the integrity

of information, or for that matter, of regulatory

controls and protections. Its transition to a mass

communications medium was relatively recent,

and took the traditional telecommunications world

by surprise. The rapid commercialisation and

growth of the Internet led to an explosion in

information-based services and in the use of e-mail

as a new form of written communication.

The attractiveness of the Internet as a universal

communications and information medium

continues to be demonstrated by the number of

users, now some 600 million on the planet. It is

being used for an infinitely wide range of services

and applications which are transforming the way

people live and work, and creating new virtual
communities around areas of common interest. Its

impact on society is being compared in scale to

that of the introduction of the telephone, radio, or

television, but with much more rapid growth than

any of these three.

But the vertiginous

growth of the Internet has

also led to some wild

expectations, including

the ‘irrational exuberance’

of the ‘dot.com’ era, and

eventually to the burst of

the stock-exchange

bubble those expectations had created. One of the

causal factors was investor disappointment at

expected growth in consumer-led electronic

commerce not being met. Increasing concern about

trust, confidence, privacy and security, in using both

the medium and the providers of services over it,

was seen as the single most significant obstacle to

the widespread adoption of e-commerce.

Users access the Internet through a variety of

fixed and mobile communication technologies and

intelligent devices. The access technologies have

so far represented something of a bottleneck, as

traditional market and price structures here have

survived liberalisation longer than other parts of
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the network have. But with time and further

innovation, the diversity of such technologies is set

to expand to enable more mobility, as well as less

dependence on specific artefacts such as keyboards

and screens. These will be replaced as the dominant

mode of access to the Internet by more user-friendly

and ‘invisible’ devices embedded in our

surroundings, a development which is not without

its security implications.

Digital technologies and the Internet are thus

being used to benefit millions of citizens and

businesses. However, though they give more

control over the provision of content and services

to their users, they can have precisely the opposite

effect in terms of the underlying security and

privacy mechanisms governing the exchange of

data. In fact, when carrying out transactions over

the Internet, users take part unwittingly in network

interactions that remain largely outside their

control.

The increasing use of

subliminal network

interactions, the purpose

of which is to track users

and usage of the Internet,

carries with it new risks

and potential abuses to the privacy of personal data.

Managing the consequences of these risks requires

an understanding of the possibilities presented by

current and future technologies, backed up by an

analysis of the factors - economic benefits,

convenience, security, privacy, etc. - that influence

interactions in this new and complex environment.

This is a world where digital information and real

information are intertwined, and risk,

vulnerabilities, actors and devices change

dynamically. The role of technology, both as an

instigator of change and as a bearer of solutions

therefore needs to be better defined. What is

ultimately at stake is the very future of the

Information Society in Europe; citizens will not take

up the services made possible by new technologies

unless they are as confident of their use as they are

of current ‘real-world’ services.

2. The Impact of September 11

The events of 11

September 2001 shocked

the world and brought to the

surface latent concerns

about threats to global

security. The immediate

response of the US

government was to strengthen security through a

range of ambitious intelligence gathering

programmes using mass surveillance systems. A

number of legislative measures aimed at expanding

the powers of US security agencies to help them

fight terrorism were passed with overwhelming

majorities. Projects enhancing the technological

monitoring capabilities of US security forces were

also granted extra funding.

Most EU countries also responded to the

events of September 11 by implementing a variety

of operational and legislative measures aimed at

raising their levels of security. There was increased

‘real-time’ security at border control points and

better co-ordination between police and other

services. Legislative measures were taken with a

view to strengthening judicial mechanisms within

Member States and harmonising anti-terrorism

policing procedures across Member States.

Additionally, steps were taken there to improve EU

and US legal cooperation and operational

mechanisms in the areas of law enforcement and

intelligence co-ordination.

It is important to note however, that while

September 11 had strengthened the mandate of

States to carry out often intrusive security measures

- measures that would not previously have been

so easily tolerated - many of the apparent changes

were already under discussion prior to that date.

In that respect, the events of September 11 can be

regarded as the occasion rather than the cause of

the introduction of a new security paradigm. The

main characteristic of the new paradigm is a shift

from ‘reactive’ to ‘pro-active’ modes of security

protection using ICT-based systems to facilitate data

collection and sharing between multiple sources

in support of intelligence gathering. This shift could

“The role of
technology, both as an

instigator of change and
as a bearer of solutions,

needs to be better
defined.”

“The immediate
response to the events of
September 11 was to
enhance security, mainly
through the deployment
of mass surveillance
systems.”
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not have been realised in such a short time had it

not been for widespread public support for policies

aimed at increasing the security of citizens in the

wake of September 11.

The security initiatives so taken have also

strengthened the powers of governments and law

enforcement bodies to access individuals’ personal

data for purposes beyond those for which the data

were originally supplied. In fact, normal access to

many commercial and governmental services is

now conditional upon the citizen’s providing more

comprehensive personal data than would have

been the case previously.

There can be little

doubt therefore that the

combined effect of the

operational and legislative

measures described has

been to tip the security/

privacy balance in favour

of security interests. That

they are principally based

on the massive application

of different technologies

leads us to raise the question of how efficient and

effective these technologies are in achieving their

aims.

3. Security

The events of September 11 have been more

than simply a catalyst to the wider public

acceptance of privacy-invasive security measures.

As we have noted above, they have also facilitated

a move towards an intelligence-gathering form of

policing through the use of powerful mass

surveillance technologies.

While the dynamics of crime remain

fundamentally unchanged – driven as always by

motive, opportunity and vulnerability – the criminal

exploitation of new technology will open up new

frontiers. Technology will transform how crime and

terrorism are carried out and the organisation of it

will develop and respond to new forms of control

and policing. Ultimately this has an impact on the

“The September 11
events can be regarded
as the occasion rather
than the cause of the

introduction of a new
security paradigm - a

shift from ‘reactive’ to
‘pro-active’ modes of

security protection using
ICT-based systems in

support of intelligence
gathering.”

way law enforcement (as well as criminals and

terrorists) use technology. However, no matter what

the outcome of the technological ‘arms race’ in

the fight against crime, the human factor in

achieving security is still by far the most important.

Even the tightest security controls may be

undermined through appropriate social

engineering or human negligence. Any solution to

a security problem must therefore address both

technology and human behaviour.

In this new environment, the impact of

surveillance technologies should be carefully

assessed with regard to their efficiency, and because

they generate sensitive data. Quite apart from

proportionality questions, the basic cost-

effectiveness of surveillance systems is of primary

concern. In some cases the benefits of technology

may not outweigh the costs given the level of risk

and the results delivered. Secondly, surveillance

systems are themselves

vulnerable to misuse and

can be turned to purposes

that detract from their

intended use - the

identification and tracking

of crime and terrorism.

While the potential for

misuse currently arises

from internal threats,

those from third parties will become more

significant as surveillance activities spread among

commercial organisations. So-called “little brother”

type surveillance of both clients and employees,

and individuals such as parents controlling children

or baby-sitters with web cams, will raise important

privacy invasion issues.

These and other factors will therefore shape

the future of surveillance technologies. In general,

better impact evaluation of the costs and benefits

of technological monitoring, and public education

on the results, will lead to more appropriate

surveillance mechanisms. Other factors include

assessing the proportionality of anti-terrorist

measures (i.e. how much more privacy invasion

will result in more adequate protection) and their

possible side-effects (regarding convenience and

“So called “little
brother” type
surveillance of both
clients and employees,
and individuals such as
parents controlling
children or baby-sitters
with web cams, will raise
important privacy
invasion issues.”
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probable financial impact), as well as audit-tracking

of the implementation processes. Displacement of

crime and terrorism towards less monitored areas,

the globalization of crime, and the impact of

technological developments on criminal and

terrorist activity need also to be considered when

defining efficient security mechanisms.

Yet another question

deals with whether the

balance of responsibility

lies with the citizen or the

state. Citizens have an

individual responsibility

(e.g. to be vigilant as

individuals and to secure

their own private or commercial property). An

increasing number of private firms are, in fact,

operating their own surveillance systems. However,

the state seems to be better placed to aid in the

collection and evaluation of data on risks and

communicate them to citizens where appropriate.

Since much of the required data are in the hands

of commercial entities, public-private relationships

need to be developed to ensure that security

authorities can access and evaluate them,

something that will require some adaptation of the

legal framework. This is a tricky issue since there is

not much consumer pressure or economic

incentive for firms to address this point. Neither is

there much incentive from the standpoint of the

legal profession, since the additional security risks

brought to the surface by public/private sector

cooperation will place new demands on the

judicial system.

4. Privacy

The pervasive nature of on-line information

management systems makes it extremely difficult

for end-users to identify abuse of their personal

data. Not only that; the multiple identification and

authorisation processes involved in Internet

transactions lead to a growing quantity of personal

information collected and stored in an ever greater

number of information systems, with a consequent

increase in the risk of privacy abuse.

As discussed earlier, most of the technologies

used to monitor or profile individuals, and the

interactions they make possible, are invisible to the

Internet user. Data collection, data aggregation and

data mining carried out by third-party organisations,

and their use for marketing purposes, are therefore

greatly facilitated. This lack of awareness of processes

underlying use of the Internet justifies people’s

concerns about the possibility of intrusion into their

personal affairs, disclosure of their sensitive personal

information, and improper attribution of actions to

individuals. Moreover, privacy abuse not only

follows what some would claim to be a familiar

pattern of governments and other public sector

institutions utilising privacy-invasive procedures; the

private sector and, in a new trend, other citizens

are increasingly the perpetrators of such abuse.

The legal framework

(whether at local, national

or international level) has in

the past protected and

continues to protect citizens

from the abuse of their

personal data. Indeed, one

of the main pillars of the new European constitution

is the charter for fundamental rights in which the

right to privacy and the protection of personal data

is clearly reaffirmed. Both privacy and data

protection tools guard individuals against excessive

invasive measures by governmental authorities or

private actors. They protect individuals against an

unequal balance of power that erodes their

individual freedom and also against practices - such

as profiling, data mining and tracking - which lead

to their almost complete controllability. Privacy and

data protection, therefore, gain importance as our

societies evolve into what could be called

‘surveillance’ societies.

However, there are a few issues that are not

fully covered by this type of protection. One of

them is the problem of the ‘horizontal effect’ of

contemporary human rights, meaning in this

context the threat to privacy posed by the actions

of employers, firms or other citizens, not just

governments. Citizen rights are in fact better

protected against governmental infringements than

“Public-private
relationships need to be

developed to ensure that
security authorities can

access and evaluate
crime related data,
something that will

require adaptation of the
legal framework.”

“Both privacy and data
protection tools guard
individuals against
excessively invasive
measures by
governmental authorities
or private actors. ”
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they are against infringements from other citizens

or from the private sector. Also in the case of an

individual trading in his/her privacy in exchange

for perceived commercial benefits, the protection

offered by current EU legislation could be

strengthened.

Current legislation defines a category of data

referred to as ‘sensitive data’ which receives a

higher level of protection, although all data (even

ordinary data such as names or addresses) are also

protected. However, in cases where a specific

technology is used in such a way as to render

insufficient the protection of the data processed,

then specific legislation, usually of a strictly limiting

type, is drafted to contain potential abuse or misuse.

For example, although the processing of DNA

samples is completely covered by the Data

Protection Directive, the serious implications of any

unauthorised access to the information content

contained in those samples is such that additional

specific measures are deemed necessary. Thus

Member States have decided to supplement the

general Data Protection Directive with specific

prohibitive clauses on the use of this technology

and the data it gives rise to.

In concert with the

legal measures in force in

Europe, technology has a

complementary role to play

in the protection against

privacy abuse. A new

category of technologies,

Privacy Enhancing Technologies (PETs), is being

employed to stem the erosion of privacy discussed

above. These frequently go hand-in-hand with

security technologies as the protection of privacy-

sensitive data in transit or in storage needs security

mechanisms. There is an inherent tension between

privacy and security. It is expected that PETs

development will be widespread, especially in the

areas of data minimization, privacy preferences and

identity management systems. However, there is

currently limited market demand for PETs due to

their development costs and lack of a viable

business model.

5. Some Technology Areas affecting
Privacy and Security

Security and privacy enhancing technologies

will enhance trust and confidence in Information

Society services and empower the citizen by

strengthening user control of user of data exchanges

carried out over on the Internet. However, like any

technology it can also be turned against the citizen,

in this case by facilitating new forms of crime or

abuse.

In the present study, three specific areas

involving the application of new and emerging

technologies were selected for an analysis of the

extent to which they each compromise the

traditional balance between security and individual

privacy. The three areas are:

• Identity-related technologies, which enable new

ways of defining and expressing identity. These

include identity management systems (IMS),

radio-frequency based identity devices (RFID)

and biometrics;

• Location-based Services, in which mobile

communications devices, typically mobile

telephones, are used to provide services to users

based on where they are located at a particular

moment (near restaurants or shops, for example);

• Ambient Intelligence technologies, including the

concept of ‘virtual residence’. Work on these

technologies is at the forefront of IST research in

the Sixth EU RTD Framework Programme, and if

successfully implemented, they promise to

enable radical changes in working and living

patterns to emerge.

5.1 Identity-related Technologies

The more a citizen is involved in online

activities, the more he or she is exposed to

potential privacy and security risks. Identity-

related technologies will enable citizens to

manage those risks and as such will become an

essential part of communicating via the Internet

for whatever purpose. For this reason, the take-

up of these technologies will have a direct knock-

“In concert with the
legal measures in force

in the EU, technology
has a complementary

role to play in the
protection against
privacy abuse.”
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on effect on the take-up of Information Society

services as a whole.

The digitisation of identity may be regarded

as a bottleneck to the engagement of citizens with

Information Society services because without it

there is effective exclusion. Ironically, exclusion

provides the only real privacy protection for the

citizen, and this might exacerbate any reluctance

on the part of citizens to embrace identity

technologies.

An analysis of the two processes of identity

building and identification in the Information Society

indicate that although technology suppliers influence

the building of online identity, the user is required to

play an ever-increasing role in the construction and

management of his/her online persona. This highlights

the responsibility of informed choice and the

education it presupposes, which users today do not

have and are reluctant to bother with.

Multipurpose and

multilateral Identity

Management Systems

reflect security and

privacy needs that are

closely intertwined.

Discussions as to which

architectural designs would encompass all

beneficial characteristics are on-going, as are

discussions related to which regulatory

environment would be most conducive to their

wide adoption. Optionally, such systems could also

make use of biometric technologies, which

enhance security but raise additional privacy

concerns,3 and still pose some technological

challenges in terms of their implementation.

While an appropriate legal framework would

facilitate the greater diffusion of identity

management systems, there are reservations about

how reliable their widespread usage would be.

Early experience has shown that the larger the size

of the user group to which the system is applied,

the greater the number of errors in its functioning.

3 Such data often contains additional, easy-to-infer information; for example the wealth of information contained in DNA samples
far exceeds that needed for identification purposes.

Convenience is yet another factor that inhibits

adoption as the reliable use of identity management

systems requires certain additional conditions; the

stronger the security required, the more time-

consuming the process is. Finally, in the longer

term, new less intrusive and invisible systems (such

as radio-frequency based identification, bio-

implants or DNA sniffers) will deserve particular

attention as they raise a new set of security and

privacy issues regarding both off- and on-line

identification.

5.2 Location-based Services

Location computing

technologies combined

with ‘always-on’ mobile

broadband connections will

enable the provision of

Location-based Services

(LBS) that will be attractive to consumers and

provide useful revenues to operators. However,

they will also have a substantial impact on the

security/privacy balance for the citizen.

It is important to note that there are obvious

benefits, in terms of enhanced security, in being

able to know where a person is at any particular

time. Emergency services may be provided more

efficiently or vulnerable persons may be tracked

in real time to ensure their safety. However, the

vast majority of usage will be for commercial

services and will thus expose users to the risk of

unauthorised access to data from which can be

deduced their personal movements and habits. The

ability to make such inferences can be enhanced

by the use of data mining and data surveillance

techniques which combine data from different

sources in order to draw conclusions on personal

behaviour way beyond those implied by the

location data itself. The ability to infer citizen

behaviour by combining data from different sources

represents an important vulnerability to privacy, the

implications of which policy-makers and law

enforcement agencies may need to consider.

“Multipurpose and
multi-lateral Identity

Management Systems
will enable citizens to

manage security and
privacy risks that are

closely intertwined.”

“The accurate
computation in real time
of a citizen’s location has
strong implications for
his or her security and
privacy.”
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In addition, the number of actors having access

to and making use of citizens’ location information

is increasing, mainly with a view to their providing

new value-added services. This also introduces new

privacy risks.

In developing policies to address these issues,

a number of fundamental questions need to be

considered. These include the ownership of user

location data and the legal meaning of consent in

this context. Should regulation allow the so-called

push model of added-value service provision (i.e.

provided without an explicit request) rather than

one based on a specific or general user request?

Another set of questions relate to data retention

and what kinds of data law enforcement agencies

should be legally permitted to use.

5.3 Ambient Intelligence Technologies and Virtual
Residence

The concept of Ambient Intelligence provides

a wide-ranging vision on how the Information

Society will develop. The emphasis is on greater

user-friendliness, more efficient services support,

user-empowerment, and support for human

interactions. In this vision, humans will be

surrounded by intelligent intuitive interfaces that

are embedded in all kinds of objects. The overall

Ambient Intelligence environment (referred to in

the jargon as AmI Space) will be capable of

recognising and responding to the presence of

different individuals, and will work in a seamless,

unobtrusive and often invisible way.

This vision, although

still far from being a reality,

calls for a new security

paradigm and for new

privacy measures. The new

environment will blur the

traditional boundaries

between private and

public domains. Ambient

Intelligence is a prime

example of the trade-off

between personal data and useful benefits.

Indeed, it depends for its successful functioning

on the wide adoption by citizens of that trade-

off.

The concept of Virtual

Residence is an important

starting point for

identifying future security

and privacy needs in the

new environment. Virtual

Residence is the smart

connected home of the future and its critical

domestic infrastructure, as well as the citizen’s life

on-line and on the move. Like the physical residence

of the real world, the individual’s virtual residence

will require suitable legal protection. The areas of

that protection will include the security of critical

domestic infrastructure; the type and content of the

personal data that will need to be exchanged; and

the legal definition of an individual’s private ‘digital

territory’.

6. The Balance between Security and
Privacy

The security/privacy balance was affected even

before September 11 by increased technological

capabilities, mounting cyber-crime and the lack of

an internationally accepted legal and policy

framework. Numerous fluctuations in the balance

in favour of more security and control, either as a

result of new technology or simply as a result of

post September 11 policy initiatives, are cited

throughout this report. Two kinds of security

measures have been distinguished:

- Privacy-invasive measures resulting from the

events of September 11. These measures are

responses to an immediate need for a safer

environment, and should therefore be temporary

and limited; their efficiency needs to be carefully

evaluated.

- Measures which will facilitate development of

the Information Society. These should endeavour

to strike an appropriate longer-term balance

between security and privacy. Some rebalancing

actions in favour of privacy may be required to

achieve this, although it is difficult to imagine

“The Ambient
Intelligence environ-

ment will be capable of
recognising and

responding to the
presence of individuals,

and will work in a
seamless, unobtrusive

and often invisible way;
but it will call for new

security and privacy
measures.”

“Virtual Residence is
the smart connected
home of the future and
its critical domestic
infrastructure, as well as
the citizen’s life on-line
and on the move. ”
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that combating terrorism will not also have a

long-term effect.

As already noted, another factor that has helped

tip the balance in favour of security interests and

away from privacy protection is the increasing use

of technology by market agents to collect and

process personal data for profit. However, the

objective of this report is not to define an optimum

point of equilibrium for that balance but rather to

highlight the fact that the balance established over

years of democratic process is changing, to assess

the potential impact of this change, and to identify

factors that could help redress the balance.

It still remains to be seen what role technology

could play in the design of security measures that

deter data misuse or abuse. For example, by

announcing the location of surveillance cameras

in public places, the monitoring instrument works

equally as a deterrent and as a surveillance

mechanism.

An important contributory element to the

rebalancing mechanism could be provided by new

regulations and enhanced educational policies. In

many cases, privacy abuse is the result of a lack of

knowledge and education on the use and potential

effects of new technologies. More awareness and

control on the potential side effects of new

technologies could minimise these risks.

The current regulatory framework for privacy

protection will need continuous review to take

account of the effects of new technology, but the

mechanisms are already in place to enable this to

happen. On this basis it can be argued that the

current framework is adequate and future-proof.

7. Policy Issues

The evolution of technology and its

capabilities is continuous and rapid, so achieving

a suitable balance between security and privacy is

inevitably a moving target. This report has looked

at examples of emerging technologies and their

applications in the light of this balance. The three

examples chosen are associated with inherent

security/privacy risks – and although there is scope

for policies to influence R&D in certain directions

– it is the implementation and use that is made of

technology, once available, that most affects the

security and privacy balance.

The analysis of these examples points to a

number of policy issues, listed below:

• Human factors, education and awareness. The

importance of human factors, in addition to

technology, to combat crime and terrorism has

been highlighted, together with the need for

education and awareness on the part of the

citizen.

• Identity Theft. Identity theft in the real and virtual

worlds is already growing and appropriate

safeguards need to be introduced. The risks are

exacerbated by current commercial practices

which push consumers to trade in their identity

in exchange for commercial benefits, as well as

a lack of harmonised regulation at a European

level.

• ‘Digital Evidence’. The development,

standardization and diffusion of new digital

evidence tools are required. There is a need to

establish these methods for their use and legal

acceptance in judicial processes and before a

court of justice, as well as to ensure an acceptable

level of efficiency in crime prosecution processes,

including the need for accountability and

transparency in carrying out these processes.

• Private-sector Databases. The increasing use of

private-sector databases by law enforcement

agencies (both for prosecution and for crime

prevention based on profiling) has brought to

light the lack of harmonized regulation in Europe

regarding the maintenance of these databases,

their integrity, accuracy, security and protection.

• Incentives for the Private Sector. The business

case for the private sector to develop and adopt

privacy-compliant and privacy-enhancing as well

as security-enhancing products, is not obvious.

The reasons include the significant costs

involved, a lack of consumer awareness and

demand, and the complexity of installation and

use. This is an aspect of market failure that could

justify regulatory intervention.



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

15

• ‘Horizontal Effects’.  Current EU privacy regulation

lacks horizontal effect, meaning that it is impossible

for citizens to lodge a complaint against other

citizens, their employer or a commercial

organisation (business) based on Article 8 of the

European Convention for the Protection of Human

Rights and Fundamental Freedom.

• Checks and Balances. There is a need to have

mechanisms to “watch the watcher”, whether

governmental, law-enforcement or private

organisation, in order to preserve citizens’

privacy.

• Private-public Sphere Indicators. The

identification of private-public sphere indicators

and a legal definition of private digital territory

(cf. Virtual Residence, Chapter 4 herein) would

facilitate a greater trust in the Information Society

technology environment in the future.

• Technology-specific regulation. The threats posed

by specific new technologies may give rise to

specific regulation in cases where the general

privacy and/or data protection provisions are

deemed insufficient. The periodic review cycle

of current legislation provides an opportunity to

incorporate specific cases into general law.

The rate of change of technology

developments and intensification of use of

existing and new technologies calls for a

continuous observation and assessment of the

balance between privacy and security and the

associated risks, as well as an evaluation of the

potential need for specific regulatory action. The

report also points to a growing recognition of

the need to promote best practices and standards

in this area, as well as the continuous assessment

of emerging technologies for their security and

privacy implications. One way to carry out these

functions would be through the creation of a

European observatory of identity-related

technologies used in different network

environments ( Internet, mobile, Ambient

Intelligence Space), and the authors would urge

that some consideration be given to establishing

such an activity.

8. Structure of the Report

As already stated, this report analyses the

potential use of future technologies and their

possible positive or negative impact on the security/

privacy balance in three different areas of the

emerging Information Society: the future of identity,

the future location-based services, and the ambient

intelligence space (virtual residence), in the post-

September 11 context. These areas constitute the

three main chapters of the report, Chapters 3, 4

and 5:

- The future of identity, featured in Chapter 3, lies

at the core of the citizen’s interactions in the

future Information Society. The increasing

importance of the electronic expression of human

characteristics (identity, behaviour, biological

features, etc) when making use of new ICTs will

not only lead to new indicators of privacy, but

may also put at risk the integrity of personal data.

In the post-September 11 era these concerns are

growing.

This chapter explores the two processes of

identity building and identification  and analyses

emerging technologies such as biometrics  for

identity validation, multipurpose and multilateral

Identity Management Systems, and biometric

implants, as well as technologies for the

protection of virtual identity  for the management

of digital evidence and for protection against

identity theft. Technology challenges, security

and privacy issues, as well as the impact on the

balance between citizens´ privacy and security

associated with these technologies are discussed.

- Future location-based services, the theme of

Chapter 4, will impact on the security/privacy

balance of the citizen. The combination of

technologies providing always-on mobile

broadband connections, the future mass adoption

of mobile Internet and the future demand for

location-based services will completely change

the user environment. On the one hand, accurate

information on citizens’ locations will enhance

user security (e.g. it will facilitate emergency

services) and, on the other, will increase the
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number of actors having access and making use

of this location information, generating new

privacy risks.

This chapter describes the two main enablers of

mobile location-based services: first the trends

in access by mobile broadband, led by cellular

systems and Wireless LAN’s, and secondly, the

different location technologies themselves. The

possible impact of these technologies on the

balance between security and privacy is then

considered.

- Chapter 5 on Virtual Residence analyses the

citizen’s interactions, from both within the home

and outside the home in a future ‘Ambient

Intelligence Space’. ‘Ambient Intelligence’

provides a vision of the future Information Society

where humans will be surrounded by intelligent

interfaces. These will be supported by computing

and networking technology that is everywhere,

embedded in everyday objects such as furniture,

clothes, vehicles, roads and smart materials.

Progress in computational technologies (e.g.

miniaturisation, portability, storage), which are

in ubiquitous connectivity through wireless

technologies and in user-friendly interfaces, has

given rise to this vision. Ambient Intelligence

raises the need for new security and privacy

protection paradigms. The idea that this new

technical environment tends to blur the

traditional boundaries between private and

public spaces is at the core of this chapter. The

concept of Virtual Residence (i.e. the future smart

home and its critical domestic infrastructures, the

citizen’s life online and on the move) makes an

important case for the future shape that security

and privacy may take in this environment.

Finally, Chapter 6 discusses striking the

balance between security and privacy.

These chapters are preceded by an

introductory discussion (Chapter 1) and by a

description of Information Society technology

developments which are relevant to the security/

privacy debate (Chapter 2).

As described in the preface, a number of

experts external to the JRC were invited to

contribute to the report. The objective was to

complement the report with two more in-depth and

exhaustive analyses on the concepts of privacy and

security, the trends and their potential issues. These

two external contributions are summarised in

Chapter 6 (Sections 6.1 and 6.2) and reproduced

in full in Annexes 1 and 2:

• Annex 1: “Making sense of privacy and data

protection: a prospective overview in the light

of the future of identity, location-based services

and the virtual residence” by Professor Serge

Gutwirth of the Free University of Brussels and

of Erasmus University of Rotterdam and Senior

Lecturer Paul de Hert from Leiden University.

• Annex 2: “Crime and Security in the Aftermath

of September 11: Security, Privacy and Law

Enforcement issues relating to emerging

information communication technologies” by

Professor Michael Levi of Cardiff University and

Dr. David S. Wall, Director of the Centre for

Criminal Justice Studies at the University of Leeds.

A list of recommended publications is

provided in Annex 3.
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Chapter 1: Introduction

1.1 Study Objectives

This study is about the balance between

security and privacy in Member State democracies,

and the factors, particularly the technological

factors, which influence that balance. It analyses

the impact of both the rapid developments in

Information Society technologies and the dramatic

events of September 11, 2001. The extent to which

security and privacy are affected by new

technologies is assessed by considering three

examples of information society technologies and

services which are expected to have particular

relevance in the future: (a) identity and identity

management; (b) location-based services; and (c)

Ambient Intelligence and the concept of ‘virtual

residence’.

1.2 The Issues

Security and Privacy can be seen as two sides

of the same coin, continuously influenced by

external factors. If for some reason the perceived

need for individual and collective security

increases, emphasis on the maintenance of privacy

tends to decrease. This trend will continue until

the external threat (or the perception of it) declines

sufficiently to allow the emphasis on privacy to

return to former levels. The process is not however

entirely fluid or even reversible. Much like in

environmental pollution, the security-privacy

balance, once disturbed, can be restored only with

considerable effort.

There is widespread belief that terrorist events

like those which took place in New York on 11

September tilted the balance in favour of greater

security at the cost of individual privacy. Soon after

September 11, governments embarked on a series

of tough security measures to protect vulnerable

or potential targets. They then followed this with

legislation and broad intelligence-gathering

through enhanced surveillance activities in an effort

to prevent further terrorist attacks.

Despite the fact that these measures met with

broad political support at the time, a debate on

the need to restore privacy checks and balances

has already begun. There is a growing concern by

those who are sensitive to privacy issues that

security excesses and their impact on our social

models are indirectly rewarding terrorism by

making western democratic societies less free.

There is also empirical evidence to suggest that

many of the privacy-invasive measures adopted

have not been as effective in enhancing security

as originally intended.

As society makes the transition to a post-

industrial knowledge-based Information Society,

we are beginning to see the implications of rapid

technological developments on the security/

privacy trade-off. An understanding of the

implications of these developments on the part

of policy-makers is needed if governments are to

achieve an appropriate balance between security

and privacy. New and emerging technologies, and

the ways that society deploys them, produce

unforeseen side-effects which can themselves

contribute to disturbing that balance. If well

understood, new technologies can be configured

in such a way as to minimise their negative effects,

thereby reducing the need for regulatory

intervention in the future.

1.2.1 Technology and Security

Technology has always been used to safeguard

collective and individual security. Although this has

been mostly to protect sovereign interests (for

example, cryptographic messages were exchanged

between rulers as far back as the 5th Century BC),

there is ample evidence that fraud and crime have

also been deterred through the use of technology.

In more recent times, both the State and market

players have been using new technologies

successfully to combat organised crime and

terrorism on a global scale.
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Technological innovation can of course be

used as an aid to criminal activity in the real world,

for example through high-quality counterfeiting

processes, sophisticated disguise capabilities or

measures which achieve anonymity (e.g. pre-paid

phone cards). But not only have new technologies

facilitated methods and channels through which

traditional criminal activity can be conducted, they

have also enabled new forms of crime to be created.

To use the terminology of the marketplace, the

widespread diffusion of the Internet has lowered

the entry barriers, thus creating opportunities for

possible new players, including amateurs and

would-be terrorists. More importantly, it has also

brought the notion of ‘disintermediation’ – the

bypassing of traditional market structures – to the

criminal and terrorist domain, resulting in a

transition from hierarchical command-and-control

structures to more nebulous network structures,

making large organisations no longer necessary.

Trust in the Internet has been severely

damaged by exaggerated reporting of perceived

fraud. This lack of trust extends to the security of

both information content and the underlying

network infrastructure. Nowadays, a range of

technologies is being deployed to boost security

and enhance public trust in both real and virtual

worlds. Security technology is one factor that helps

enhance trust – the other is a supportive legal

framework, including consumer protection

legislation. Such technologies make it easier to

identify, track and control all kinds of user data in

the search for terrorists and criminals, and they are

being used for this purpose by law enforcement

agencies globally. So, in addition to helping curb

crime and terrorism in the making, new

technologies should help create a safer online

world also.

In principle, new technologies may be used

in both privacy-enhancing and privacy-invasive

ways. In practice, the cyberspace market seems to

favour a privacy-invasive default mode of

operation.4 Moreover, social choices, norms and

values give direction as to how ICTs are used - for

example, parents controlling the behavior of their

children when using the Internet (e.g. spy-ware)

rather than trusting them and respecting their

privacy. The question remains whether technology,

and the use we make of it, can help restore the

fragile security/privacy balance.

1.2.2 Technology and Privacy

September 11 led to increased security

technology deployment, coupled with a significant

decrease in concern on the part of citizens about

the resulting erosion of their privacy rights. Such

technologies enable the collection of personal

information in ways that transcend the natural

physical limitations which in the past have provided

an inherent shield to the abuse of personal data.

Individuals may take a number of measures in

response to this increased invasion of their privacy.

They include using cash for purchases rather than

credit cards, opening offshore accounts, making use

of anonymising proxies (e.g. pseudonymous servers,

remailers) when accessing the Internet, or using

strong cryptography to mask their communications.

One problem with this is that law enforcement

agencies often regard such measures as ways for

terrorists to avoid detection, rather than simply

reflecting the refusal of normal users to transact

openly in an environment they do not trust.

This in turn raises another problem relating to

the protection of privacy in commercial

transactions. The increasing demands of law

enforcement bodies, based on real or perceived

threats and resulting in new security initiatives, have

received broad public support despite their privacy-

invasive character. At the same time, businesses

are adopting similar technologies to collect

personal data, the use of which enables them to

derive financial gain. However, the ‘dual-use’

nature of these technologies – for both national

security and commercial purposes - has made it

more difficult for privacy advocates to convince

policy-makers of the need to protect the consumer’s

personal data.

4 Regan, P.M. (2002) Privacy as a common good in the digital world, Information, Communication & Society, 5:3, pp: 382-405.
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As surveillance tools are being increasingly

developed and deployed, concerns are now being

raised not just by privacy advocates but also by

elected politicians. In response to the lack of trust

problem discussed earlier, businesses are adopting

counter measures against fraudulent activities  while

at the same time reinforcing their collection,

archiving and sharing procedures in order to meet

their business needs. Once privacy-aware businesses

have put these counter measures in place, it is

expected that they will use them as a selling point,

thus raising awareness as to privacy options, policies

and privacy-controlled information collection

processes. It is the choice between security,

convenience of use, likely economic benefits and

privacy protection that is really the main dilemma

facing users. Both public and private sectors are

eager to influence this choice.

1.2.3 Security / Privacy Balance

The security/privacy balance was affected even

before September 11 by increased technological

capabilities, mounting cyber-crime and the lack of

an internationally-accepted legal and policy

framework. Moreover, there is evidence that

citizens are reacting to new anti-terrorism

surveillance measures by calling for more checks

and balances within their own democratic state

structures. However, market agents are utilising

new technologies to collect personal data, mostly

in the absence of effective enforcement of privacy

protection legislation, in order to financially benefit

from their further processing and use. As a

consequence, users face a dilemma between the

need for security of transactions and ease of access

to Internet services. This dilemma has impeded the

development of efficient IT-security plans with

strong privacy protection built-in, since security and

privacy are perceived to be contradictory.

From the foregoing, there appears to be a

strong case for reassessing the long-term balance

between security and privacy. Part of that

reassessment should seek to define the role that

technology could play in the design of security

systems that deter data misuse or abuse. Another

part would identify those aspects of the fight against

terrorism which will also have a long-term

influence on the matter.

1.3 Post September 11 events

The events of September 11 raised reasonable

concerns about threats to national infrastructure,

including those to the Internet - which was highly

vulnerable anyway. Warnings of immense financial

losses through possible terrorist activities coupled

with reports of hacker-inflicted damage were almost

immediately countered by hastily-defined security

objectives world-wide. While Governments

responded with a series of legislative measures

drawn up in a climate of fear, both public and

private actors were developing databases that track

and store information on individuals. Data thus

collected will help enhance security and combat

terrorism, but at the same time it will provide the

operators with privacy-invasive data that may be

further exploited for economic or other benefit.

Predictions of a marriage between improved ‘data

mining’ techniques and the linking of all the data

sources available has raised the spectre of an

emerging ‘Orwellian’ society in which widespread

surveillance is the norm.5

However, since the end of the Cold War era,

when those working on intelligence matters were

gradually re-assigned to crime-prevention

organisations, there has been a visible move away

from ‘reactive policing’ towards ‘intelligence-

gathering policing’. 6  This process was accelerated

by the September 11 events - the data-gathering

approach suited a prevention model that was

necessary for combating terrorism. Both law

enforcement and security services are increasingly

turning to ‘data-veillance’ technologies in order to

find answers to real and perceived security threats.

5 See for example criticisms of the US TIA (Terrorism Information Awareness) initiative levelled by bodies such as the ACLU and the
Electronic Frontier Foundation.  See http://www.aclu.org  or http://www.eff.org

6 M. Levi, D. Wall; “Crime and Security in the Aftermath of September 11: security, privacy and law enforcement issues relating to
emerging information and communication technologies” in Annex 2 herein.
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1.3.1 The EU response to September 11

Broad cooperation on this matter between the

EU and the US has given priority to developing

and sharing expertise in fighting all forms of

terrorism.7 This cooperation covers a wide range

of areas such as intelligence, law enforcement,

judicial cooperation and transport security. Of

special interest are the agreements on Mutual Legal

Assistance and on Extradition,8 the strategic co-

operation agreed between Europol and US law

enforcement agencies for the sharing of intelligence

and personal data, and the ‘Eurojust’ initiative to

help coordinate the investigation and prosecution

of serious cross-border crime.9

A recent report by the EU Network of

Independent Experts in Fundamental Rights

analyses the legislative changes that have taken

place in the EU as a consequence of the September

11 events.10 The Report states that in 2002, the EU

and its Member States took several initiatives aimed

at facilitating the tracing and prosecution of

suspected perpetrators of terrorist acts and at

improving coordination between the police and

judiciary in fighting terrorism. These initiatives

include:

a) the JAI council of 28-29 November 2002

adopted a recommendation on developing

“terrorist profiles” in co-operation with Europol.

Such profiles are based on birthplace,

nationality, age, psycho-sociological

characteristics, education and family situation.

The objective of the profiling is to identify

terrorists before they are able to carry out a

terrorist act, and in cooperation with the

immigration services and the police, to prevent

or reveal the presence of terrorists in the territory

of Member States. The report states that

development of these profiles for operational

purposes can only be accepted in the presence

of a fair, statistically-significant demonstration

of the relationship between these characteristics

and the risk of terrorism, though such a

demonstration has yet to be achieved.

b) the transmission of European Union citizens’

personal data requested by the US authorities,
11

including name, address, birth date, date of

ticket reservation, travel agency used, financial

data, information on traveller’s previous flights,

ethnic group, place of work. Member States

which subscribe to the Council of Europe

Convention on Human Rights (Art. 8 on Data

Protection) and to the European Union Charter

of Fundamental Rights expressed doubts in

relation to the adequate data protection offered

by US authorities. In any case, the decision of

the European Commission adopted under

Article 25§6 of Directive 95/46/EC, can only

be accepted within the limits imposed by Article

8 of the Charter of Fundamental Rights of the

European Union, by Article 8 of the European

Convention of Human Rights, and by the

Council of Europe Convention for the Protection

of Individuals with regard to Automatic

Processing of Personal Data. In the absence of

full compliance with the principles of

pertinence and proportionality, and a right to

correction to the benefit of the individual whose

personal data is transferred, there is a real risk

of infringement of the overlapping guarantees.

This topic is still under debate between EU and

US authorities.
12

c) Intensification of the monitoring of

communications: the Directive on Privacy and

7 European Union fact-sheet on the ‘Fight against Terrorism’ published on the occasion of the EU-US Summit, Washington June25,
2003 http://europa.eu.int/comm/external_relations/us/sum06_03/terror.pdf.

8 http://europa.eu.int/comm/external_relations/us/sum06_03/extra.pdf
9 http://europa.eu.int/comm/justice_home/news/laecken_council/en/eurojust_en.htm
10 The balance between freedom and security in the response by the European Union and its Member States to the terrorist threats,

May 6th , 2003, by the EU Network of Independent Experts in Fundamental Rights; final report. http://www.statewatch.org/news/
2003/apr/CFR-CDF.ThemComment1.pdf.

11 The new US legal requirement as of February 2003, for in-flying airlines to give access to Passenger Name Records (PNR), needs
still to be reconciled with European data protection law after due negotiations involving the European parliament and EU Data
Protection Authorities,  considering among other issues the US Customs assurance of additional protection for ‘sensitive’ data
that may be contained in the PNR.

12 EU-US Summit, Washington, 25 June 2003, http://europa.eu.int/comm/external_relations/us/sum06_03/pnr.pdf
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electronic communications provides (Article

15§1) that “… Member States may … adopt

legislative steps providing for the retention of

data for a limited period, justified on the

grounds laid down (safeguarding national

security, defence, public security and the

prevention, investigation, detection and

prosecution of criminal offences, or the

unauthorised use of the electronic

communication).
13

d) a number of national initiatives which extend

the powers of prosecution bodies.

1.3.2 The US response to September 11

Comparable initiatives, but with a stronger

emphasis on surveillance, have also taken place

in the US. As a result, recent policy proposals for

information and network security in the US are

expected to have a significant effect on US citizens

in terms of their privacy rights and Internet

transaction capabilities.  In addition, the Foreign

Intelligence Surveillance Act (FISA) of 1978, put

in place to focus on foreign counter-intelligence,

was expanded to cover all resident non-

Americans, whether they can be linked to a

foreign power or not.

Another example is the USA PATRIOT Act,

which became law on 26 October, 2001 and aimed

to facilitate the post September 11 crackdown on

terrorism (the name is actually an acronym of

“Uniting and Strengthening America by Providing

Appropriate Tools Required to Intercept and

Obstruct Terrorism”). Some of the new and far-

reaching rights it grants to the Federal Government

include: (i) the right to wiretap without warrant;

(ii) the right to detain without warrant and, (iii) the

possible loss of the right to an attorney in some

circumstances. It has also expanded intelligence

gathering to include e-mails and websites in

addition to phone records. Moreover, the USA

PATRIOT Act is just the first phase of an overall

plan. The US Justice Department has announced a

new controversial security Act within the Domestic

Securities Enhancement Act, dubbed ‘PATRIOT II’.

This includes provisions that impact directly on civil

rights as well as on the collection and use of digital

information. Among other things, this Act would

allow the US Justice Department to detain anyone,

anytime, secretly and indefinitely. It would also

make it a crime to reveal the identity or even the

existence of such a detainee. However, the powers

granted through the PATRIOT Act are scheduled to

expire by 2005 in spite of a recent unsuccessful

attempt to extend these powers indefinitely.14

The recent CAPPS II proposal, though mainly

focused on illegal immigrants, has led some to

consider whether in the future such laws may also

be used against US citizens.15 CAPPS II (Computer

Assisted Passenger Pre-screening System II) is a

proposed law (amending existing legislation

already in place since 2001) introducing the

profiling of passengers flying into, through or within

the US, so as to identify and prevent suspected

terrorists from boarding flights. Technologically it

includes a data mining application that searches

through Passenger Name Records (PNRs),

correlates them with other available data and

applies risk assessment models before notifying the

appropriate law enforcement agency. This agency

will then, taking into account the state of alert

against terrorist attacks, decide whether to allow a

passenger to fly or not. Data on passengers allowed

to fly will be destroyed (and not retained) upon

landing. Suspects will not know they have been

considered a risk unless they are prohibited from

flying. Interestingly, while PNR data are considered

to be highly accurate (in terms of true identity), the

data with which PNR will probably be correlated

is stored in the NCIC (National Crime Information

Centre) database operated by the FBI, which a

recent regulation (March 2003) has exempted from

13 2002/58/EC Directive of the European Parliament and Council of 12 July 2002 concerning the processing of personal data and
the protection of privacy in the electronic communications sector, http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/
l_20120020731en00370047.pdf

14 Global Internet liberty Campaign newsletter GILC Alert Volume 7, issue 4 of 25 June 2003. http://www.gilc.org/alert/alert74.html.
15 Proposed (CAPPS II) Rules, Federal Register Vol. 68, No. 10, January 15, 2003. US Department of Homeland Security, New

Notice Outlines changes to CAPPS II system, July 31st, 2003. http://www.dhs.gov/dhspublic/display?theme=43&content=1135
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the requirement to ensure accuracy of information

about criminals and crime victims. The PNR data

will also almost certainly be correlated with credit

card data supplied by the financial services industry

in order to cross-check passenger identities

(authentication) and mainly PNR-declared

addresses.16

In addition, the US Department of Homeland

Security (DHS) was established in March 2003 to

consolidate the activities of some 22 previously

disparate US domestic agencies in order to protect

US territory against threats, including those to

cyber-security. One of its aims is to persuade

industry to make its critical infrastructure compliant

with US Federal security standards by offering

appropriate incentives. The US government has also

encouraged the installation of computerised

archiving systems to modernise intelligence

collection and enhance capacity to fight against

crime. However, as we point out below, the

consequence of massive data collection and

sharing among these sources is considered by some

to have a negative effect on the accuracy of the

archived data.

Finally while the need to identify low-intensity/

low-density forms of crime and/or terrorism

predates September 11, it was only after this event

that the US Total Information Awareness (TIA)

project (recently re-labelled more appropriately,

Terrorist Information Awareness) was conceived

and is now being further researched. TIA is a plan

to develop a huge virtual database by putting

together numerous commercial and public sector

databases about people (mainly foreign) and the

things people do (shop, travel, phone, …), so as to

enable the production of instantaneous predictive

analysis of data. One of TIA’s goals is the

identification of people at distance by the irises of

their eyes, the lines on their face and their gait.17

The TIA programme is not illegal in its conception

nor in its intended use of data, since the sharing of

data for law enforcement purposes had been

envisaged by the existing legal and regulatory

framework. However, the announced research

plans and the request for further funding have been

met with opposition, and an independent

evaluation has been called for before full funding

for the project is approved. According to some

observers, both the existing nucleus of intelligence

collection applications, and the system as a whole

pose several fundamental policy and technology

problems.18,19 These include:

a) Associated databases, independent of whether

they are commercially or publicly owned, are

known to contain incomplete and inaccurate

data, the use of which will create both false

positives and false negatives that will affect the

overall efficiency of the system.

b) The system’s security (protection from inherent

vulnerabilities) is more at risk the greater the

number of interconnected databases (a

technology dilemma).

c) The system’s predictive ability to identify

terrorists from profiling data is considered an

impossible task and its accuracy is at best

extremely privacy sensitive.

d) The citizen ought to be given suitable recourse

procedures if the checks and balances against

abuse that citizens in democratic environments

have come to enjoy are to be maintained.

The general problem with this widely

publicised anti-terrorist security initiative (the TIA,

that is), and all the others that have been announced

so far, is that while their privacy-invasive character

(e.g the accuracy of stored data, lack of appeal

procedures) and their low efficiency output (e.g

the expected false-positive rate) are evident, their

16 For an overview and analysis of CAPPS II, see: Electronic Privacy Information Center, “Passenger Profiling,”. http://www.epic.org/
privacy/airtravel/profiling.html

17 Gait recognition technologies enable the fairly accurate identification of humans at a distance by comparing the way these walk
and/or run (movement signatures), http://www.cc.gatech.edu/cpl/projects/hid/

18 EPIC submission of 25 March 2003 to hearing on Data Mining, Current Applications and Future Possibilities. http://www.epic.org/
privacy/profiling/datamining3.25.03.html. See also USACM letter to the Senate Armed Services Committee, 23 January 2003.
http://www.acm.org/usacm/Letters/tia_final.html

19 13th Annual Conference on Computers, Freedom & Privacy, 1-4 April 2003, Session on TIA debate, with H. MacDonald & B.
Simons, http://www.cfp2003.org & http://www.cmcgc.com/CFP_2003/mp3/230401-050.mp3
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effectiveness in the fight against terrorism has yet

to be clearly assessed.20 This situation will only be

made worse as technological developments enable

new more efficient data-mining and data-sharing

applications. Furthermore, such new technologies

may easily be misused and result in third parties

economically benefiting from data collected with

the original purpose of fighting terrorism. The

impact of current and emerging surveillance and

monitoring technologies therefore needs to be

assessed, in view of the many implications of its

use.

Modern risk management tools are required

to introduce cost/benefit analyses that would be

auditable under normal democratic rules, and

which would allow policy-makers to make better

founded decisions on trade-offs in the interests of

realistic collective benefits. It is expected that

policy-makers will debate both the possible loss

of convenience and privacy invasion for the

individual under a more effective and better

controlled security framework, considering all the

major players’ strategies and agendas.

In conclusion, after September 11  citizens’

perception of the need for security has increased

and concerted action by governments world-wide

has allowed law enforcement agencies to

implement relevant security re-enforcing measures

that rely heavily on the utilisation of private

information.21 The effectiveness of these security

measures has not yet been clearly demonstrated,

though their privacy-invasive nature is starting to

bring to the surface a need for sensible privacy

protection guarantees. The debate is still largely

open, but it should be pointed out that while the

European legal framework provides a more

favourable platform for privacy enforcement than

the US case, the impact of US measures on EU

citizens has not yet been fully assessed (in terms of

general reciprocity, for example in the case of EU

citizens travelling to the US). Also widely debated

is the question of what technology-based privacy

protection counter-measures should be developed

and deployed.

1.4 Examples of Privacy-invasive
security measures

This section provides anecdotal evidence in

support of the claim made earlier in this chapter

that the scales are being tipped in favour of security

at the expense of individual privacy.

1.4.1. ‘Smile, you´re being watched’

It is estimated that a citizen living in the

London area is registered by video cameras on

average 300 times a day, as private and public

organisations install surveillance cameras for

security reasons in shops, parking spaces, and

public spaces.22 The technology now is available

to enable these cameras, without human

participation, to scan images of the human face

and to employ biometric face recognition to allow

a particular individual to be identified from others.

Current technology also makes it possible to link

the different camera surveillance databases, so that

a citizen’s daily life can be tracked. It is expected

that these cameras will become more ‘intelligent’,

and able to recognize a pre-defined ‘security

situation’ (such as movement in a restricted area)

and take the necessary action (e.g. the generation

of an alarm signal), thus allowing a single operator

to track thousands of citizens simultaneously. The

development of processing power, database storage

and interconnection capabilities in combination

with geographic information systems, could

provide on-line information of a particular citizen’s

location and activities (which shop or building he

20 As US-based security expert Bruce Schneier pointed out during the Computers, Freedom and Privacy Conference held in New
York in April 2003, there are security solutions that seem completely valid but are in fact totally ridiculous. He added that
security measures should increase safety and not only the citizen’s perception of safety. He went on to propose a 5 step process
to measure security effectiveness. http://www.cfp2003.org/cfp2003/program.html

21 Star Systems, Identity Theft in the US: An update, December 2002; Appendix Identity Theft and Security Concerns, 2002 Consumer
Survey, November 2002. http://www.star-systems.com/STARIDTheft.pdf

22 Quoted in Business Week online, “One in the Eye for Big Brother”, August 15th, 2002. http://www.businessweek.com/bwdaily/
dnflash/aug2002/nf20020815_7186.htm
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is entering, what is he buying, etc), and, one could

guess, even his exact mood by an analysis of his

facial characteristics.

As there may be geographic areas with less

density of surveillance cameras, combining

surveillance data with a citizen’s mobile phone

location information can pinpoint quite precisely

the location of a citizen at any time. Satellite and

terrestrial device tracking for value added service

applications will find their way into everyday life.

For example, users may subscribe to a commercial

location-based service which will notify them

whenever they happen to be in the vicinity of, say,

a relative. This service would require continuous

tracking of the user’s position. The positioning

information could be stored, accessed and tracked

on-line. Where the user’s pattern of use of location-

based services are known (pharmacies, restaurants,

etc), these will then provide an indication of the

user’s habits, which may also be tracked and stored.

Employers are already using mobile location

technologies to track staff movements, and parents

are using them to track children.

The recent generation of mobile phones which

include digital cameras able to take pictures and

forward them so that they may immediately be

“hung” on the Internet for public view, represents

yet another form of surveillance tool. In time, it is

expected that digital camera technology will be

embedded in the majority of mobile phones and

technological evolution will allow phones to

record, store and send sequences of video

recordings to be ‘posted’ on the Internet almost

instantaneously.23 Additionally, web cameras

(digital cameras displaying their content

permanently on web pages) are increasingly being

used for fun, as well as business (shops, bars

observation, traffic conditions) or private purposes

including security (family contact, babysitter/

nursery supervision). As the technology evolves and

its use increases, broadband always-on Internet

connections will allow instant and even public

access to other people’s private lives, increasing

privacy intrusion capabilities for all. This

phenomenon of citizens’ increasing interest in their

neighbours’ private lives, either to help police fight

crime or just out of sheer curiosity,24 is a clear

indication of how technological developments are

facilitating surveillance on a much wider scale than

has been possible in the past.

Both law enforcement agencies and

individuals (citizens or firms) use surveillance tools

to collect personal data, ostensibly to increase

security. There is a tendency however to use the

information so gathered for other purposes, such

as checking employees’ presence at the workplace.

Such a diversion of the use of the system risks

contravening the purpose principle of private

information.  Of course, if surveillance becomes

so widespread, it is possible that misuse can be

discovered by others employing surveillance

techniques.

1.4.2. ‘Making sense of sensors’ or ‘Will little
brothers control your ambient space?’

In public places, people need to feel at ease

with their surroundings, especially in airports or

train stations, where the sheer number of people

makes all security measures seem insufficient.

However, it has been claimed that numerous

pointless and possibly absurd security systems

have been implemented which are also privacy

intrusive, and that these serve only to raise the

perception of security rather than truly diminishing

risk.25 Under such circumstances, any non-

invasive security measure that facilitates access

to public transport and other such installations

will probably be accepted. One example is that

23 J-Phone, the Japanese unit of Britain’s Vodaphone Group Plc, reported on June 19th 2003, that camera-phone users account for
about 70% of J-Phone’s total subscribers, Quoted in Reuters article ‘J-Phone wins 10 million photo-phone users, lags DoCoMo’,
on June 19th 2003, http://uk.biz.yahoo.com/030619/80/e2qt0.html; Gartner Research estimates that camera phones will make
up the majority of Western European handsets shipped by 2006, announced on 11 June 2003, http://www4.gartner.com/5_about/
press_releases/pr11june2003a.jsp.

24 Citizens can remotely control wireless “crime cams” aimed at crime-prone areas, looking for suspicious activity to report to
police, in an effort to stop vandalism and other problems: http://www.citywatcher.com/

25 See Privacy International, http://www.privacyinternational.org/activities/stupidsecurity/
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of frequent flyers who avoid airport queues by

subscribing to an identification service based on

strong biometrics (iris or finger-print recogition).

In addition, technology is being developed to

create sensors that detect the presence of explosives

or other dangerous materials from a distance of

few metres. These sensors, a kind of sensitive

artificial nose, could reduce the need for personal

searches, thus facilitating security enforcement and

enhancing the perception of privacy in public

places. However, the same sensors, if ‘intelligently’

deployed, could also be used to identify individuals

walking by as belonging to a targeted group by

assigning a distinct quality/smell to them. It would

then provide its operators with detailed profile

information describing an individual. In the case

where this information is used as a sufficient

evidence to assign an individual to a group, then

the use of the technology becomes privacy invasive.

Moreover, if one combines sensor technology

with Radio Frequency Identity (RFID) tags which

store identity, location and sensor information, the

resulting surveillance technology becomes even

more powerful. RFID tags are very small microchips

(less than millimetre in scale) which are very cheap

to manufacture (less than 0.5€ each) and transmit

their unique ID code in radio frequencies when

queried (they are otherwise passive devices, using

the power of the incoming signal to respond). In

addition, since the reader is part of the infrastructure

and knows its own location, RFID technology also

utilises location information. Previously used to

track animals and lately as certificates of

authenticity for very expensive merchandise, they

are now starting to be used as anti-theft devices,

for example in the fashion industry.

It also means that humans bearing any number

of these invisible tags on their clothes, shoes or

possessions could be recognised remotely as being

the rightful owners of their garb. Thus they, and

consequently their actions, could be tracked and

the corresponding information stored – what you

carry and wear identifies you. Therefore, RFID

technology may be used both in a security-

enhancing way, as an affordable, invisible and

effective anti-theft tagging system, and also in a

privacy-invasive way, as data is obtained without

the user’s prior knowledge or consent. The tags may

also be used as surveillance tools on specific

products and as proof of liability when they store

information on the use of the product they are

pegged to. RFID tags could be inserted into car

tyres to monitor their conditions of use.

RFID tags can be regarded as a pre-cursor to

the Ambient Intelligence vision of the future, given

that they merge seamlessly into the home

environment. Implementing critical infrastructure

in the home environment (e.g. in an expected

extended use of tele-care) also raises concerns

about the security of domestic networks in an

Ambient Intelligence environment. More is said

about this in the section of the report dealing with

virtual residence.

The above examples again suggest that the

development of new intelligent sensors and novel

identification tools enables surveillance that is

particularly difficult to know about, let alone

control. Law enforcement agencies have not yet

started using this technology for surveillance

purposes, but the business sector is ready to take

the lead in deploying this new form of

‘understanding better who your customer is’

through privacy-invasive technology. Personal

data will thus be collected with no guarantee as

to how it may be used later on. There is no one to

supervise the possible uses the data may be put

to at a later stage as there is no choice of opt-in or

opt-out for the user.

1.4.3. ‘Mind control’ and ‘controlled’ society

There are already examples of parents asking

that their loved ones be implanted with

microchips that can track and identify them,

should they be kidnapped.26 These implanted

chips could also respond to a need for increased

security in more dangerous parts of the world,

26 BBC News, ‘Anti-abduction implant for children’, 2 Sep 2002 http://news.bbc.co.uk/1/hi/england/2231634.stm
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where surveillance is both desirable and

necessary. In these situations, identity and location

are continuously monitored by specialised

security staff and these new technologies could

help them in their daily work.

In another case, implantable chips, initially

developed to provide strong identification at a

distance, are being configured to connect to a

person’s nervous system.27 The aim is for the

individual to use his or her mind to control those

parts of the surroundings which are electrically

actuated; for example to turn on lights, open doors

or activate other controls. The interesting issue in

this futuristic scenario of technology use is that

strong identification becomes synonymous with

control at a distance (you do things no one else

has the right to do just by thinking about it!).

A similar effect is obtained when an Internet-

technology enabled mobile phone enters an area

of wireless Internet access (commonly known as a

‘wi-fi hot spot’); this will allow the user to access

and control through the telephone interface any

number of remotely activated electrical devices

with surprising effects. However, such activities

raise security (including public security) concerns

that include how anonymous such access will be,

who is liable for undesirable effects, who oversees

the interaction and ultimately, who has power to

enforce control.

Research into how to control behaviour

through mind-controlling devices is also going on.

Tests with rats show that it is possible to send signals

that stimulate their brain’s pleasure centre when

they execute commands such as jump, run, or even

perform actions contrary to their natural instincts.28

While this technique is not directly applicable to

humans, it could be valuable for re-training

damaged nerves that once controlled muscles in

people who are paralysed. On the other hand,

having an implanted microchip connected to your

nervous system will undoubtedly raise issues about

its effect on the mind and of the remote control of

behaviour. Could law enforcement agencies be

allowed to create a centralised security system to

control some citizens (say convicted criminals) –

or, in a doomsday scenario, all citizens - through

appropriate mind-monitoring devices?

It is not expected that such mind-controlling

devices will become reality before the 2020

horizon. Nevertheless this futuristic though

probable example begs the question “who watches

the watchers?”. The answer to this question

becomes central, and ways of ensuring that it is

properly answered need be developed.

27 K Warwick, M N Gasson, B D Hutt, I Goodhew, P J Kyberd, B J Andrews, P Teddy, A Shad : “The Application of Implant
Technology for Cybernetic Systems”, Archives of Neurology, Accepted for Publication (2003)

28 Gregory T. Huang, ‘Mind-Machine Merger’, Technology Review, May 2003. http://www.technologyreview.com/articles/
huang0503.asp
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Chapter 2:
Developments in
relevant technologies

technologies in the home), or of technologies aimed

at enhancing security and trust (such as biometrics),

also enable or facilitate new forms of crime or

abuse by strengthening ‘non-user controlled’

interactions.

2.1 From user-controlled processes …

In today’s developing Information Society, the

citizen interacts in a “user-controlled” manner with

different actors, as illustrated in Figure 1, through

Internet and mobile communication technologies

and devices (ICTs), as for example:

- with other citizens through e-mails, chats, file

transfers or SMS;

- with businesses while doing e-commerce, on-

line banking, searching for information, looking

for a job, reading the news or using location-

based services;

- with administrations, for tax declaration and

payment or to request a particular form;

- with law enforcement bodies, for police

statements, etc.; and,

- with intelligent or “smart objects” such as digital

TV programming or Personal Video Recorders

(PVRs) enabling users to configure their own

entertainment preferences at home.

In these user-controlled interactions, the

citizen is generally aware of the interaction

processes taking place and of the data exchanged,

and is probably in control of the use of the

underlying security and privacy mechanisms such

as the use of a password or the privacy policy of a

website.

ICTs provide the enabling infrastructure for

these interactions to take place as users make use

Chapter 2 examines the emerging demand and

and supply aspects of technologies which impinge

on the security/privacy debate.  It starts by making a

clear distiction between those over which the user

has significant control, and those largely outside that

control.  The chapter then goes on to discuss the

emerging nature of threats to secruity and privacy,

and concludes with a brief review of technologies

being developed to meet those threats.

Technology, and particularly Internet

technology, has radically changed the way citizens

interact with other citizens, governments,

administrations, businesses and even objects.

Where previously interactions were face-to-face

and one-to-one, the mass deployment of

Information and Communication Technologies

(ICTs) such as the fixed and mobile telephone,

Internet, interactive TV, have allowed new forms

of ‘remote’, one-to-many and many-to-many

communication and interactions. These have also

had a significant effect on business processes,

driving them towards automation, cost-efficiency

and reliance on information. Furthermore, within

the development process of this “Information

Society”, we can observe an evolution in the nature

of interactions between citizens.

The expected evolution of security and privacy

enhancing technologies (cryptography, smart cards,

biometrics, Public Key Infrastructures, digital

evidence, Ambient Intelligence, multi-purpose and

multi-lateral Identity Management Systems,

anonymizers) will empower the citizen, by

strengthening user-controlled interactions and user-

awareness. However, the continuous development

of ICT technologies and services (such as increasing

computing and transmitting capabilities, seamless

mobility, customisation of services, location

possibilities, and ‘ambient intelligence’



C
ha

pt
er

 II
. D

ev
el

op
m

en
ts

 in
 r

el
ev

an
t 

Te
ch

no
lo

gi
es

28

of Internet and mobile communication

technologies and related devices (PCs, PDAs,

mobile telephones). These user-controlled

interactions need to take place in an environment

that ensures sufficient trust if the Information

Society is to be realised and developed. Technology

plays a key role in building a secure and trustworthy

environment, along with other elements such as

an appropriate legal framework and efficient law

enforcement, education and awareness.

Nevertheless, users’ lack of awareness of the

development and increasing capabilities of

technology, and the consequent potential for

security and privacy abuse, makes them more

vulnerable when making choices during such user-

controlled interaction processes, where not only

29 R. Mansell, I. Schenk and W. E. Steimueller, Net Compatible: The Economic and Social Dynamics of Electronic Commerce,
EuroCPR Conference, Venice, 26-28 march 2000.

30 Towards a Typology of Internet Users and Online Privacy Concerns, K.B. Sheehan, The Information Society 18:2-32, 2002

security and privacy, but also convenience and

economic interest are involved. The willingness of

users to provide personal data on the Internet in

exchange for a small or reasonable economic gain,

has already been reported.29,30

At the same time, as technology evolves, the

trust building process becomes increasingly

complex and vulnerable, as more actors and

devices are part of the interaction processes.

2.2 … to non-user controlled processes

Today, consumers are concerned about both

lack of security and lack of privacy. These concerns

hinder the potential development of the

Information Society and are well founded, as the

Figure 1. Citizen’s controlled interactions in the Information Society
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examples presented indicate.31 Indeed, technology

facilitates privacy abuse and crime by the different

actors, as illustrated in Figure 2 where a number of

“non-user controlled processes” are depicted. We

can observe an increasing number of situations in

which the user is either not aware that data is

collected or his system unlawfully accessed, or, if

he is aware, he is not able to control this process,

for example, when law enforcement organisations

collect personal data.

Data can be collected and systems can be

illegally or lawfully accessed without the user

either noticing it,  knowing how the data will be

used, or to which organisation data will be

transferred. User data can include user location,

Internet activities, identity information, shopping

Figure 2. Citizen’s non-controlled interactions in the Information Society

preferences, credit card, health, DNA data or

Closed-Circuit TV (CCTV) images.

This evolution from user-controlled to non-

user-controlled processes (particularly in view of

the growing number of the latter facilitated by

technology developments) calls for a better

understanding of the possibilities that current and

future technologies provide as facilitators of crime

or privacy abuse. Their impact on the complex issue

of enforcing current data protection, privacy and

security legislation needs to be understood.32 For

example, technology could be used to detect and

monitor non-compliant security and privacy

practices, and help solve the problem of the

preparation and use of digital evidence in court.

Consequently, the role of technologies as counter-

measures to these abuses needs also to be analysed.

31 In particular, a number of e-commerce surveys (Ipsos-Reid Group 2001, Gartner Group 2000, Harris Interactive 2000) and
Internet banking surveys (American Express / International Communications Research, 2001) report a high level of security and
privacy concerns.

32 Directive on privacy and electronic communications (2002/58/EC) of 12 July 2002; Art 8 of the European Charter of Fundamental rights.
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2.3 Cybercrime and privacy abuse threats

The Internet and the introduction of ICTs in all

business sectors facilitates the perpetration of

traditional criminal activities and generates new

vulnerabilities and therefore opportunities for crime.

The new target for crime is network infrastructure,

information and services. Similarly, although abuse

of privacy does not require technology, it is strongly

facilitated by technology, in particular those that

allow systematic surveillance of the citizen in both

the physical and virtual worlds.

2.3.1 Cybercrime

Cybercrime, like all crime, is made possible

by the coexistence of three factors: motive,

opportunity and vulnerability. When value is

sufficient to incite motive, the influence of the

two other factors depends specifically on the

available technologies. The increasing proportion

of private, business and government activities

being digitised, combined with the rapid and

complex development of technology provide,

paradoxically, increasing vulnerabilities where

crime can prosper.

Two fundamental categories of cybercrime

need to be distinguished, as they are characterized

by different targets, motives, actors, acts, legal

frameworks and law enforcement tools. Firstly, there

is traditional crime in which the Internet is merely a

vehicle (i.e. the exchange of valid credit card

numbers, information theft, etc.), and secondly, there

are new forms of crime, where the ICT infrastructure

and information are the target (i.e. the modification

data, Denial of Service attacks, etc.).

Attacks on citizens´ security and privacy are

defined by the European Commission’s Decision on

“Attacks against Information Systems” as

unauthorized access to information systems and

data, execution of malicious software that destroys

or modifies data, interception of communications

or “sniffing” and malicious misrepresentation such

as “web site spoofing”.33 A report by the CERT

Coordination Center on attack trends identified

aspects of attack that affect the ability of organisation

and individuals to use the Internet safely, i.e. the

automation and speed of attack tools, the increasing

sophistication of attack tools, the faster discovery of

vulnerabilities, the increasing permeability of

firewalls, the increasing power of a single attacker

(asymmetry) and the increasing threat of

infrastructure attacks (Denial of Service, worms,

Domain Name Systems, routers).34 At the same time

numerous hacking incidents occurring mostly on

US territory suggest that the technology is available

to damage infrastructure that depends on sensitive

information. The real problem stems from the fact

that while physical world attacks do not propagate

beyond physical limits, Internet attacks have

exponential implications due to network effects.

Another particular point related to cyber

attacks is that since most of the them are committed

by insiders, there is the tendency for employers to

‘watch’ their staff more carefully. This has direct

implications for the protection of privacy rights in

the working environment.

Computer crime is significant and increasing.

Results of the US 2003 CSI/FBI Computer Crime

and Security Survey show that 45% of respondents

detected unauthorised access by insiders, 36%

experienced a system penetration from the outside,

21% reported theft of proprietary information and

15% reported financial fraud. Proprietary

information theft caused the greatest financial

losses last year, followed closely by losses caused

by Denial of Service attacks. The CERT

Coordination Center reported incident statistics

show a compound annual increase rate of 94%

between 2000 and 2002.

The reported volume and growth of Internet

fraud and crime adds to a widespread perception

that the Internet is riskier for transactions than the

face-to-face environment. Whether this perception

can be supported by fact needs further research,

but the following points lend credence to the thesis:

33 Council framework decision on “attacks against information systems”, COM(2002)173,19 April 2002, http://www.eurunion.org/
news/press/2002/2002021.htm, text at: http://europa.eu.int/eur-lex/en/com/pdf/2002/com2002_0173en01.pdf

34 Overview of Attack Trends, CERT Coordination Center, 2002. http://www.cert.org/archive/pdf/attack_trends.pdf
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- The environment is a more conducive for

fraudsters to communicate and act due to its

anonymity, low access barriers, rapid exchange

of resources such as hacking programmes and

credit card numbers. The possibility of committing

computer facilitated crime also makes it easier to

automate and commit fraud on a larger scale;

- The different actors’ lack of cyber-security skills

and tools;

- Users are more vulnerable: with increasing

Internet connectivity from home (always-on

broadband connections) and increasing PC power

(available for hackers), average users know little

about the risks and the security tools available to

protect their computers from external attacks;

- Legal prosecution is more difficult, because

transaction amounts are generally small, the

electronic evidence tools and skills available are

very limited, legislation is not yet fully adapted to

the Internet environment and where transactions

have taken place across borders, complex

jurisdictional and procedural issues may arise.

The European Commission, through its recent

Communication on creating a safer information

society by improving the security of information

infrastructures and combating computer-related

crime,35 and through its legislative package in the

area of high-tech crime,36 is trying to promote the

debate among all stakeholders. For this purpose, it

has created the EU Forum on Cybercrime which

aims at raising awareness and bringing together law

enforcement agencies, service providers, network

operators, consumer groups, data protection

authorities, civil liberties organisations and other

interested parties. On 5 June 2003 the Council

agreed to the Commission’s proposal for the

establishment of a Network and Information

Security Agency, which will build on national

efforts to enhance security and increase the ability

to prevent and respond to major network and

information security problems. Its activities will

include awareness raising, advisory and co-

ordination functions, and will involve of all

potential public and private stakeholders.

2.3.2 Identity Theft

Identity theft refers to the act of stealing

someone’s identity information in order to

misrepresent him or her, for the thief’s benefit.

Examples include stealing bank statements, incoming

mail such as bank or credit card statements, pre-

approved credit cards, and using this information to

open a new credit card account or take over an

existing one, to contract phone or wireless services,

to open a bank account or to ask for a loan.37

Identity theft has flourished over the last few

years, particularly in the United States, and is raising

increasing concerns as it is a threat to the

development of the Information Society, both in the

US38 and in EU.39 However, it is not a new

35 European Commission Communication on “Creating a Safer Information Society by Improving the Security of Information
Infrastructures and Combating Computer-Related Crime”, COM (2000)890 final, of 26 Jan 2001. http://europa.eu.int/eur-lex/en/
com/cnc/2000/com2000_0890en01.pdf

36 Commission proposal for a Council framework Decision on Attacks against Information Systems, COM (2000)173 (19 April
2002), on which, during the EU Council of March 21st, 2003, ‘pending to some parliamentary scrutiny reservations and without
prejudice of the examination of the opinion of the European Parliament, reached a common approach on the proposal’; the EC
Directive on Digital Signatures (1999/93/EC) and on the Directive on Electronic Commerce (2000/31/EC) help the establishment
of a single market for electronic commerce by providing conditions for trusted electronic transactions

37 Sunday Times, “Ministers to Act on Rise in Identity Theft”, 5 January 2003, reports that in the UK, a birth certificate can be
obtained with no requirement to prove identity. The name on the certificate can be entered on the electoral roll with no checks.
Utility bills and a driving licence can then be obtained. http://www.timesonline.co.uk/article/0,,2087-532826,00.html

38 Electronic payment solution provider, Star Systems, found that 5.5 percent of the respondents in a November 2002 survey of
2,000 US adults had been victims of identity theft. Of the victims identified in the survey, 29% reported having credit cards in
their name issued to another person; 23% had bank accounts in their name opened by another person; 21% had loans in their
name by another person and 18% had their currently existing bank account taken over. The US Federal Trade Commission (FTC)’s
Consumer Sentinel database reports that 43% of consumer fraud complaints in 2002 were about Identity theft, with more than
161,000 cases reported, an increase of 88% compared to 2001. From these, 50% are related to credit card fraud (24% to new
accounts and 12% to existing accounts), 25% to phone or utility bills, 16% to bank fraud, and 9% to loan fraud. Star Systems,
Identity Theft in the US: An update, December 2002, http://www.star-systems.com/STARIDTheft.pdf

39 Banks, building societies and financial institutions reported more than 40,000 cases of identity fraud in 2002 compared with
fewer than 13,000 cases in 2000, Sunday Times, UK, “Ministers to act on huge rise in stolen identities”, January 5th, 2003. http:/
/www.timesonline.co.uk/article/0,,2087-532826,00.html
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phenomenon and does not necessarily require

digital techniques or the Internet. In 2001, the

consulting and research firm Celent estimated that

only 10% of identity theft originated on the Internet,

although this percentage is expected to grow. A more

recent consumer survey reports that in cases where

victims knew where their identity was stolen, the

number one cause was the loss or theft of their wallet.

Internet transactions are far down the list (4% of

respondents) after financial institution records,

drivers’ license process and home burglary.40

In the EU, the incidence of identity theft is

comparatively less extended. Reasons that might

explain this difference could be linked to stronger

authentication mechanisms in the physical world

(in a number of EU countries ID cards are

commonly used) and different purchasing patterns,

which, in the EU, rely more on a face-to-face

contact than on distance purchasing. Another

reason may be that more effective privacy

protection in Europe limits the ease of access to

personal data needed by would-be identity thieves.

However, as the Information Society spreads and

e-commerce develops, identity theft is now growing

in the EU, and the threat of it is already causing

public and political concern.

One of the most worrying aspects of identity

theft is that its consequences are more

unpredictable than other types of crime.

Furthermore, the multiplication of identity

information spread over many different systems,

the increasing digitisation of authentication or

identification processes in our private and

professional sphere (access to our computers, on-

line banking, e-commerce, access to our office

buildings), together with the known technical and

human vulnerabilities of systems, increase the

threats posed by identity theft.41 In a future scenario,

access at home, the office or computer could

depend on biometric processes such as fingerprint

recognition and/or voice recognition. If a criminal

were to make a fake copy of our fingerprint, or

register our voice (with a future mobile phone),

the worrying consequence would be that he or she

would have free entry into our physical and virtual

private and professional spheres.

Current US Federal Legislation establishes

Identity Theft as a stand-alone federal crime and

recognises both businesses and individuals as

victims.42 The FTC was charged with establishing

procedures to receive and log individual victims’

complaints, providing victims with informational

materials, and forwarding their complaints to

appropriate credit bureaus and law enforcement

agencies. A number of Bills have been put before

the House and the Senate aiming to increase

security measures, to further protect consumers

whose identities are stolen from their financial

institutions and to allow consumers to restore their

ID information. At the EU level, however, no

particular legislation exists to address this type of

crime, although national legislation may do so.43,44

2.3.3 Privacy invasion threats

The protection of individual privacy at the EU

level is mainly governed by Article 8 of the

European Convention for the Protection of Human

Rights and Fundamental Freedoms (ECHR)45,46 and

40 Carried out in the US by STAR Systems, on November 2002, that included 2002 respondents. Star Systems, ibid.
41 Theft of digital personal information such as credit card numbers has already been reported regularly, and 21% of the 2003 CSI/

FBI Computer Crime and Security survey respondents reported theft of proprietary information. The same survey reports high
insiders’ unauthorised accesses than outsiders’. http://www.gocsi.com/

42 The Identity Theft and Assumption Deterrence Act of 1998 defines ID theft as an incident in which someone “knowingly transfers
or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any
unlawful activity that constitutes a violation of Federal Law, or that constitutes a felony under any applicable State or local law”.
“Means of identification” includes name, date of birth, social security and other government ID numbers, unique biometric data,
electronic access devices and routing codes. http://www.ftc.gov/os/statutes/itada/itadact.htm

43 EC DG JRC - IPSC “Identity Theft: A discussion Paper” Draft 0.6 of 12 June 2003; forthcoming as a technical EUR report.
44 French Code Penal Art 441-2 and 441-3.
45 http://www.conventions.coe.int or http://www.hri.org/docs/ECHR50.html
46 Which states that : “(1.) Everyone has the right to respect for his private and family life, his home and his correspondence. (2.) There

shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”
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Article 7 of the Charter of Fundamental Rights of

the European Union. In parallel, data protection

in the EU is governed by Directive 95/46/EC (24

October 1995) on the protection of individuals with

regard to the processing of personal data and on

the free movement of such data, Directive 2002/

58/EC (12 July 2002) on privacy and electronic

communications, by Article 7 of the Charter of

Fundamental Rights of the European Union and

by the Council of Europe Convention for the

Protection of Individuals with regard to Automatic

Processing of Personal Data. Interestingly, the

Committee of Ministers of the Council of Europe

adopted a Declaration on freedom of

communication on the Internet on 28 May 2003,47

which clearly states that there is a need to find a

balance between respecting the wishes of Internet

users and the needs of law enforcement.

People’s privacy concerns include intrusion

into personal affairs, disclosure of sensitive

personal information, and improper attribution

of actions to individuals. Internet technologies

have enabled the monitoring, tracking and

recording of individuals’ on-line activities. The

deployment of data mining and data collection

technologies allow commercial organisations to

create and manage databases containing the

personal data and activity profiles for millions

of on-line users. Although companies are

generally motivated to create these databases for

marketing purposes, there may be other motives

such as credit profiling or health screening by

insurance companies.

The pervasive nature of on-line information

management systems, the exponential increase of

Internet use (for all types of interactions), the

increasing amount of personal information collected

(through the multiple identification and authorisation

processes) and stored in a growing number of

information systems, increases, on the one hand,

the risk of privacy abuse and on the other, makes it

extremely difficult for end-users to identify personal

data abuse. Because most of the technologies used

to monitor or profile individuals are invisible to the

Internet user, data collection and its use for marketing

purposes, data aggregation and data mining carried

out by third-party organisations are greatly

facilitated. Even when the individual suspects an

instance of abuse of his personal data, tracing

responsible actors is an almost impossible task.

Current and future privacy issues have already

been reported (June 2001).48  The current situation

is that, despite the existence of the legislative

framework and the efforts of national and

international data protection authorities and

bodies, privacy abuses continue on a vast and

persistent scale. The report notes the widening gap

between the privacy protection and commercial

practices exploiting the use of personal data, and

suggests that this is due in part to problems of

enforcement of the legislation and in part because

current legislation does not take sufficient account

of the huge growth in on-line information systems

and services. Personal data no longer resides in a

controlled environment of well-defined monolithic

databases, but is increasingly dispersed in networks

across organisations and frontiers.

On the medium-term prospects for change,

the report concluded that notwithstanding the

undoubted benefits to be derived from the new

technologies and services of the Information

Society, those same technologies will place at risk

the integrity of personal data in the future unless

adequate protective measures are taken. The

medium-term picture drawn was no more than an

extrapolation of current practices, but one which

will aggravate the scale of the problem.

The long-term picture shows a radical

departure from current practice, and demonstrates

the weaknesses of today’s legislative approaches

in managing future privacy concepts.

Furthermore, a recent EC report expresses

“concerns over insufficient levels of awareness and

47 Council of Europe, Declaration on freedom of communication on the Internet , Strasbourg : http://www.coe.int/T/E/
Communication_and_Research/Press/news/2003/20030528_declaration.asp

48 Future bottlenecks in the Information Society, Report to the European Parliament Committee on Industry, External Trade, Research
and Energy (ITRE), JRC-IPTS, June 2001, EUR19917EN. ftp://ftp.jrc.es/pub/EURdoc/eur19917en.pdf
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compliance with the legislation and a failure to

enforce national law with sufficient rigour or

resources”.49

Technology development has to be considered

as a double-edged sword in its application to the

privacy and security fields. While ICT technologies

are used for delivering new services or enhancing

existing services, they can simultaneously create

new risks for privacy or security. Indeed a number

of technologies, although not originally conceived

for such purposes, provide powerful tools to the

different players, be they criminals, businesses or

law enforcement bodies, to commit privacy-

invasive abuses. Examples of such technologies are

given as follows:

- Internet data interception and tracing

technologies allow surveillance of Internet users’

web navigation and data exchanged;

- cookies typically record personal data (including

name, location, credit card data and passwords)

and users’ recent, common or preferred activities

in web sites. Despite being a powerful technology

for enhancing website interactivity, cookies can

be misused. Personal privacy can be abused; the

technology’s lack of security can allow

unauthorised access to data by a third party, and

the transfer of data collection to partner sites.

Also, the user has limited control over the content

and use of the data collected.

- Profiling based on data collection and data

mining technologies, represents the automatic

(re)construction of identities, that is, the process

of building databases that contain the

preferences, activities and characteristics of users

and customers based on the observance of the

behavioural traces of a user’s interaction. This

construction of identities allows recognition of

an individual by his behaviour, for example, web

navigation patterns. Profiling technologies and

techniques are used by businesses to define

consumer preferences for marketing purposes,

and law enforcement bodies to prevent, fight and

solve crime.
50

 In spite of their use as a security

tool to fight crime, there are risks that such use

could constitute a threat to individual security,

as well as to individual privacy.
51

- Record linkage techniques can link an

individual’s information across multiple systems,

facilitating and increasing the options for privacy

invasion and further fraudulent or inappropriate

use.

- Surveillance camera technologies: these are

evolving towards ‘intelligent’ systems able to

recognize a pre-defined ‘security situation’ (like

unexpected human presence or movement in a

restricted area) and take the necessary action,

such as raising an alarm or sending a video clip

to a security guard’s mobile phone. This

technology reduces the need to watch security

monitors constantly and allows a single system

to monitor many more cameras .

- Mobile phone digital cameras allow citizens to

take pictures and send them immediately so that

they can be “hung” on internet.

- (web) cameras in private or public spaces allow

individuals, businesses and public organisations

to record a person’s presence in a place at a

certain time, for security reasons. Their misuse

can however threaten privacy, as previously

illustrated.

- mobile communication technologies in

combination with user location computation

technologies (including those that are satellite

based such as GPS) can be used for the

emergency services, for marketing purposes by

the mobile operator, for location-based services

and also for surveillance purposes by law

enforcement bodies. Profiling possibilities by

49 First report on the implementation of the Data Protection Directive (95/46/EC), COM (2003) 265 final, 15.5.2003. http://
europa.eu.int/eur-lex/en/com/rpt/2003/com2003_0265en01.pdf

50 In the US, the Computer Assited Passenger Pre-Screening II (CAPPS II) is an example.
51 An example is the US Transportation Security Administration “No-Fly” lists, where the names are proposed by the passenger

profiling system CAPP-II (the Enhanced Computer Assisted Passenger Pre-Screening System) in which errors are causing nightmares
for citizens, with no possibility to remove their names from the list (source EPIC: Electronic Privacy Information Center, http://
www.epic.org)
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different actors are enhanced and, furthermore,

mobile technologies introduce the concept of

mobile identity characterised by a mobile profile.

For example, a user’s profile could store a user’s

home and workplace locations and his daily

schedule (regular trips to and from work)

incorporating the time and location dimensions.

- “Smart tags” or Radio Frequency Identity (RFID)

sensors, increasingly incorporated in objects for

anti-theft purposes (i.e. in expensive goods) or

for maintenance (i.e. in cars). When linked to

the individual user of the goods, such technology

would allow personal behaviour (position) to be

tracked and profiles established.

- biometric technologies, in particular those which

do not require the user participation such as iris

scan and face recognition, allow the

identification of a particular person at a specific

time and place. Although security is their

principal objective, their misuse can lead to

privacy abuse.

While technology is not crucial for surveillance

(surveillance has taken place in the past without

technological means), the evolution of technology

has allowed more sophisticated surveillance: for

example, telephone wire-tapping, microphones,

video cameras, biometric recognition, location

tracking, ID systems, genetic databases, profiling, etc.

In the Internet era, the more individuals make use of

the Internet, the more they expose themselves to

surveillance by the above technologies: emails can

be read, visited websites tracked, habits recorded,

shopping patterns traced, or e-mail addresses

recorded. Traditionally, surveillance activities have

been driven by national governmental or multi-

national security initiatives of a “big brother” nature.

A first example of such activity aimed at citizens is

DCS1000 (ex-CARNIVORE);52 another, aimed at

nation/state initiatives, is the ECHELON interception

system.53 However, “little brother” surveillance of

clients as well as employees by commercial

organisations is spreading (for example in banks and

supermarkets for anti-theft measures, Internet

companies tracing website visitors for marketing

purposes, employers controlling employees’ e-mail

or movements). Moreover, such systems are also used

at an individual level; examples include parents

controlling children or baby-sitters with web-cams

or location-based systems, or digicam mobile phone

users taking pictures quietly for entertainment

purposes. The potential of surveillance technologies

for protecting the country and its people from criminal

activities is being proved daily. However, there is also

a risk that they may be used inappropriately, not only

by those collecting the data, but also by others since

surveillance technology allows the storing and sharing

of data and thus enables privacy invasion as well.

A question that has yet to be answered is how

effective surveillance measures are in reducing

crime. In the UK, for example, where an extensive

number of surveillance cameras have been

installed, some claim that surveillance does not

reduce crime, it simply moves it to where such

surveillance is not available (i.e. where cameras

are not yet installed).54

In general, practices such as tracing, cookies

and profiling, where user data is collected or stored

without a user’s consent, are contrary to the

principles of EU Data Protection legislation, and

more specifically, to the articles relating to

legitimacy of data collection and fair processing.

There are, however, exceptions for the protection

of national security.

2.4 Security technologies

New technologies are required in the Internet

environment where remote interactions are taking

place, as distinct from traditional face-to-face

interactions, as actors are not able to “see” each

52 FBI’s law enforcement diagnostic Tool, a method of reading emails and other Internet based messages, which is used, when a
court order is obtained and targeting very specific, court specified email accounts. Its purpose is to fight against organised crime
groups and drug trafficking organisations.

53 European Parliament Report A5-0264/2001 PAR1, on the existence of a global system for the interception of private and commercial
communications (ECHELON interception system) (2001/2098(INI)) http://www.poptel.org.uk/statewatch/news/2001/sep/
echelon.pdf

54 Improving security, preserving privacy, S. Cass & M.J. Riezenman, IEEE Spectrum, Jan 2002
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other, and sensitive information is exchanged over

open networks. The main functions required to

build a secure environment are confidentiality and

integrity of data exchanged, authentication of actors

(which is particularly related to their privacy) and

non-repudiation. As communications and

computation technologies continue to become

ubiquitous, individuals are increasingly asked to

authenticate themselves – to verify their identities

– in a variety of ways. Authentication processes

are based on “something you know”, “something

you possess” or “something you are” or a

combination of all three. The more information

used, the stronger the authentication. Activities

ranging from electronic commerce to physical

access to buildings to e-government have driven

the development of increasingly sophisticated

authentication systems, virtually all of which

involve the use of personal information.

Examples of technologies used to provide the

basic security functions include: data encryption

(SSL) for confidentiality and integrity of the

information, e-mail encryption (S/MIME,

OpenPGP), passwords (“something you know”),

smart cards or tokens (“something you possess”),

Public-Key-Infrastructure-based certificates and

digital signatures (two-factor authentication with

“something you possess” and “something you

know”), Biometrics (“something you are”) and

Nationwide Identity Systems. The expected

evolution of security technologies is towards

stronger and more efficient cryptographic

technologies, smart cards, biometric technologies

and Public Key Infrastructures.55

Furthermore, the different forms of crime and

abuse have led to the development of technologies

to fight against crime, as illustrated in Figure 3

below, including crime prevention technologies

(firewalls and filters, anti-virus software), crime

identification and monitoring tools (intrusion and

crime detection systems) and crime prosecution

tools (computer forensic tools, that is, specific tools

and methods for collection of digital evidence).

However, in spite of the availability of such

security technologies, concern about security

continues due to worrying facts such as the lack of

user awareness and education on the risks and the

available protection tools, the rapidly increasing

sophistication of crime and lack of adequate up-

to-date protection tools, and the persistent

vulnerabilities in systems.

2.5 Privacy enhancing technologies

Privacy Enhancing Technologies or PETs are

being developed as a means of countering the

erosion of privacy. Figure 3 below illustrates these

in the context of the earlier discussion on user-

controlled processes. During a workshop organised

recently by the FTC,56 the Electronic Privacy

Information Center (EPIC) defined ways in which

privacy and the promotion of transactional activity

in the online environment could be genuinely

advanced. They cited limiting the collection of

personally identifiable information, enabling

commerce and communication, not facilitating the

collection of personal information, not forcing

Internet users to trade privacy for convenience and

not treating privacy as a business commodity.

Anonymity and pseudonymity techniques help

protect privacy, facilitating free speech and access

to public records, for example. Although they

cannot be used in all cases, as some situations

require strong identification to combat crime,

anonymity and pseudonymity play an important

role in the Information Society as in many situations

complete identity (who one is) is not really

necessary, only some of its attributes (what one is).

For instance, it may be sufficient to know that

someone has enough money in his/her bank

account, without knowing the bank account

number. Furthermore, to protect privacy, one needs

55 Infocomm Security Technologies for e-commerce, Nov 2002, 4th Infocomm Technology Roadmap Report 2002-2007, iDA,
Infocomm Development Authority of Singapore, http://www.ida.gov.sg/Website/IDAContent.nsf/vSubCat/
Technology+DevelopmentInfocomm+Technology+Roadmap?OpenDocument

56 US Federal Trade Commission (FTC) Workshop on Technologies for Protecting Personal Information, 14 May 2003. http://
www.ftc.gov/bcp/workshops/technology/index.html
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to be able to hide one’s identity in certain cases,

for instance in voicing opinions, or in visiting a

public site (say, a tax-related site) or sensitive sites

(for example, one containing AIDS-related

information).

Anonymity is a characteristic that indicates the

absence of identification and is the state of being

not identifiable although part of a set of subjects,

an anonymous set. Pseudonymity is closely related

to anonymity: someone is known to someone else

only by his/her pseudonym. Pseudonyms allow a

person to be recognized without being identified

and profiled. Pseudonymity also provides the

possibility for a person to create multiple identities,

by using several different pseudonyms. Each

pseudonym can have different characteristics

depending on the situation. Forums, hacking

activities, personal websites and programmable

intelligent agents encourage the use of

pseudonyms.

Existing PETs often overlap with security

technologies: on the one hand, the protection of

privacy-sensitive data in transit or storage needs

security mechanisms including authentication,

secure access control, encryption and security

management practices. On the other, there is an

inherent tension between privacy and security. For

instance, virtually all of the current authentication

technologies needed for authorization or

accountability of users involve the use of some

personal information or attributes that in many

cases can be linked to personally identifiable

information such as name and address.57 Other

examples of PETs are effective database

management and identity management systems.

57 “Challenges in privacy and identity management”, M. Wilikens, Results from the RAPID project, Datenschutz und Datensicherheit,
Volume 27, 2003

Figure 3. Technologies used to prevent crime and privacy abuse
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Some evolution of PETs is expected in the area

of data minimisation (of the amount of personal

information an individual releases to organisations),

ranging from anonymiser technologies to policy

information (privacy seals) and privacy preference

mechanisms,58 multi-purpose and multi-lateral

Identity Management Systems (that will allow the

user to decide which type of identity data he/she

will provide to which actor in order to interact,

with the inclusion of anonymity and management

of several pseudonyms),59 and distributed identities.

The significant cost of developing privacy-

compliant and privacy-enhancing products, the

lack of consumer awareness and the complexity

of installation and use, are the main factors limiting

user market demand for PET products. This in itself

puts a question-mark against the business case for

future development in PETs.

58 Such as P3P
59 Such as Microsoft Passport and Liberty Alliance initiative
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Chapter 3: The future of
identity in Europe’s
Information Society

3.1 Introduction

This chapter examines the concept of identity

and describes a number of technological trends

which contribute to the realisation of that concept

in the emerging Information Society. These are:

Identity Management Systems (IMS), biometric

technologies, radio-frequency-based ID systems

and some more futurisitic technologies based on

body implants and DNA.

The opening discussion attempts to describe

the relationship between Identity and society in

more abstract terms, and to illustrate the

importance of the European dimension of both. It

also argues that Identity encompasses both privacy

and security, ipso facto.

3.1.1 Definitions, concepts and new issues

Identity is a concept drawn from social

interaction which contributes to the definition and

the building process of a society. It results from

two main processes: the building of identity and

the identification process itself. Each of these

processes reflects the cultural dimensions of a

society, in that the way they are carried out varies

from one culture to another.60

A good description of the characteristics of

identity in the context of the Information Society

can be found in EU Directive 95/46/CE on data

protection. Article 2 of that Directive defines

identity as being embedded in the definition of

personal data: “an identifiable person is one who

can be identified, directly or indirectly, in particular

by reference to an identification number or to one

or more factors specific to his physical,

physiological, mental, economic, cultural or social

identity”.

Thus, Europe’s Information Society (EIS) can

be considered as a concrete and pertinent concept

which exists within the framework of the Global

Information Society as defined for example by the

OECD,61 but is more specific in that it takes account

of the European social and cultural dimension. In

the eEurope2005 Action Plan for example, the EU

has clearly defined the ICT contribution to privacy,

security and trust in the Information Society. In

addition, privacy has been registered in the

European Charter for Fundamental Rights,62 thereby

linking the concept of Identity to the notion of

human rights.

Because Identity is the means by which an

individual interacts with the rest of society, it

encompasses the citizen’s privacy and security

concerns by virtue of the fact

that that interaction implies

acceptance of the rights and

duties of citizenship. In this

sense, identity is a unifying

concept bringing together

such concerns under one

umbrella, characterized by

the management of the

balance between privacy

and security. The analysis of the new issues related

to identity in the Information Society offers

therefore the possibility to adapt a global approach

to the challenges raised by privacy and security,

which traditionally have been seen as contradictory.

This opportunity is strengthened by the fact that

the three critical dimensions of computer networks

“The emerging
Information Society
in Europe is strongly
influenced by social
and cultural
elements like the
building process of
identity; this will
help shape Europe’s
future Information
Society. ”

60 For a fuller discussion see M. Bogdanowicz and L. Beslay, Cyber-Security and the Future of Identity, The IPTS Report, No. 57,
Special Issue on Cyber-Security, September 2001. http://www.jrc.es/home/report/report_main.html

61 Global Information Infrastructure — Global Information Society (GII-GIS): Policy Requirements http://www.oecd.org/dataoecd/
50/7/1912224.pdf

62 Charter of Fundamental Rights of the European Union of 7 December 2000
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in particular, and the EIS in general, are also privacy,

security and communication.

The great challenge, as underlined by Roger

Clarke,63 is to establish clearly when anonymity

becomes unacceptable and identification

necessary. These boundaries are partly defined by

the rights and duties given to the citizen. EU

Member States have undertaken the definition of

these demarcations through policy measures such

as the Data Protection Directives.64

3.1.2 The Identity-building process

All would agree that the concept of identity

and its management are issues that have been

thoroughly debated, and historically the subject

of much philosophical discussion. However, the

growing importance of ICTs in society has brought

new dimensions to the concept, forcing policy-

makers to re-evaluate identity and reconsider its

societal impact. ICTs in social interaction have

brought some new features to the traditional

building process of identity and its use in

identification mechanisms.

It is commonly accepted that the notion of

identity should reflect the following three

dimensions:

- Unity: the multiple aspects of an individual have

something in common and together they

contribute to the definition of that individual’s

identity.

- Permanence: the elements which remain

constant in time independently of the

environmental changes underline the permanent

dimension of identity. Filiations (sons, daughters,

etc) are an example of one such element.

- Physical characteristics: notwithstanding some

notorious exceptions, these elements also

underline the permanency of identity.

In the physical world, the strength of an

identity and its building process are based on a

certain continuity in terms of space and time. In

some cases, the certainty as to identity may be

weakened by disturbances of this continuity: for

example, a reunion between two people after a

long period of time introduces some uncertainty.

In the emerging ICT world,

characterised by the erosion of

borders in space and time, the

impact on the traditional

definition of identity is

significant. Indeed, the

evolution from a face-to-face

society to an industrialized

society and then to an

Information Society produces discontinuities which

may weaken the building and identification

processes of identity. The beginnings of such

disturbances could be seen at the start of media

technologies, illustrated by, for example, the use or

misuse of reputation. Few people, however, were

concerned (only those who were in the headlines).

Indeed, the identity of people presented through the

media did not always correspond to their complete

identity - the one built through continuous

relationships. These small indications heralded

similar disruptions in the online world where the

issue of identity concerns not just a handful of

famous stars but all the citizens of the EIS who are

now faced with a depreciation of the identity

building process. Indeed, ICTs tend to fragment

identity into several parts and produce partial

identities which challenge the criterion of unity.

Because of the erosion of time and space borders in

the EIS, the permanency of identity is also

compromised and a re-appraisal of this concept is

required. The challenge for the EIS is then to bridge

the growing gap between a physical subject and

the information which defines that subject’s identity.

These gaps were usually bridged with tools

like a picture, a fingerprint, or a national “trusted”

ID card (such as a passport, driver’s licence, social

security card, etc.). Indeed, in today’s society it is

no longer the individual who is trusted to justify

his/her identity but instead it is the identity support/

63 Human identification in Information Systems: Management Challenges and public Policy Issues, Roger Clarke, information
technology & people, vol. 7 No. 4, 1994, pp 6- 37. MCB University Press.

64 Op.cit., Footnote 2

“The traditional
building process of
identity based on
continuity is now
challenged by the
Information Society
which introduces
discontinuities to that
process.”
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platform that he/she will present that is trusted.

Therefore the crucial point of identity will be

focused on the definition, the design and the value

of these identity supports which will be the result

of the identity building process and which will be

the main tool of the identification process.

Following the growing mobility and

industrialization of western societies, some identity

supports were developed almost exclusively by

government in order to fill the gap created by the

lack of continuity in the identity building process.

With the emergence of an Information Society which

does not take up society’s physical borders, the

design and purpose of use of these identity supports

are strongly challenged. The increasing digitisation

of social and economic transactions has dramatically

extended the need for new (digitized) forms of

identity support. Unfortunately, mainly because of

lack of trust in these new digital identity supports,

the traditional ones are still used for new applications

even though they were not designed with the new

dimensions of the Information Society in mind. For

example in the US today, a driving license (which,

after all, only denotes the holder’s right to operate a

motor vehicle) has become the de facto identity card,

as it is accepted as identification in banks, airline

reservation systems and bars.

3.1.3 The Identification Process

In its broader sense, the process of

identification covers several aspects: from proof of

true identity (Who am I?), to verification, to

recognition, and also to authentication of identity

(Am I whom I claim I am?). In the context of the

Information Society, a definition of the

identification process can be simply the association

of a stream of data with a person.

This process can be driven by mainly three

kinds of questions:

What are you?
What do you know?
What do you have?

And, bearing in mind developments in data

mining and data processing, it is now possible to

add a fourth question to identify a user:

What do you do?

Indeed, the permanent

and systematic collection of

personal data, which are

relatively insignificant when

they are considered in

isolation, offers the opportunity to build a consistent

profile of a user and to identify him/her from a group.

The main interests of the industry in this profiling

activity are customer satisfaction, customer loyalty,

personalization, and customer relation management.

Systematically-collected personal data are

stored in identity databases. The accuracy achieved

in developing such databases as a result of human

intervention is one of the main issues today, since

it produces major impacts on the privacy and

security of the user in the EIS. In the long-term,

this problem may be considered a transitory issue

only, as it may be solved by ubiquitous computing

(sensors capturing all available data, storing them

automatically), thus creating the ultimate complete

database. Nevertheless this scenario does not solve

the issue of the balance between privacy and

security, which is still threatened by potential

disturbance even with accurate and up-to-date

identity databases.

However, the impact of ICTs on the

identification process is not only limited to the

production of new ways of identifying people. EIS-

building technologies also have an impact on the

three traditional dimensions of identification

previously defined. Therefore, those technologies

that answer the three questions will also introduce

discontinuities, fragmented identity, multiple and

virtual identities. Even though a fragmented identity

may be enough to conduct a transaction in some

situations, in numerous other cases this partial

identity will lead to a weaker and less trustworthy

environment. The objective here is not to ban the

evolution of identity by emphasising adverse

reactions, but rather to stress the critical need for

new tools of identification which will reconcile the

fundamental ways of identity building process with

the emerging Information Society. These issues

represent clear challenges which will have to be

dealt with.

“Collecting digital
traces from online
activities represents a
new method of
identification.”
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ID theft is considered to be one of the major

threats to the security of the identification process.

It illustrates the natural tendency of criminal

activities to track value (mainly financial) and to

select new targets which represent new accessible

added value. Because of the transitory situation

where heterogeneous systems coexist, the

digitization of identity represents an area in the

EIS where cybercrime is growing fastest. Identity

theft is facilitated by the lack of a clear risk

management system for the identification process

and also by the use of identification support for

purposes other than those for which they were

designed. For example, an individual will adopt a

false ID (not to be confused with multiple identities)

in order to avoid some specific responsibilities

linked to his/her true identity.

3.2 Identity Management Systems (IMS)65,67

As already underlined in the introduction,

there is a need for new tools to manage and fill

the gap created by the developing ICT

environment in the identity building process.

Indeed, proof, theft, loss of identity and multiple

identities are set to become the most challenging

issues in the emerging Information Society. An

increasingly wide range of human characteristics

(identity, behaviour, biological features, etc.) will

be reflected in some kind of electronic equivalent

through a digitisation process. The growing weight

of the electronic expression of these characteristics

will lead to new indicators of privacy and identity.

Today’s indicators - name, address, and telephone

number - will be replaced by tomorrow’s virtual

characteristics expressed in terms of a host of

personal data. Digital Identity is the key to

numerous new digital services and as a valuable

asset it also represents an attractive new target

for thieves.

Therefore, new forms of Identity will bring

new risks which have to be identified and

controlled. In 1998, Hal Abelson and Lawrence

Lessig gave a presentation of IMS which is still

valid today even after five years of intensive

technological development:66 “At present, there

is no uniform system supported by some kind of

trusted infrastructure for identifying users in

cyberspace”. For example, while anonymity

supports the right to privacy, it may also

compromise security. These risks will be

exacerbated by the increasing pervasiveness of

interconnected computing devices in tomorrow’s

“Ambient Intelligence” environment. The Internet

extension to domestic and mobile networks and

the multiplication of types of connection mode

will make the individual the principal

convergence point of services and networks. In

this situation, the most useful action and also the

most crucial one for the user will be the

management of his/her identity, which is required

in order to access the Information Society.

3.2.1 Technological challenges

Identity Management Systems (IMS) should

enable the citizen to keep control or at least be

aware (depending on the situation) of the nature

and amount of personal data released. The most

valuable IMS will be the one that allows multi-

purpose usage in order to preserve the privacy level

of the user, while enabling multilateral and multi-

channel security requirements.65,67

Three of the main advantages of IMS are that

they will:

Enable new services: for example, they will

allow a citizen to go to a single web site for (a)

their health care needs, such as viewing their

medical records, (b) paying doctors bills and (c)

ordering drugs from the pharmacy. This example

65 Identity Management Systems (IMS): Identification and Comparison Study, IPTS Technical Report Series, forthcoming October
2003.

66 “Digital Identity in Cyberspace”, whiter paper submitted for 6.805/Law of Cyberspace: Social protocols, 10 December 1998, by
Krikorian R., Kovacs J., Gordon S., Schneck M., Covell P., Hochberge A. http://www.swiss.ai.mit.edu/classes/6.805/admin/admin-
1998/conf-details/topic1-identity.html

67 Un-linking of different actions constitutes the masterpiece of the IMS concept (see Identity Management Systems (IMS): Identification
and Comparison Study, IPTS, October 2003)
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which illustrates the concept of “web services”,68

shows the implication of the requirement to grant

to several actors in the delivery chain different

levels of access to a user’s personal data.

Reduce the level of risk, and thus create a

trustworthy environment: in the digital world,

identity is easy to fake. Indeed this environment is

characterised by three enabling dimensions: (a) the

ability to produce endlessly exact or true copies of

information; (b) technologies that tend to facilitate

the flow of personal information; and (c) cyber-

criminals who use exact copies of personal

information to pretend they are someone else, thus

effectively stealing someone else’s identity. IMS will

help guard the flow of personal information as well

as impose authentication procedures to identify

fake copies.

Help find an acceptable balance between

privacy and security needs: IMS will have to

simultaneously (a) communicate the required

personal data only and (b) respect the legal

framework in which this service takes place by, for

example respecting the requirements of law or

taxation authorities.

Two kinds of design in  IMS technology trends

seem to stand out, depending on where data will

be stored and processed. These two options, which

could be summarised as centralised or

decentralised design, will generate potential risks

and raise specific privacy and security issues.

3.2.2 Privacy issues

IMS, considered to be the citizen’s gateway to

the Information Society, has a central role in the

management of user privacy. Because of the

growing number of services, IMS could even be

presented as a critical tool for the citizen. Its utility

as an almost unique access tool to many enhanced

facilities of the Information Society will make it

the “electronic” witness of a great part of the

citizen’s online life. An IMS will have to comply

with the regulatory framework concerning the

protection of the user privacy rights. Indeed, the

acceptance of such systems will be based not only

on their usability or ease of use but also on their

effectivenes in respecting and preserving the

privacy of their users.

In a centralised system, all personal data

related to the user, from his/her original profile(

name, gender, family friends, etc…) to his/her

behaviour when using the IMS (website visited,

shopping habits, evolution of preferences, etc.) are

stored in a server which is not under the complete

control of the user. Microsoft passport is a well-

known illustration of a centralised approach. It is a

suite of services for authenticating users across a

number of devices and applications. The passport

server acts as a gatewasy for all transactions within

the system (Microsoft services and other

participating sites like eBay, Amazon, etc.). By

associating a single sign-on service and wallets at

Passport partner sites, it offers true convenience to

the user. At the same time it is a very attractive

business model for Microsoft, collecting

information and fees from the user, from the

designers who build applications for Passport

services, and from the sites of partners who join

the “federation”. Nevertheless, with a centralised

system, the user will have to rely on only one entity

which will manage all his/her personal data. If this

entity is not from the same regulatory territory, it

might become even more difficult for the user to

verify that this IMS respects his/her local privacy

law.

With a decentralised system, all the storage

and the processing of data are under user-control.

This system can be a PC, a PDA, or a mobile phone

with an integrated identity management tool. In

this case the user has to take care of the protection

of his/her personal data and the way he/she wants

them diffused. This situation can be easily

envisaged today, however it may be that in the

future, with the development of ambient

intelligence and therefore the multiplication of

interactions between the user and his connected

68 “A Web service is a piece of functionality taken from a company’s business processes or infrastructure that is already in place,
and made accessible over the Internet as a simple call so that it can be incorporated into applications or websites on the other
side.” — Phillip Merrick, CEO, WebMethods
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environment, the complete control of this process

could become tiresome and unmanageable or even

unacceptable to the end-user.

Microsoft plans to use alternative credentials

such as biometrics in its future development of

Passport in order to provide a higher level of

security. 69  It will be important then to evaluate

precisely the security added value given by this

specific technology.

3.2.3 Security issues

The growing importance of the Information

society and the development of “always on”

situations where the citizen is permanently

connected, make an IMS a sensitive and necessary

tool, and its security level a research priority.

Indeed, the confidentiality the integrity, and the

availably of the information it stores and processes

has to be protected against all forms of attack or

misuse, such as identity theft.

These security requirements are so deeply

intertwined with privacy concerns that it is almost

impossible to consider the first one without

implications on the second one. Indeed, even if a

centralised system presents more privacy risks,

technically it can provide a better security level;

one which is operated by IT professionals that will

for example backup the data, install security

patches and virus protection daily. Nevertheless,

as was recently illustrated, 70 a centralised system

constitutes a far more attractive target because it

regroups in a single point all the data related to

numerous users and allows therefore the theft of

complete profiles which offer more opportunities

for misuse. In this case, combating cyber-crime

requires the collection of digital evidence. The

objective is not only to find those responsible for

the identity theft criminal but also to restore the

identity privileges of the victim. The design of the

IMS, centralised or not, should effectively allow

each of these goals to be achieved (first the digital

proof of misuse and second the guarantee of respect

of the citizen’s privacy). In a decentralized system,

the security level will mainly depend on the

awareness or even the education of the user who

will have to select and manage appropriate tools

to reach the same goals. An analogy can be made

with the car industry and the need for the car

owner/driver to regularly service his/her car. In

order for the user to benefit from the privileges of

the guarantee, servicing has to be done by an

official garage. The price of the insurance premium

could also be influenced by this choice.

3.2.4 Balance between security and privacy and
management of bridges between virtual and
physical worlds.

A decentralised system offers more privacy

guarantees for the end user than a centralised

system. However, the true ability of the average

end-user to risk-assess a given situation and take

appropriate measures or counter-measures to

preserve his/her privacy/security balance is

questionable. Indeed, a decentralised IMS will have

to inform and support the user in highlighting his/

her rights and the way to protect them.

Moreover, a centralised

IMS system is under the

scrutiny of a great number of

users who can at any time

denounce privacy violations

and diffuse this information

widely. As  underlined in the

first chapter of the study, it is

easier to identify a big brother than a little brother,

and the enforcement of the law is facilitated by its

wide disclosure. It is absolutely not in the

(commercial) interest of Microsoft to misuse the

personal data of its users. Nevertheless, this

argument is only valid in a non monopolistic

situation, and when the IMS system is regulated

under the same regulatory umbrella as its users.

Because of the growing importance of the

69 Presentation of Caspar Bowden, Senior security and privacy officer, Microsoft EMEA, during the 3rd annual Digital Identity
Forum, 13 November 2002, London. http://www.consult.hyperion.co.uk/PubWebFiles/DigID_02/CasparBowden.pdf

70 PakCERT Security Advisory, Multiple Vulnerabilities found in Microsoft .Net Passport Services May 08, 2003, http://www.pakcert.org/
advisory/PC-080503.txt

“IMS will have to
be user-friendly, and
at the same time
guarantee the security
and privacy of the
citizen in accordance
with the legal
framework.”
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Information Society in social interactions and the

trend towards customised online services, IMS will

become the most important bridge for the citizen

between the physical world and the activities he/

she develops in the virtual ICT world. Its design,

its integration in the legal framework and its proper

management of the privacy and security of the

citizen are the core challenges for European

decision makers. The sustainability and

trustworthiness of the European Information Society

will depend on the definition and legitimacy of the

control of this bridge.

3.3 Biometric technologies

Biometric technologies permit the

identification of a person using distinguishing traits

(people have genetic characteristics in, for example,

the human iris) which are different from any other

even for the same person. Authentication

applications using biometrics are not really a new

topic; it is possible after all to confirm the identity

of friend from a phone call by the sound of his/her

voice. The new dimension of biometrics in

authentication applications is that it is now possible

for a machine to efficiently process biometrics.

The use of biometric technologies is characterized

by two contrasting features. Historically, biometrics

(mainly fingerprint recognition) were created and

developed for law enforcement purposes. Fingerprint

recognition has permitted the link to be made and the

identity gap filled between a committed crime and its

originator, the offender. Therefore biometrics have been

since the very beginning associated with crime,

criminals and suspicions of crime. The user, in

democratic countries at least, has given these

technologies a predominantly negative connotation

because of their association with criminal law

enforcement activities and will be therefore reluctant

to use them for normal everyday life activities. On the

other hand, biometric technologies are the latest and

quasi-perfect solution for identification purposes.

Indeed, fingerprints, iris and DNA are unique human

components and uniquely linked to an individual. It is

almost impossible for the citizen to lose this information

(even though the remote possibility does exist), which

is at least in theory the perfect means of identification

of a user.

However, biometric indicators should only be

considered as a fragment of identity  and not the

user´s true identity. These technologies will have

to be included in a larger process of identification

in order to deliver their real added-value. Indeed,

what is equal is not necessarily identical. As an

extreme example, the electrophoresis DNA analysis

of monozygotic twins will give the same result even

though, according to society, these twins have two

different identities.

3.3.1 Technological challenges

All biometric applications start with an

enrolment or registration process - a biometric

template (fingerprint, iris, face, etc.) is added to a

database or card. This first step will have a direct

impact on the future efficiency of the biometric

system. Then two operating modes of biometrics

can be applied:

1. A verification process which is a match against

a single record in order to validate that the user

is effectively the individual he/she claims to be.

This kind of system does not require a lot of

resources and it is quite fast because it will only

compare the acquired sample with the

corresponding template of a database.

2. An identification process which is a match

against all the records in a database in order to

find and identify the user. If the user is identified

as a member of the database he/she will have

access to the specific service. In this case, the

process consumes far more resources than the

previous one and requires more processing

capability because it will have to compare the

sample of the user with a number of templates.

The target of a biometric identification system

can either be the genuine individual or an impostor.

The result of the system measurement can be one

of two potential situation outcomes: true or false.

Thus, there are finally four possibilities for the

biometric system: a genuine individual is accepted,

an impostor is rejected, a genuine individual is

rejected and an impostor is accepted.
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Only the first two possibilities are correct

(Figure 4). Therefore the accuracy of a biometric

identification system will be based on the statistical

management of the false acceptance rate and the

false rejection rate.

For example, access to

sensitive/secret information

(personal health records,

bank safe, etc.) will tolerate

a higher number of false

reject cases in order to

avoid as far as possible false

acceptance. In order to address this potential lack of

accuracy, multiple and multimodal biometric systems

have been developed. In the first case, instead of one

finger, two fingers or more are used for the matching

process, in the second case, several biometric data

(face and voice recognition and fingerprint) are

merged in the same matching process. But these

schemes have to face the natural limitations of the

human body (e.g. humans only have two eyes). The

added value on the security level also remains

controversial because it is still not proven that the

additional arrangement of two templates with different

security levels ensures a stronger protection than a

unique highly secure system.

“Before being
globally implemented,

the efficiency of
biometric

technologies will have
to be clearly

demonstrated.”

Figure 4. Biometrics system process

Although from the user perspective, the reduced

risk of loss or inadequate use of a secret is attractive

from a liability perspective, a number of issues exist

when using biometrics. These include privacy,

consumer acceptance, the need for and cost of

hardware capture devices, and storage capacity for

templates. There is also a questionable level of trust

in the uniqueness of samples, the integrity of the

biometric processes and systems, the security of the

sample transmission and template storage. False

acceptance or false rejection may occur, revocation

of compromised samples or templates may be

difficult and, in case of compromise, there may be

a failure to provide further service.

3.3.2 Privacy issues

By definition, biometric data raise numerous

privacy concerns. Because of their sensitive and

personal nature, they are at risk of being disclosed

to a third party, even though this is forbidden by the

Data Protection Directive 95/46/EC. Caution should

also be exercised in the efforts to standardise

biometric data (the two standardizations initiatives

BioAPI71 and CBEFF72 are currently trying to

converge) in order to facilitate diffusion of their use.

The perceived risk is that of the growing number of

71 BioAPI consortium http://www.bioapi.org/
72 Common Biometric Exchange File Format: http://www.itl.nist.gov/div895/isis/bc/cbeff/
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central databases of biometric data shared and out-

sourced by groups of companies in order to reduce

the costs of installation, operation and maintenance

as a result of the standardisation process.

With widespread success, biometric systems

could also contribute to a loss of anonymity.

Indeed, biometrics tend to fully (and not partially)

identify the user which can be, for some

applications, excessive, inappropriate, unwelcome

or unforeseen. Biometric data can also be privacy-

invasive in the sense that they not only identify a

citizen but they can provide additional and

sensitive information like ethnic background or

medical specificity. Scientific research on

fingerprints demonstrates that some causal

relationships can be established between

uncommon fingerprint characteristics and specific

diseases.73 Thus, the analysis of an iris image or a

retina scan can reveal afflictions like hypertension,

arteriosclerosis or diabetes. Nevertheless, the ability

to use this data for diagnostic purposes will depend

on the quality of the acquisition process. Today,

the resolution of the biometrics registration process

is limited by the cost of the storage and the price

of digitisation devices, but in the future this

bottleneck might be solved.

Because iris scan and

face recognition are contact-

less biometric technologies (a

certain distance can exist

between the biometrics

reader and the user), they also

represent a potential privacy

risk. They are non-invasive (of the body) technologies

and can be diffused or even hidden in the local

environment of the user. It might be then possible

that he/she will not be aware of the activity of a

possible identification system and that an image of

his/her face or iris will be obtained without consent.

3.3.3 Security issues

Considering the nature of biometrics data

(more or less as free/open sources), it is not

recommended that the security of biometric

systems be established on the basis of the secrecy

of these data. Indeed the collection of biometric

data does not present many difficulties in an

environment surrounded by cameras, web-cams

or numerous other kinds of sensors. Because of

their uniqueness, biometric data cannot be used

as a key.74 If a fingerprint is stolen, only nine

alternatives remain available. Biometrics data do

not have the characteristics of a key like secrecy,

randomness, the ability to be updated or even

destroyed. However, biometric data could

become useful as a replacement for a PIN

(Personal Identitification Number) or a signature.

Biometrics, as suggested in the German electronic

signature legislation, can be used to release the

private key of an electronic signature device.75

According to the authors of ‘At face value’,76

biometrics can create the illusion of a perfect

personalisation. This risk is enhanced by the

uniqueness of the template stored in the database.

In this case the main risk is the lack of user

awareness regarding the ability of biometric

systems to properly authorise an access or not.

Indeed, the matching is generally established on

an approximate basis with its parameters tuned

appropriately to the specific conditions of use. In

the case of fingerprints, Japanese researchers

demonstrated in May 2002 that they can fool

eleven well-known fingerprint biometric devices

commercially available for less than 15 Euro’s

worth of non-high-tech equipment.77 Based on a

more futuristic vision but attached to well-

recognised technology roadmaps, the film

GATTACA shows how even more sophisticated

future DNA based systems might be tricked.78

73 http://www.jhbmc.jhu.edu/Motil/finger.html
74 Bruce Schneier, Inside risks 110, communication of the ACM, vol. 42, n. 8, August 1999
75 Lukas Gundermann, Thomas Probst, Privacy and biometrics, Issues of privacy-compliant design and application of biometrics

systems, ISSE 2001, September 26-28, London.
76 Dr R Hes; Mr Drs TFM Hooghiemstra; Drs JJ Borking; ‘At face value: on biometrical identification and privacy’ Registratiekamer,

September 1999. http://www.cbpweb.nl/documenten/av_15_At_face_value.htm
77 T. Matsumoto, H. Matsumoto, K. Yamada, S. Hoshino, “Impact of Artificial Gummy Fingers on Fingerprint Systems,” Proceedings

of SPIE Vol. #4677, Optical Security and Counterfeit Deterrence Techniques IV, 2002.
78 Andrew Niccol, GATTACA, Columbia Pictures, 1997.

“The key issue with
biometric data is that

they provide more
personal information

than generally needed
for the identification

process.”
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These different examples underline the need to

integrate the risk assessment of biometric systems

into a wider analysis which takes into account

not only the system itself but also its environment

and the conditions within which it will be

deployed.

Another security issue raised by biometrics

comes from the trade-off between the definition

of the security level (the statistical management)

and the size of the user group to which the system

could be applied. Indeed, with higher security

requirements, the number of false reject cases will

quickly increase, and the supervisor of the system

will have to deal with a growing number of time

consuming situations in order to confirm or reject

the result of the biometric checks with more

“conventional” tools. Though this scenario may

be manageable for allowing access to a highly

restricted building, it would be unmanageable for

a huge public place like an airport or a train

station. The events of September 11 have

increased the requirement for security in these

public places, but have also simultaneously

challenged the use of biometric systems which

have become a bottleneck for passenger

management efficiency.

3.3.4 Balance between security and privacy and
management of bridges between virtual and
physical worlds.

As underlined by Malcolm Crompton,

Australia´s Federal Privacy Commissioner,

biometrics offers numerous benefits to the user

including better protection from identity theft, and

the convenience in this increasingly connected

world of not having to remember multiple

passwords.79 With a biometric system based on a

decentralised concept, it is possible to offer

simultaneously the strong security level promised

by biometrics and maintain an acceptable level

of privacy. Indeed, the biometric data can be

stored on a card. A biometric reader could

authenticate the owner of the card (the matching

process can even be supported by the card itself).

And finally the card can be used to permit access

to the service. Based on latest technology trends,

it is already possible to integrate the reader80 on

the smartcard and therefore avoid the kind of

attacks by interceptions from what is referred to

as the “man in the middle”.81 However, in this

example, the risk of attack is transferred to the

user who carries the card and

thus becomes the target. With

proper implementation and

application, biometrics can be

considered as a privacy-

enhancing technology.

The integration of face recognition technology

and traditional video surveillance system illustrates

a new bridge between a concrete physical situation

and a virtual dynamic dimension with almost real-

time connection to dedicated databases. This

capability will have an impact on the management

and the use of video surveillance methods.

3.4 Radio-frequency ID Systems

Radio Frequency

Identification (RFID)

technologies enable objects

to be identified automatically

and remotely.  As one website

claims, the objective is to

´identify any object anywhere automatically´.82

While their initial application will be in the

real-time identification of objects, if the association

between tagged object and a person is strong

enough (say, an employee´s ID card giving access

79 Biometrics and privacy, the end of the world as we know it or the white knight of privacy? Biometrics Institute conference,
Sydney, 20 March 2002. http://www.privacy.gov.au/news/speeches/sp80notes.htm

80 Fingercard, a European funded project.
81 The “Man In The Middle” or “TCP Hijacking” attack is an attack where an attacker sniffs packets from network, modifies them

and inserts them back into the network. The programs which can conduct this attack are: Juggernaut, T-Sight and Hunt .
82 See www.autoidcenter.org. This group is composed by five major universities (MIT, Cambridge, etc.) and a hundred well-known

companies (Gillette, Procter & Gamble, Unilever, etc..); they are considered to be at the forefront in development in this technology
area.

“RFIDs have to be
considered as human
identification systems
and not only as object
identification
systems.”

“Properly
implemented,
biometrics could
become PETs (Privacy
Enhancing
Technologies).”
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to an office building) then such systems will in effect

constitute a means of identifiying individuals.

Ulitmately therefore, RFID technologies will be

used for the non-intrusive, automatic and remote

identification of the citizen.

Such identification could occur in two ways.

Firstly, ID tags carried on the person transmit the

identity of their owner to a tag reader for the

purposes  of access control, environmental

personalisation, or attendance management.

Secondly, RFID systems could contribute indirectly

to the identification of a user through the

establishement of a profile based on an historical

trace of the movement of a tag through given

processes, be they production processes,

purchasing processes or other.

3.4.1 Technology challenges

In turn, RFID systems have two kinds of tags,

so-called ´active´and ´passive´ tags.  Active tags

incorporate an energy supply like a tiny battery

whereas passive tags are ´energised´ by the

requesting signal sent from a tag reader.  In this

latter case, the tag is operational only during the

interrogation process and over short distaces

(between one and four metres).  Because of their

very limited resources, passive tags cannot store

much data and are unable to conduct many

simultaneous operations during the

communication mode.  On the other hand, passive

tags are best for low-cost applications, which

therefore gives this type a better chance of reaching

a wide market.  Active tags, which offer longer

distance communication, more band-width and

permanent connections, are more applicable to

real-time tracking systems such as those used in

the management of containers in the freight

industry.  In both cases, research and development

efforts are directed towards increasing the range,

bandwidth and storage capacity, and of course

reducing as much as possible the tag size.

3.4.2 Privacy issues

Because they are ‘contactless’ devices and

are usually out of sight, it is easy to imagine that

RFID tags could raise specific privacy concerns

related to user awareness and empowerment.

Indeed, the tags are almost invisible and can be

embedded in items such as clothes,83 bank notes,84

or even razor blades.85

The last updated version of Microsoft home

scenarios give an interesting example of potential

RFID applications:86

“Dad is coming home from work.  RFID tags
on several of his personal items, such as his
clothing, PDA and coat, let the Home know he´s
coming to the front door.  It does a quick check,
and if enough personal devices are present to verify
Dad´s identity, it simply unlocks the door.  If Dad
isn´t wearing enough RFID tags, the Home asks
him to verify his identity using an iris scanner, a
very secure identification system.  The result is that
Dad can enter the front door without needing to
find his keys or disable an alarm.”

In this futuristic scenario, the link between the

RFID tag and the owner of the object in which these

tags are embedded is already established  - it is a

direct identification process.  This process may be

very convenient for ́ Dad´, but it could also become

privacy invasive for him were it to be linked to say

a time clock and the information stored for future

83 In March 2003, Philips announced that their RFID chips will be embedded into the label of every new garment bearing the name
of Benetton’s core clothing brand, Sisley. But only two weeks after this communication, Benetton announced that this option was
still at the level of the feasibility study. Published by Silicon.com, ‘Benetton to track clothing with ID chips’, on 12 March 2003,
http://www.silicon.com/news/500017/1/3263.html and ‘Has Benetton taken a ‘chips in clothes’ U-turn?’, on 7 Apr 2003, http://
www.silicon.com/news/500017/1/3640.html

84 The European Central bank planned to put RFID tag in the 500 euro bank note in 2005 in order to fight against counterfeit and
fraud. Published by CNET News.com, ‘Radio ID chips may track banknotes’, on 22 May 2003. http://news.com.com/2117-
1019-1009155.html

85 Gillette Co. has ordered 500 million tags in January 2003 and will attach them to Mach 3 Turbo razor blades, as quoted in
Information Week, “Gillette Razors Get New Edge: RFID Tags” 13 January 2003. http://www.informationweek.com/story/
IWK20030110S0028

86 Microsoft Home, Fact Sheet, May 2002. http://www.microsoft.com/presspass/presskits/2002/mshome/docs/MSHomeFS.doc
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use. The risk of discrimination migh also be high

enough to raise legitimate concerns from the

citizen.  Indeed, ´Dad´ can also do some

shopping and when he visits a store, he could

be considered as a desirable customer or ignored

just on the basis of his financial status given by

his numerous RFID tags.

Until now, the market for RFID tags has

focused on stock management and reducing levels

of theft and couterfeiting.  The potential added value

for the seller or producer is therefore evident,

although not so evident for the citizen-consumer.

It is almost impossible to query tags, be informed

on their activity or deactivate them.  RFID tags can

be physically destroyed but then they must be easily

accessible.  This is not always the case, considering

that in some of the latest RFID applications, tags

have been embededed in the tyres of vehicles.

According to the EU Data Protection Directive, data

controllers are required to provide reasonable

measures for data subjects to rectify, erase, or block

incorrect data about them.87

The extent to which privacy might be

compromised will also depend on the nature of

the tagged object.  The life cycle of a razor blade is

relatively short compared to that of a pullower or

a tyre.  The longer the life-cycle, the more accurate

the profile becomes as historical data is

accumulated.

3.4.3 Security issues

The trend in RFID technology is toward the

´externalisation´ of information obtained from the

tag.  Indeed, as described by the Auto-ID Center,88

the tag delivers only a unique identification number

(called the Electronic Product code - EPC) to the

tag reader which can search on the Internet and

find where the necessary information is stored.  This

alternative circumvents the technological

bottlenecks presented by the limited processing and

storage resources on the tag.  The required memory

and power for the tag are thus considerably

reduced, and valuable data related to the tag are

stored in a database which is not exposed to

potential tag failures and which can be cheaply

backed up.  On the other hand, this alternative

offers new ways of accessing tags, which had been

deemed throughout their first pilot appearance as

purely local devices.  The potential therefore exists

for a hacker with enough resources to gain

unauthorised access to this database and thereby

remote access to the tags in order to check, modify

or even erase the information contained therein.

Frequently compared in the past to a smartcard,

this latest development seems to take the RFID tag

in the opposite direction in evolutionalry terms.

Indeed, more and more information and processing

operations tend to be embedded in smartcards today

as security architectures become more decentralised.

In contrast, RFID tag-related data will be centralised

and owned either by a third party or by the producer

of the object in which the tag is embedded.

3.4.4 Balance between security and privacy and
management of bridges between the virtual and
physical world.

Developed primarily as an identification

system for objects, this emerging technology has

not yet been studied in terms of its privacy and

security implications.  The original design concept

did not envisage the potential use of these devices

to identify persons,  either directly or indirectly.

The only application intended in the context of

human use (or rather, human misuse) is that in

which an RFID tag protects an object from potential

thieves (the ´killer application´ of the RFID tag is

its use in combating shoplifting). The expected

widespread use of RFID tags and the multiplicity

of reading devices will give the systems the

capability of localisation, i.e. of establishing where

a person is. It will in theory be possible therefore

for such systems to identify users without their

knowledge and without their having to pass through

specific physical points. Localisation capabilities

87 Directive 95/46/EC, Article 12, alinea b.
http://europa.eu.int/smartapi/cgi sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=EN&numdoc=31995L0046&model=guichett

88 See footnote 82.
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provide one bridge between real and virtual worlds;

the EPC system described above is another.

Technology can play a role in providing the citizen

with better control and awareness of tag operations.

The current regulatory framework may need to be

more rigorously applied.

3.5 Future Identification Technologies

3.5.1 Bio-implants

Bio-implant technologies or electronic

implants embedded within the human body can

have passive or active applications relevant to

identity. In the near future, bio-implants could

represent an identification system  with applications

providing, for example, location data, management

of access levels, or the personalisation of the nearby

environment. For instance, a tiny chip with location

and communication capability could be implanted

for security or safety reasons in order to help rescue

people should they be kidnapped. The

communication capability could also be coupled

with bio-sensors and provide real-time medical

data on the state of a patient.89 In these first passive

applications, the bio-implant can be compared to

the RFID tag previously described. It does not

require contact, is almost invisible and therefore

raises similar privacy and security concerns for the

citizen. Indeed, it is not really clear how the owner

of the bio-implant will be kept informed on the

activity of his/her bio-tag. This emerging technology

should be considered a step towards a more active

and sophisticate role for the bio-implant.

In the longer-term, bio-implants could have an

impact on the building process of identity. The user

could enhance his/her skills and create, as  Prof.

Kevin Warwick has suggested, an ‘augmented’

human body.90 In the future, bio-implanted citizens

could have access to extra-resources, like enhanced

senses, increased memory capacity, or better

interaction with electronic devices and computers.91

It may therefore be necessary to redefine his/her

identity as this will influence liability.

3.5.2 DNA sniffers

DNA applications, more than any other

biometric technology, provoke more sensitive

citizens’ concerns and fears regarding their

potential negative impacts.  Very strong disapproval

to any DNA-based applications development can

be foreseen.

DNA sniffers are considered to be the obvious

candidates for future identification systems, even

though they depend indirectly on the evolution of

other technologies such as processing analysis

capability, sensor detection accuracy, real-time

analysis, or management of massive database with

real-time access. As one of the founders of DNA

profiling92 stated, “we could be looking at a hand-
held device, a sort of DNA sniffer if you like, which
you could take to the scene of the crime. You could
sniff over your sample and up comes - within
minutes - the genetic profile of a person. And if
you’ve got a fully global database, you can
immediately tap into that, and within a second you
can identify your assailant or your perpetrator.”
Because of its processing speed and the reliability

of the results, the DNA sniffer might be developed

for numerous identification applications. It is

important to emphasise that the concept is based

on DNA fingerprints which should be distinguished

from DNA sequencing, the decoding of genetic

instructions. A DNA fingerprint is far simpler. This

process authenticates the uniqueness of the

individual or identifies him/her in a database, and

providing the gender and the race of the person in

question.

DNA sniffers combine aspects of contact-less

identity systems like RFID tags and biometric

identification processes. The sniffer could be

89 The US based Applied Digital solutions company is developing today these products. http://www.digitalangelcorp.com/
90 Identity and Privacy Issues raised by Biomedical Implants, K.Warwick, IPTS Report N.67 September 2002. http://www.jrc.es/

home/report/iptsreport/vol67/english/IPT5E676.html
91 As it is described in Gibson’s book Neuromancer. Ace Books, 1994
92 Sir Alec Jeffries, a geneticist at the University of Leicester
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compared to the RFID reader with human cells  the

equivalent of tags. Because DNA is unique, it could

also be a biometric identification system. DNA

sniffers will most probably inherit the privacy and

security concerns from both these identity

platforms.

DNA sniffers could be of great use in forensic

applications. They could be used on crime scenes

in order to collect all available DNA fingerprints

and to deliver real-time identification of the

criminal and the victim. In the future ambient

intelligent home, DNA sniffers placed at the

entrance and in rooms will identify any individual

and allow/disallow them access according to their

status in the access rights list of the house.

3.6 Conclusions

The construction and the management of the

citizen’s representation in the online world are

mostly influenced by the citizen. Nevertheless, this

control has been eroded to the benefit of the

producers of the technology needed for future

identity development. The role of ICT designers in

this development indicates the growing level of

their responsibility for preserving the balance

between privacy and security.

Complete anonymity could be the ultimate

result of a surveillance State. When complete and

massive deployment of surveillance technology

takes place, citizens impose the officially defined

behavioural patterns on their own social behaviour

just because they are being watched. For the

purposes of society management, a completely

anonymous online world could promote the

development of either accepted or forbidden

behavioural patterns. This trend would then be

completely against the building process of identity.

In this hypothetical society, identification could

even be used as a sanction.

Digitisation of identity also reveals a

paradoxical situation regarding the level of risk for

a citizen’s privacy and security. This could be a

major bottleneck for the acceptance of the

European Information Society. Indeed, the more

active a citizen is online, the more he/she is

exposed to potential privacy and security risks.

Ironically, this paradox elevates the digital divide

obstacle to being the last protective rampart which

protects ICT-excluded citizens from the dangers of

this non-secure digital territory.

In the Middle Ages, the identity of an

individual was mainly based on the name of the

place he/she came from or lived in. In the early

days of the Internet, it was seen as a “global village”

where the notion of space had lost its primary role

of identification. Nevertheless, the latest trends

promote the use of location data as an identification

system or at least as a provider of credentials.

Indeed, local online administrations, which seem

to be the most successful e-government initiatives,

are mainly designed to deliver information and

services to citizens primarily on the basis of their

location and regardless of their names.
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Chapter 4: Future
Location-Based Services

Following a brief introduction to location-

based services, Chapter 4 describes the emerging

wireless-based technologies over which such

services will be provided, ranging from traditional

cellular telephony to new broadband wireless data

networks. The privacy and security issues raised

by these specific technologies are then explored.

A final section examines location computation

technologies, introducing the idea of a

differentiation between two kinds of location data:

data used by the network to provide a

communications service (legally considered as

“traffic data”), and data computed only to provide

a location-based service (legally referred to as

“location data”). The legal nuances and

implications of both for security and privacy are

discussed.

4.1 Introduction

The ‘death of distance’ was prophesied early

on in the Internet revolution as electronic mail

made it inexpensive and easy to remain in contact

with people everywhere. However, the importance

of physical location was also well understood as

multilingual websites made it their business to

identify, although primitively through the user’s

specific IP address, the likely linguistic version they

should display their content in. Since then, new

technologies have been developed to help

associate a virtual link on the Internet with its

physical world location with a view to fulfilling

business requirements such as targeted advertising,

as well as helping businesses comply with local

and national regulation.

Initially, such technologies used databases of

users’ IP addresses and their physical location (i.e.

university or company location),93 but since then

more accurate ways of physically locating users

have been developed, especially since the wide

introduction and use of mobile phones enabling

Internet access. In this case the physical positioning

of the mobile user can be defined as the distance

from the nearest cell antenna. In addition, if global-

positioning system (GPS) devices and satellite

triangulation techniques are applied, calculating

the physical location of a user is even more precise

– with the exception of inner cities where tall

buildings create shadows even for satellites. The

hybrid approach,94 already commercially available,

which combines information from a GPS receiver

with information from surrounding mobile

telephony base-stations, delivers results which are

accurate to a few metres.

Though technology has therefore enabled the

binding of the physical and virtual worlds, through

the deployment of services known as location-

based services (LBS), the benefit to the users of these

services has not been well researched as yet.

Offering targeted commercial services to mobile

and fixed users by, for example, identifying which

services are physically closer to which users was

considered as useful and safe for both the user and

the supplier. However, it is when links are created

between the virtual and the physical world by, for

example, binding virtual information to physical

places (i.e. user-generated location–specific

content that can be shared with anyone in the

physical vicinity of the location or by the user’s

friends who may wish to visit the location) that this

type of service becomes attractive.

It is probable that a whole set of new

applications, supported by wireless broadband

within mobile services and accurate location

technologies, will emerge. They will deliver mobile

location-based services that will transform a user’s

93 Economist, “The Revenge of geography”, May 13, 2003, http://www.economist.com/science/displayStory.cfm?Story_id=1620794
94 http://www.cdmatech.com/solutions/pdf/gpsone_factsheet.pdf
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perception of his/her environment by invisibly

linking the virtual and the physical world in more

that one sense. Nevertheless, this technological

capability also creates fears of being perpetually

monitored and under surveillance. In addition, the

trail of physical location data left by a user may be

used to impair the user’s privacy and security.

Dobson and Fisher95 pointed out the possible

use of the technology for human tracking in

examples of dark futuristic scenarios where the

implications of location-based services, and the

threat to privacy they contain were explored:

“LBS will support and amplify some of the
more extreme tendencies of human nature.
Parents who choose to protect their children
through surveillance and location control now
may do so in the extreme. Tyrants who choose
to dominate their subjects, husbands and
wives who choose to dominate their spouses,
and employers who choose to dominate their
employees now may do so in the extreme”.

Experts96 interviewed stated that even though

the underlying LBS technologies were improving

their efficiency, the perceived privacy invasion and

the cost of deploying such technologies

commercially were considered as important

barriers to their diffusion. Thus, more resources

should be devoted to researching the impacts of

the development of location-based services

enablers: wireless communication technologies

and location computation technologies.

4.2 Wireless Communication
Technologies

Mobile telephony has

become a significant part of

daily l i fe, driving us

towards an ‘always-on’

society in which people are

reachable at any moment.

The use of more bandwidth

has enabled different

professional and private services to be offered

in a variety of contexts such as health,

administration and entertainment (music,

movies, games, etc.). These services will be

enhanced in the near future with the provision

of accurate geographic information.

In principle, personal relations do not change.

Location itself, with more or less accuracy, has

always been known: parents knew where their

children were when they left them at school;

tourists knew where they were when looking for

their next destination on a map; and consumers

knew where they lived, making the delivery of

goods to their homes possible. Citizens have been

leaving traces of their daily activities in the physical

world without caring too much about the

corresponding privacy implications.

Wireless technologies providing location

services will enhance daily life in the physical

world by using information obtained in the virtual

world, and by continuously establishing bridges

between the two. Each time a user accesses a

service through a wireless device, a new bridge is

built, allowing information to be delivered to the

user. While providing the service, the bridge

simultaneously allows parties involved in the

management of the virtual world to gather user-

related information that profiles the individual. In

some cases, data mining of other information

sources will contribute even more personal data.

These other information sources, already easily

available, include subscriber information (name,

address, bank account), location and traffic data

(who you are calling, when, how long you speak,

how often, etc). The aggregation of data may also

be facilitated by other private actors such as: banks

(which hold abundant information on people -

details of income, investments, shares, mortgages,

loans, when they use their credit cards, where they

shop, what they buy, monthly payments,

subscriptions); insurance companies (insuring

houses, cars, families, professional activities, etc.);

Internet service providers; employers; car

95 Dobson and Fisher, “Geoslavery”, IEEE Technology and Society Magazine, spring 2003.
96 Two workshops were held at IPTS premises, in which experts presented their views regarding location-based services.

“Wireless and
location technologies
will enhance daily life
in the physical world
by using information

obtained in the virtual
world.”
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companies; health and education related actors etc.

All of this data may provide information regarding

personal habits, work abilities, employment

records, family entertainment etc. All such data,

when properly aggregated, can make up an

individual’s profile.

4.2.1 Technological challenges

The most widespread wireless communication

devices are currently cellular phones. In Europe

there are more than 398 million GSM users.

Cellular system technologies are analysed below,

followed by analysis of Wireless Local Area

Networks (WLAN), an emerging technology which

may succeed cellular systems.

Cellular Systems

First generation cellular systems came into use

in the early 80s. They used direct analogue voice

modulation, were based on a cellular architecture

and different countries used different systems. The

second generation (2G) cellular systems were

designed when the technical evolution of

microelectronics made it possible to use full digital

communication over radio channels with portable

devices. In Europe, the standard GSM (Global

System for Mobile communications) became the

European standard, and it has also become the

main mobile system world-wide (it is estimated that

by April 2003 there were 847 million GSM

subscribers across 190 countries97).

While the GSM cellular phone is mainly used

to transmit voice (which requires low bandwidth)

its increasing use for data transfer (at first at rates

up to 9.6 Kbps – kilo bits per second) and the much

hyped mobile Internet services (m-commerce, m-

payments, m-banking, etc.) requires higher

transmission rates and thus higher bandwidth. This

technological evolution started in 1999, when users

were allowed to transmit data to and from mobile

phones with a new GSM technology called High

Speed Circuit Switched Data (HSCSD) which

enables transmission speeds up to 14.4 Kbps (from

9.6 Kbps) by assigning different frequency channels

to a single time slot. Both GSM and HSCSD were

based on circuit switching. The more recent system

based on packet switching, called General Packet

Radio Service (GPRS – also known as GSM2+ or

2.5G), uses packet switched resource allocation,

which means than resources are allocated only

when data is sent or received. The channel

allocation98 permits transmission rates of up to 164

Kbps. Further GSM technological evolution

included Enhanced Data rate for GSM Evolution

(EDGE), also known as Evolved GSM, which was

designed to achieve transmission rates of up to 384

Kbps by using a higher level modulation combined

with allocation of several time slots. UMTS, which

stands for Universal Mobile Telecommunications

System, is the European third generation (3G)

standard. This standard will use WCDMA99 as radio

access technology permitting a minimum

achievable user bit rate of 144 Kbps, which will

normally go up to to 384 Kbps and could further

increase. It is not clear whether UMTS, which has

not taken off yet, will have a substantial future

market position or whether it will be overtaken by

other technological developments. New wireless

broadband technologies are emerging in the market

that might coexist or even overshadow it, for

example WLAN technologies which are gaining

ground every day.

Wireless Local Area Networks (WLAN)

Wireless local area networks were regulated

by two standards, the IEEE802.11 and the

HIPERLAN,100 both allowing unlicensed wireless

connectivity within ranges of 100 meters, and

facilitating transmission rates starting at 2 Mbps. The

IEEE802.11 family is currently being widely adopted,

and its most successful implementation is 802.11b,

also known as WiFi, which operates at 2.4GHz.

Higher transmission rates are made possible through

97 http://www.gsmworld.com/technology/gsm.shtml May 2003
98 Is flexible (1-8 time slots)
99 Wideband Code Division Multiple Access
100 HIgh PErformance Radio Local Area Network
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adoption of the 802.11a standard, operating at

5GHz, or the 802.11g, which operates at 2.4 GHz.

Initially WLAN was introduced within

companies’ premises to provide wireless access to

employees. Now however,  individual consumers

are adopting WLAN to facilitate network access at

their homes, and operators are investing in the

commercial deployment of “hot spots” (physical

locations where WLAN access is provided to users),

and other legal entities such as hotels, business

centres or City Halls are expressing their interest

in providing Internet access to their customers

through a set of short-range, high-speed data access

points. According to Gartner research,101 spending

on WLANs reached US $ 2.3 billion worldwide

last year. Most WLANs were installed either at

private homes, or within enterprise premises, but

the numbers of travellers connecting to hotspot sites

are expected to increase and European

telecommunications operators as well as

transportation operators are all announcing

important future deployment plans.102

Beyond such significant business plans, major

technological developments are also planned;

mobile manufacturing companies such as Nokia

or Calypso wireless have developed PC cards that

allow users to switch from cellular to WiFi

networks, and Motorola, Avaya and Proxim have

joined forces to produce WiFi phones that will

seamlessly switch to a cellular network once out

of range of a hotspot.103 In this way the possibility

for telephone and computer users to receive a

multiplicity of services on their terminals, including

location-based services, is increasing. However,

consultants Forrester Research, predict a failure in

the hotspot business model and therefore estimate

lesser uptake (only 7.7 million laptop and PDA

owners will be public hotspot users in 2008104).

The importance of the rapid uptake of this

technology and the forecast broad adoption of end-

user services on top of it, lies in the fact that

broadband enabled devices will become massively

available to end-users who would then consider

paying for LBS services in combination with more

economically-viable models. Privacy and security

concerns about WLAN technologies (another major

bottleneck) will be considered below. First,

however, it is worth mentioning two other wireless

technologies that may also become relevant in the

near future: Bluetooth and Ultrawide Band.

Other wireless technologies: Bluetooth and

Ultrawide Band

Bluetooth is a technology that allows the

substitution of diverse proprietary cables that

connect one device to another with one wireless

universal short-range radio link. Bluetooth radios

operate in unlicensed frequencies with a gross data

transmission rate of 1 Mega bit per second (Mbps).

The nominal link range is 10 centimetres to 10

meters, but it can be extended to more than 100

meters by increasing the transmission power.

Bluetooth could be used in the same way as WLAN.

In this case concerns about the balance between

privacy and security will be similar to those of the

WLAN technology.

Ultrawide band (UWB) is a technology that

could provide an alternative to cellular systems. It

101 Andy Rolfe (analyst) at Gartner symposium, 12 March 2003, Florence, Italy.
http://symposium.gartner.com/story.php.id.3419.s.5.html

102 Swisscom Mobile is creating its ‘Eurospot’ pan-European WLAN network through acquiring 400 hotspot locations in Belgium,
France, Germany, the Netherlands and the UK, in addition to its about 100 home market hotspots. In the UK, BT is expected to
rollout 400 live hotspots by mid-2003 and 4,000 by June 2005. In Italy a new decree opens the way for public access WiFi
services in both the 2.4GHz and 5GHz bands. The French telecoms operator Cegetel will launch its hotspots at the Gare du Nord
railway station in collaboration with SNCF (the national rail operator), while Orange the French mobile operator will deploy WiFi
technology in Air France’s airport lounges around the world. Lufthansa in addition to offering W-LAN hotspot services at its
airport lounges in 30 airports worldwide through its partnership with Vodafone, will offer an in-flight service called FlyNet that
will allow passengers devices to connect to a secure on-board network, with air-to-ground connectivity provided by broadband
satellite systems.
News from BWCS, different dates in 2003 http://www.bwcs.com/marketing/index2.html

103 Bob Brewin, “Avaya, Motorola, Proxim plan to marry Wi-Fi and cell networks”, at Computerworld, Jan. 2003. http://
www.computerworld.com/mobiletopics/mobile/story/0,10801,77552,00.html

104 Press released: “Forrester thinks public WLAN hotspots will be the next dot-com crash”, http://www.forrester.com/ER/Press/
Release/0,1769,806,00.html 23rd June 2003.
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is attracting interest as it enables the re-use of

frequencies already assigned to other wireless

services. This wireless technology combines

bandwidths in excess of 1 GHz with very low

power transmissions. The information is coded in

the pseudorandom stream that is being transmitted.

One of the main concerns that is being analysed

worldwide is the signal interference that UWB

could cause to communication and positioning

systems such as GSM, UMTS or GPS, degrading

their security. From a regulatory point of view it is

relevant to determine whether UWB should be

permitted or not and on which frequency band.

4.2.2 Privacy issues

As the development and gradual deployment

of cellular system and WLAN technologies enable

the diffusion of mobile broadband services to

citizens, there are increasing privacy concerns

which will be further analysed from the legal point

of view.

Legal regulation (presented in more detail

further on) distinguishes three kinds of wireless

communications data : personal data (the content

of the call and information about the user), traffic

data (information relating to the call itself, but not

its content) and location data (accurate geographic

location information). In general, data protection

legislation applies to all the above data and in all

configurations. However, the recent more specific

electronic communication regulatory framework,

which includes the Directive 2002/58/EC on

privacy and electronic communications, would

apply to cellular systems but would not apply to

all WLAN configurations. Depending on the WLAN

broadband access provision configuration, data

protection varies. Several possibilities exist:

1. Ad hoc networks established at homes or

enterprises for private use, providing wireless

connectivity to different devices within the

house or the company site are a case where

specific regulation for the provision of ‘publicly

available electronic services’ is not applicable.

2. Stakeholders such as mobile operators, or actors

with strong financial power may be interested

in providing unregulated wireless broadband

access on a commercial basis by deploying

hotspot networks. In these cases the legal

framework is the same as that for cellular

systems, because they provide publicly

available electronic communications services.

In the latter case, the business model may

include the deployment of hotspots by companies,

as the examples given above indicate, or the selling

of such hotspots (for example, the French mobile

operator SFR proposes a ‘hotspot-in-a-box’, which

hotels and department stores can install to offer

WiFi services to their customers105).

With the provision of

broadband services, either

by cellular or WLAN

techniques, the processed

information will increase.

This information may cover

all fields of human activity

and will be processed by the

telecommunications operator or by third parties

involved in the service provision. In principle, data

should only be used to provide the required service,

but in order to improve the service on offer,

operators may request the user’s consent to process

some personal data. Users give consent on a daily

basis, in exchange for free gifts, discounts, or

special offers, unaware of the value (commercial

or otherwise) of the personal information that they

are giving away. Moreover, companies may ask for

consent for releasing personal data in exchange

for a set of services106 without offering the possibility

of just purchasing the desired service at a

reasonable price.

105 BWCS, 6th June 2003. http://www.bwcs.com/
106 For instance, a user may want service ‘A’, but service ‘A’ costs 150€ monthly. At the same time there is a special offer to buy

service ‘A’ merged with service ‘B’ for just 30€ monthly. Probably the user will go for the second option, and it could happen that
Service ‘A’ is “navigation support” and service ‘B’ is “to receive free information about discounts in the nearest department store
(spam) every single day”; this could go even further, for example by offering publicity related to products that have been registered
at the fidelity card from the shopping mall. Normal users will be “forced” to choose the second offer “A+B” when they just
wanted ‘A’.

“Users should be
able to consent to
exchanging their
personal data for
benefits, without risk
of loosing their
privacy or the benefits
from enhanced
services.”



C
ha

pt
er

 IV
. F

ut
ur

e 
Lo

ca
ti

on
-B

as
ed

 S
er

vi
ce

s

58

4.2.3 Security issues

From the technical point of view, the security

of cellular architectures was addressed with the

adoption of encryption to protect 2G digital

network communications (older analogue systems

had no encryption protection). This type of security

is insufficient as increasing computing capabilities

make it fairly easy to break the GSM encryption (it

is worth mentioning that cipher keys and

authentication data are transmitted unprotected,

between and within networks). The lack of strong

security in GSM cellular networks allows fraud by

active attackers; for instance these may use a false

base station transmitter or a simulated SIM to

defraud a user of his/her identity. Third Generation

security systems are based on the same security

principles as those of 2G systems, but they improve

on many aspects, such as the strength of encryption

(a combination of key length and algorithm

design),107 although to obtain the pursued benefits,

operators should permanently activate its use.

While 3G security features have yet to be fully

assessed (they are still evolving and operator

dependent), they are assumed to be more efficient

in protecting user data.

WLAN security is assumed to be even less

efficient, due to the open nature of WLAN and the

lack of mature authentication standards. A new

standard currently being developed, namely the

802.1x, will make strong authentication possible

between the Access Points and the Wireless LAN

cards. However, building a centralised

infrastructure to validate, deny or customise access

to the network is still required. The 802.11b

standard, in particular, can optionally be configured

to use fixed keys to encrypt the data. This feature is

called Wired Equivalent Privacy (WEP). WEP aimed

to deliver a level of security equivalent to that

offered on wired networks, but it is now generally

accepted that WEP provides only a thin layer of

armour against an expert hacker. While new

standards are emerging (for example, standard

802.1i), industry initiatives are already offering

different versions of a dynamic WEP key generator,

which easily solve the vulnerability of the fixed

WEP key method. One of these initiatives has

already become a standard, the WiFi Protected

Access (WPA) standard. This uses Temporal Key

Integrity Protocol (TKIP) which generates new keys

for every 10K of data transmitted over the network.

Different security solutions are being proposed,

such as the one from UK Technology Concepts,108

which provides access control by issuing

customised smart cards and eTokens.

Insecure storage of data could lead to a

situation in which data mining is possible, and

negative consequences may arise in the future. For

example, people may be rejected by insurance

companies because they take part in dangerous

sports, their sexual preferences, or emotional

instability; or by banks which may refuse them

mortgages and loans because of their bad payment

reputation on Internet auctions.

4.2.4 Balance between security and privacy and
management of bridges between the virtual and
physical world

Sometime in the next few years we will find

ourselves surrounded by a pervasive, always-on

wireless broadband network. It will enable the

creation of numerous bridges between the physical

space and the virtual world. The management of

these bridges, over which data flows in both

directions to enable new services, will have an

impact on the balance between privacy and security.

The security protection of broadband wireless

technologies is still weak since standards are still

in the making, although they will soon be adopted.

There may also be a need for a new security

paradigm to deal with the problems of rapid

technological evolution, device interoperability

and multi-layered and complicated business

models and processes. In addition broadband can

carry more information content of all types –

including sensitive information - that will need to

107 Third Generation Partnership Project; Technical Specification Group Services and System Aspects 3G Security; Security Principles
and Objectives (3G TS 33.120 version 3.0.0). http://www.3gpp.org/ftp/tsg_sa/WG3_Security/_Specs/33120-300.pdf

108 http://www.thetcl.com
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be protected. Privacy protection for broadband

wireless is based on existing strong encryption and

data protection legislation concepts. There seems

to be a need for data retention and realistic consent

regulation to deal with the emerging uses of the

technology. Spam is also likely to become much

more irritating in the future.

More data traff ic combined with the

proximity and time positioning data of a user,

will make spam a lot more common in this

medium and more difficult to recognise. As a

result it will be much more difficult to avoid.

Available personal information (including

location data) will become even more valuable

because it will enable companies to send direct

marketing announcements of the right product

to the right user at the right time when the user

is in the right place.

Regulation for unsolicited communications109

establishes opt-in for unsolicited communications

by electronic mail (exceptions apply in the context

of commercial transactions, where opt-out applies),

where “electronic mail” means any text, voice,

sound or image message sent over a public

communications network which can be stored in

the network or in the recipient’s terminal equipment

until it is collected by the recipient.110

However, technological measures are being

developed that offer anti-spam protection to users.

Current trends include the use of:

- White or black lists: databases storing IP

addresses of accepted or not accepted relays.

- Filtering: processing may be done by sorting

messages based on the letter size, or on whether

they include images, or on whether there is

repetition of certain words (such as sex, gratis,

save, win, free, buy now...). Filter weaknesses

include the possibility of creating false positives,

i.e., legitimate mail identified as spam.

- An initial authentication of the sender prior to

acceptance of a message from that sender.

- An additional interaction required by the

spammer when interacting with the server that

holds the targeted database of users, which makes

the process more complex. In this option an e-

mail is sent back to the sender in such a way that

the e-mail will only be delivered if an answer

from the sender is obtained.

The high value of

location data for commercial

purposes is beyond doubt;

for instance it can be used

to send location-based

targeted advertising to

people walking on the street near a pub or a

shopping center. The value of location data

increases when combined with other valuable

personal data (e.g. financial data), as does the

business entity’s motivation to spam.

Because location data are already expensive

to obtain and manipulate, and because the

regulation in force already limits the processing of

location data and prohibits unsolicited

communications, location-based spam to mobile

users is unlikely to become a serious problem in

the near future. It is nevertheless likely that users

have agreed to receive some form of location-based

advertising through previous commercial

transactions. The irritation caused by spam will

probably increase once voice over IP becomes

available and the communication link and the

provision of location data are supported by IPv6.111

4.3 Location computation technologies

Broadband wireless technologies are a vital

factor in the development of Location Based Services

(LBS). Their wide diffusion also relies on the

109 Regulation is given by Article 13 of Directive 02/58 and the definition is presented in Article 2. http://europa.eu.int/eur-lex/pri/en/
oj/dat/2002/l_201/l_20120020731en00370047.pdf

110 When there is human intervention starting the call or the transmission, then this is not considered spam and is not covered by the
Directive, and each country will decide whether opt-in or opt-out applies.

111 IPv6 is a new Internet protocol, which has been designed to solve the shortage of IP addresses with a view to harmonising the
connection of different devices either wired or wireless. For more information: William Stallings, “IPv6: The New Internet Protocol”,
IEEE Communications Magazine, July 1996. http://www.ipv6.org

“The combination
of location data with
other personal data
will encourage busi-
ness entities to
spam.”
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development of technologies that compute the

position of the user. This information is useful for

commercial applications provided by operators or

third parties to mobile users as value added services,

but also in emergency situations, for network

management internal use and also to support various

legally required or law enforcement services.

4.3.1 Technological challenges

Location data may be computed specifically

for the provision of location-based services.

However, any operator needs to know where its

users are (because the network needs to

communicate with all mobile terminals). This leads

to a differentiation between two kinds of location

data: data used by the network to provide the

communication service (this is legally considered

as “traffic data”), and data computed only to

provide a location-based service (this data is legally

named “location data”). A key issue for techniques

that provide location information is whether the

user controlled terminal may prevent the

transmission of its location or not. Two extreme

situations could arise: one is controlled by the user

(location could only be computed under a concrete

request from the user), and the other by the operator

(position could be computed by the operator

without control from the user). Up until now

satellite techniques are the ones allowing users full

control of their data, while terrestrial techniques

rely on network parameters that are typically

processed by the operators. Mixed solutions,

however, would be the most efficient as satellite

and terrestrial schemes could be jointly deployed

to improve the overall availability and grade of LBS

provided. Terrestrial (Cell ID, Observed Time

Difference, Bluetooth and WLAN), satellite and

mixed solutions will be detailed below.

Examples of Location Based Services and description.

Emergency
services

There are different types of emergency call systems where the location of the caller
could be immediately transmitted to the emergency service provider. The most important
ones are provided by public authorities, including police, fire brigades and medical
rescue applications like ambulances and doctors on call. Examples of services restricted
to specific groups are mountain rescue, yachting rescue, telephone help-lines (as for
abused women or drug addicts) or specific services for elderly people, disabled people
or people suffering from chronic diseases.

In-car
services

Drivers and passengers could get traffic, parking and navigation information, weather
conditions, yellow pages, medical or breakdown assistance, holiday services such as
hotel booking or theatre tickets and music on demand, and films or games for passenger
entertainment. As the car’s position is monitored, theft recovery is possible and also
driving assistance. Location could also be stored with speed, brake and car performance
data in a “black box” (similar to the one used in airplanes).

Location
information
services

The user requests information when searching for  events and services provided in the
area of the user’s location. The question may be “where is the nearest...” and some
points of interest may be pharmacies, ATMs, restaurants, cinemas, petrol stations, parking
and so on.

Tracking and
tracing

The main applications for tracking and tracing are truck fleet and courier management,
which may help companies to be more efficient and save time and money by better
routing their fleet and personnel. This improves customer service and thus becomes a
competitive advantage. The dispatcher has accurate control of the resources and the
route planning is optimised. Locating family members could improve social care and
security for disabled and elderly people and children, while locating friends could
earn new revenues from the younger generation.
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Whichever techniques are implemented,

roaming of location-based services across Europe

will only be possible if there is agreement among

wireless operators regarding which location

techniques should be used. There could be a general

agreement to choose one common platform, or side-

agreements between a small number of operators

enabling users to roam from one operator network

to a particular “associated” network. The latter option

has the disadvantage of providing network-

dependent terminals, limiting the possibility for users

to change from one operator to another, without

loosing service. Standardisation of interfaces is also

needed for the satisfactory diffusion of LBS. On the

one hand, it will allow emergency service providers

to process information from different operators and

on the other hand, it will make the market entrance

for different service providers easier, which would

enhance competition.

Cell Identification (Cell ID)

Cell Identification is a technique that does not

require any change in handsets. In a cellular system

the geographic coverage is mapped by cells,

therefore the operator can always determine the

cell that is providing coverage to the target user

equipment. Thus, even if other techniques are

available, Cell ID could always be a fall back

solution. Accuracy will be dependent on the cell

size, which ranges from hundreds of meters to tens

of kilometres (rural areas).

There are different methods for retrieving the

Cell ID information. A common method that GSM

networks can use to assist positioning is called

“time advance”, which considers the propagation

delay in synchronising the signal, and is useful

when the size of the cell is bigger than 500 meters

(sub-urban and rural areas).

Enhanced Observed Time Difference and Observed

Time Difference of Arrival

These techniques observe relative times of

arrival from the user site to different base stations.

Each measurement from a pair of downlink

transmissions describes a line of constant difference

along which the caller may be located. The location

is determined by the intersection of these lines for

at least two pairs of base stations, combined with

the information concerning the geographic location

of the transmitters. Enhanced Observed Time

Difference (E-OTD) has been standardised for GSM

and Observed Time Difference Of Arrival (OTDOA)

for UMTS. They will be accurate to around a

hundred meters.

Bluetooth and WLAN

Networks of access points could be deployed

to provide broadband access to Bluetooth or WLAN

users, and this infrastructure could also provide

location information. Any user could get an estimate

of his location from the position of the fixed access

points. Moreover, Bluetooth users could also get their

positions from other recently located users. The

accuracy will depend on the distance to the access

point, which could be around 100 meters for WLAN

and 30 meters for Bluetooth. Coverage could spread

by increasing the transmitted power, decreasing

accuracy proportionally.

Satellite techniques

Users of Global Positioning Systems (GPS)

compute their position, anywhere on the earth, from

the signals transmitted from a satellite constellation.

The main advantages of such satellite systems are

the global coverage, the great accuracy (up to half a

meter) and the minimum impact on the existing

communication networks. However a major

disadvantage is the signal’s weakness indoors.

There are currently two “public” GPS systems:

the NAVSTAR112 system, which is owned by the

United States and is managed by the Department

of Defence, and the GLONASS113 system, which is

owned by the Russian Federation. While both

NAVSTAR and GLONASS systems are global

positioning systems, the NAVSTAR system is often

referred to as GPS because it was generally

112 NAVigation Signal Timing And Ranging
113 GLObal Navigation Satellite System
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available first. Both NAVSTAR and GLONASS are

able to provide two sets of positioning signals: a

more accurate one which can be reserved for each

country’s military use and a less accurate one which

is freely available to civilian users.

The European satellite systems initiative is the

Global Navigation Satellite System (GNSS). The first

phase will be the European Geostationary

Navigation Overlay System (GNSS-1 or EGNOS)

which augments the NAVSTAR and GLONASS

performance by using additional information from

space and ground segments. The second step will

be the Galileo satellite navigation programme,

which aims to develop technology to enable a user

to determine his exact location in time and space

anywhere at any given moment. Galileo,

predominantly for civilian use, will provide a

continuous service, which will make global

location a key part of civilian infrastructures (for

example in aviation, commerce, synchronisation

of networks or entertainment). At the same time it

will also provide support for military applications.

At the beginning, terrestrial techniques could

be used to deliver initial location services, while

migration towards satellite solutions may occur

because of the need for better accuracy. Once

Galileo becomes operational, services will

probably be provided through this enhanced

technology largely because:

- It will offer greater accuracy than EOTD or

OTDOA terrestrial techniques. This will allow the

provision of services requiring high levels of

accuracy.

- It can guarantee the integrity of the delivered

location. Galileo is expected to maintain the

same level of accuracy, while other satellite

systems may not (they may be unavailable due

to specific military requirements). This will

encourage enterprises to trust the Galileo services

more than any other existing systems.

- Its performance will be uniform across both rural

and urban areas. It will provide the same accuracy

everywhere. This will be especially beneficial for

rural areas where investment in EOTD or OTDOA

is unlikely to offer a positive ROI.

- From a technical point of view, Galileo will also

operate equally well on land and at sea, thus

allowing users to employ the same terminal and

enjoy the same performance under any

circumstance.

- The system will be less vulnerable to natural

catastrophes, accidents or sabotages.

- It will provide location information

independently of the transmission link. Therefore,

accurate location information will be part of the

content and not part of traffic data.

- Obviously Galileo will have to be combined with

other location techniques when establishing the

location of users inside buildings (as is the case

for all satellite location techniques).

Other techniques

As was previously

identified, a combination of the

different terrestrial and satellite

techniques (which is already

possible), could have a major

impact on the performance of

location technologies. More

specifically, it is conceivable

that terrestrial and satellite

schemes will be jointly deployed to improve the

overall availability and grade of service provided,

though Cell ID will remain the preferred fall back

solution. There are two well known examples of such

combined techniques that aim to increase accuracy

through correcting all possible errors in the

computation of the user’s location: namely

Differential, Assisted or Augmented GPS.114 These

solutions will combine the indoors availability of

114 Differential GPS improves the accuracy of the standard GPS positioning erasing or reducing errors, particularly ionospheric
errors, tropospheric errors, satellite clock and code measurement. In order to do so, a reference station is used. As the co-
ordinates of the reference are known, the errors can be computed and transmitted to the mobile users, which will be affected by
the same error. Assisted GPS is basically a variation of Differential GPS in which the cellular network provides the additional
information. Augmented GPS relies in a geostationary satellite to provide additional information.

“Migration towards
satellite positioning
systems, such as
Galileo, will provide
high accuracy, and
also, when combined
with terrestrial
techniques,
availability
indoors.”
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terrestrial techniques with the high accuracy of

satellite solutions.

It is also necessary to consider the evolution

of Internet and the foreseeable migration towards

the next generation Internet protocol, IPv6,

which provides location information of the user

within the assigned IP address (a binary number

that identifies each sender or receiver of

information on Internet). The default address

configuration links the device IP address with

an unique device identifier and with the location

of the user.115

4.3.2 Privacy Issues

The possibility to determine the location of

an individual who carries a mobile phone, raises

important privacy questions. Citizens will no

longer keep their location within the physical

world, but data will also be stored within the

virtual word. When using a location-based

service, the communication link will process three

different kinds of data that are regulated

independently: personal, traffic and location data.

The content of the communication is personal

data, and is protected by the Privacy Directive

95/46/EC, while traffic and location data is

covered by the Privacy in Telecommunications

Directive 2002/58/EC. Both “traffic data” and

“location data” contain some geographical

information but, as already mentioned, the legal

terminology defines them in such a way as to

differentiate their intended use.

Traffic and Location Data Regulation

The geographic information needed to provide

the communication service is regulated, along with

all traffic data, by Article 6 of Directive 2002/58/

EC, which basically establishes that traffic data must

be erased or made anonymous when it is no longer

needed. Exceptions are billing and interconnection

payments, marketing electronic communications

services and provision of value added services (in

this case the subscriber has to have given his/her

consent). User management of traffic data consists

simply of switching on and off the terminal device,

which is all that is needed to denote willingness to

communicate.

Geographic information that is processed

only to make possible the delivery of location-

based services, the so called location data, is

regulated by Article 9 of Directive 2002/58/EC as

“location data other than traffic data”. This data

may only be processed when it is anonymous, or

when the users or subscribers have given their

consent to the extent and for the duration

necessary for the provision of a value added

service. The subscriber will always have the

possibility to temporarily refuse the processing of

location data, except when calling an emergency

service. In this case, location information will be

provided to emergency authorities even when

there is a temporary denial or without the user’s

consent. It is up to each Member State to

determine within its territory what is considered

an emergency and who are the relevant

authorities. The Directive imposes on the operators

the obligation to transmit the location information

in a network managed situation to third party

service operators.

There is one final consideration to be

mentioned regarding the control of location data.

Geographic information is also covered by the

Universal Service Directive (2002/22/EC). Article

26, part 3 states that: Member States shall ensure
that undertakings which operate public
telephone networks make caller location
information available to authorities handling
emergencies, to the extent technically feasible,
for all calls to the single European emergency
call number “112”. This is not, however, a

mandate that forces the computing of location

or the delivery of a certain level of accuracy.

Operators always maintain a minimum of

information as to where the user is located for

115 IPv6 uses a string of 128 bits to constitute each individual IP address on the Internet. The first 64 bits are used by the router
showing clearly where the connection is established. The other 64 bits are used by default (users could randomise them) to claim
the uniqueness of the machine that is connected, providing information from the unique MAC address of the Ethernet card.
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traffic and billing reasons. This is the minimum

amount information that regulators can insist

upon. Moreover, operators are expected to

implement location services in their own way.

In whatever way they do this, they will have to

provide the location information to emergency

authorities whenever it is needed. If they fail to

do so, compulsory regulation could be the way

to ensure location for emergency situations.

In the case of user-managed solutions, there

could be occasions when the user does not send

the location information. Here, there would be

two options for regulation: either the user’s

choice not to provide the information is

respected, or the aim of the Directive is enforced

by imposing a software solution that obliges the

mobile terminal to compute and send location

information when calls are made to certain

emergency numbers.

Finally, regarding the IPv6 location

computation, in Article 29, the Data Protection

Working Party stressed that the privacy issues raised

by development of the new protocol IPv6 have not

been solved yet and in its Opinion 2/2002,116 the

Working Party suggested:

If location information has to be generated in
the framework of the use of mobile devices
and other objects connected via IP, such
information must be protected against
unlawful interception and misuse. It should
also be avoided that the location information
(and the changing in this location information
depending on the movement of the mobile
user) is transmitted non-encrypted to the
recipient of the information via the header of
the IP address used.

Protocols, products and services should be
designed to offer choices for permanent or
volatile addresses. The default settings should
be on a high level of privacy protection.

User Consent Regulation

User consent is related to the reaffirmation

of the inviolability and non-negotiability of

privacy rights in the face of trade pressures. Users

should be given a real opportunity to choose their

privacy settings without necessarily having to

choose between protecting their privacy or using

the offered services. The user may not be the

same as the subscriber, but in this case the

privacy settings should be those chosen by the

subscriber, and if the subscriber has given his

consent, it should be presumed the user’s consent

has been given too. If consent is given each time

that a service is requested, the citizen will always

know when he has revealed his location data.

This way of requesting a service leads to what is

called “pull services”, which probably have less

interest for those companies wishing to market

their services by offering them to the users, i.e.

“pushing services”.

The service provider, according to the same

Directive 2002/58/EC, must inform the users or

subscribers prior to obtaining their consent, of the

type of location data which will be processed, for

what purpose and for how long, and whether the

data will be transmitted to a third party for the

purpose of providing a value added service.

Processing is restricted to persons acting under the

authority of the carrier or of the third party

providing the value added service, and is restricted

to what is necessary for the purposes of providing

the value added service.

Location Data Storage and Retention Regulation

It must be noted that while it is necessary to

delete traffic data, the same requirement is not

explicitly established for location data. Therefore,

geographic information will be treated differently

when it is judged to be traffic data from when it is

not.

116 Opinion 2/2002 (WP 58) on the use of unique identifiers in telecommunications terminal equipments: the example of IPv6.
http://www.europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2002/wp58_en.pdf
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The periods for data storage and the data

property are potential threats to user privacy.

Regarding data storage,

different Member States have

adopted different solutions.

Periods during which operators

need to store traffic data for

billing purposes may vary

considerably between Member

States. The period during which

a bill can be lawfully challenged is usually based

on civil law, which itself varies significantly creating

obstacles for the functioning of the internal market.

Moreover, Member States may adopt legislation

that frees them from the obligation to erase traffic

or location data, whenever this is necessary for

national security and the prevention or prosecution

of a crime. There is no consistency among Member

States as regards which data needs to be stored, or

for how long this data should be retained. This lack

of coherence may inhibit the activities of the Third

Pillar of the EU, “police and judicial co-operation

in criminal matters”. So far national measures are

only required to be proportional and appropriate,

in accordance with the general principles of

Community law, and have retention periods that

are limited. The lack of harmonisation regarding

the retention of data in the Member States, both

for billing and other purposes, puts a financial

burden on operators and has an impact, particularly

on cross-border players. The amount of processed

data and the expense of storing it continuously

increases, and at the same time, users, concerned

about their privacy rights demand more concrete

protection of this type of data.

Location data will be stored in databases, which

will be simultaneously regulated by two frameworks:

one applicable to the database119 and the other

applicable specifically to location data, as described

earlier. Two different situations may appear:

- Firstly, the user’s position may be computed by

the user independently of the operator, in which

case the location data belongs to the user. It is

therefore the user who is responsible for

communicating his desire for the provision of a

value added service based on his/her location.

- Secondly, the user’s position may be obtained

by the operator/service provider. The obtained

data about user’s position, individually

considered, belongs to the operator/service

provider because he has computed it. The

operator/service provider could even sell this data

to the user. Although these data belong to the

117 Article 6.3, Directive 02/58 provision ensures that the consent can be excluded at any moment. http://europa.eu.int/eur-lex/pri/
en/oj/dat/2002/l_201/l_20120020731en00370047.pdf

118 Article 9.1, Directive 02/58 provides that the consent can be refused either for network connection or for each transmission of
communication. 10.b ensures that location information will always be processed for emergency calls. Ibid.

119 Directive 96/9/EC on the legal protection of databases and Directive 2001/29/EC on the harmonisation of certain aspects of
copyright and related rights in the information society.
http://europa.eu.int/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=EN&numdoc=31996L0009&model=guichett
and http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_006/l_00620020110en00700070.pdf

“Lack of
harmonisation

regarding retention
periods puts a

financial burden on
operators, especially

on those operating
across borders.”

Highlights of Directive 2002/58/EC regarding traffic and location data

Express consent Obligation to Obligation to

is needed inform the user  erase data

Traffic data Use within the Implicit (these data YES (Art. 6.4) YES (Art 6.1)

communication are vital to provide

the com.)

Use to deliver YES117 (Art. 6.3) YES (Art. 6.4) YES (Art. 6.1)

commercial

information or VAS

Location data YES118 (Art. 9.1) YES (Art. 9.1) NO
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operator/service provider, their use is still

conditioned by the user’s consent.

In both cases the operator or the service

provider may collect data from different users to

make a database, but to be able to do this, the

user’s consent is required.120 Databases are owned

by whoever has collected the data, and thus

benefits from economic rights. However, the owner

of the database cannot use either the whole

database or part of it, or make it available to third

parties without the user’s consent. The use of the

database, except in the case of anonymous data,

is limited to the provision of a value added service

and user’s consent is required.

Location Services Regulation

Users will probably assume that all parties

involved in the value chain of a location-based

service respect the same privacy rules and ensure

the provision of the right level of privacy protection.

However, this will be difficult to achieve in a virtual

world where stakeholders may be located in different

countries with different regulations. Standardisation

of privacy policies would therefore be desirable to

protect users, who may not be aware of differences

in the implementation details between countries.

These differences may relate to how consent is given,

the length of time data can be stored, the definition

of emergency authorities etc. In a network managed

situation, the operator could inform the roaming user

about differences in privacy protection before

providing a value added service in a given country.

If location data is managed by the user, it is the user

who should be aware of the implications of giving

away his/her data. In this case, users could be

supported by an Identity Management System (IMS)

to help protect their location information.

4.3.3 Security issues

Location data implicitly contain information

regarding not only where the user is, but also who

is the user with. For example, LBS may be used by

law enforcement agencies to determine co-location

when a violent person is forbidden by court order

to be less than 500 metres from the person he

assaulted (in cases of rape, threats, or child abuse)

or when a person is investigated because s/he is a

material witness on the scene of a crime, or is a

known criminal at the time a crime was

perpetrated.

Location can also improve security in other

fields, such as fraud avoidance in electronic

transactions. For example, a client could only be

allowed to move money when the order is given

from certain locations, such as the office when

managing a company account or a private house

where personal finances are concerned.

While location can

enhance users’ security, the

part it can play in the

increasing surveillance in the

Information Society can also

threaten citizens. The fact is that “You go through

life dropping little bits of data about yourself

everywhere. Following right after are big vacuum

cleaners sucking them up”.121  The collection of

this type of data is made possible, on the one hand

by sharing information from different databases,

on the other hand, by increased computing

capacity that allows storage and processing of

unlimited amounts of information from different

sources. Location data could provide interesting

information regarding a user’s habits to those

interested in data mining and surveillance.

Location could easily facilitate data mining

and discrimination, leading to a surveillance

situation where the control could even be

performed by machines. For instance, in-car

information could be stored in a black box,

which could periodically deliver this

information. The users could then get fines for

speeding by e-mail without any human

120 Article 9.1 Directive 2002/58/EC and Article 7 of Directive 95/46/EC on the Protection on Individuals with regard to the Processing
of Personal Data and on the Free Movement of Such Data.
http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf and http://europa.eu.int/smartapi/cgi/
sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=EN&numdoc=31995L0046&model=guichett

121 Evan Hendricks, editor of Privacy Times, quoted by Jeffrey Rothfeder at “Privacy for Sale”, Simon & Schuster, 1992.

“Location provides
useful information to
all those interested in
data mining and
surveillance.”
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intervention or insurance companies could deny

the insurance coverage when drivers do not

respect traffic regulation.

Threats to security may also come from the

location data itself: it could be stolen if information

storage is insecure or the position estimates could

be erroneous. In the first case, the obligations

imposed on mobile telecommunication networks

are the same as the ones established for the fixed

telephone networks, thus the responsibility will be

similar for both fixed and mobile. The second case

is more controversial, as operators will probably

avoid any commitment regarding accuracy, in order

to avoid responsibilities resulting from an erroneous

user position determination. An option for lessening

liability problems was proposed by the LOCUS

project.122

To specify at the same time the requirements
for reliability and the principles for the testing
of location service performance. The operator’s
and service provider’s liability should be
limited in exchange for accepting and
submitting to a test regime based on the
standard. Such a test regime could be based
on both regular and random test campaigns
and lead to the delivery of a “certificate” valid
for a certain period.

4.3.4 Balance between security and privacy and
management of bridges between the virtual and
physical world

It is not clear whether location-based

services will be adopted ´en masse’ or not,

though emergency service applications (for 112

emergency calls) are already attracting citizens’

interest, and business applications are gaining

ground in the market place. Location services

will benefit society in many ways, but they are

also a big challenge to the privacy and security

balance.

User managed and network managed

solutions represent two possible extremes. In both

situations the network and/or the terminals will

have to be upgraded:

• User managed possibilities allow the user the

control of his data (and also make him

responsible for it). These techniques will be

based on satellite solutions because terrestrial

techniques rely on antenna positions and

operators are unlikely to facilitate such

information. As the terminal does all the

computing, the user would have to buy a more

expensive terminal. An incentive could be

delivery of emergency services: users could feel

motivated to invest in terminals if they thought

that their safety was improved. In order to

facilitate a high take-up by users, costs could

be shared, for instance by subsidising new

terminals.

• Network managed solutions require that the user

trust the operator to control his position.

Operators know anyway where users are for

traffic reasons, but they are also able to compute

location more accurately. The network would

need to be upgraded; this involves an investment

from the operator, who would normally need to

raise prices in a competitive market without

guarantees of revenues.

In fact, many intermediate solutions are

also possible. As terrestrial techniques lack

accuracy in rural areas and satellite solutions

lack coverage indoors, hybrid solutions are the

most probable.

122 LOCUS project, IST-1999-14093, Deliverable D2, “Service definition for Enhanced 112 Emergency Services, Addendum on
Institutional Issues”. http://www.telematica.de/locus
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Differences between user and network managed solutions

User Managed Network Managed

Computation and transmission happens only Location data would be computed by operators

by user request according to its network implementation

The biggest expenditure will be to upgrade The operators would have to bear the high cost

the terminals123 of network upgrading

The user may decide whether to transmit or Operators are forced to transmit location

not in an emergency information as accurately as possible to

emergency authorities

The user has to be aware of different privacy The operator should inform users about

regulations in different countries differences between different countries

The user is responsible for his data and has to The operators help the user to manage

take care of it (IMS could help) information securely

Stored data would only be those facilitated by All computed data (computed, of course, with

the user user consent) can be stored, independently

of whether it is used or not

The implementation of policies regarding Easier to achieve law enforcement of

location data would depend on the users. established policies

Only pull services will have location Push services could easily be implemented

information available

Different solutions to manage the location

information may be adopted, for instance, the user

consent could be asked for every line (within the

contract), for every service or every time a service

is required. The user could have the possibility of

explicitly disabling location computation both

through his device’s hardware or by means of

software. The service provider could receive

information about the user, or an intermediary

could ask for a service at certain place

(guaranteeing payment) without giving information

about the subject.

Different service architectures could permit

users to define exactly the degree of detail of

location data - ‘who gets which’ - as well as

identity information. More sophisticated structures

could even include a third party (not the

communications operator) which manages the

location information and asks for location-based

123 Of course, not accounting for the cost of the satellite system.

services. This third party could have access to the

users’ location information because it is trusted

by the user, but it could also provide services to

anonymous users who buy prepaid cards,

facilitating services in situ and charging them to

the anonymous prepaid card.

Location techniques and location-based

services will enable human tracking devices. It is

often assumed that marketers seeking business

opportunities and authorities preventing crime will

be the only threats to privacy, independence and

freedom. However, location tracking also enables

tracking by others, such as employers watching

their employees, individuals needing to be kept

informed about their team or family members or

even needing to keep a watch on those who care

for their relatives.

In order to facilitate company activities across

Europe and support the development of the
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European single market, all

kind of data should be treated

in a similar way. This was

studied by the EMILY project

which suggested that: “As

value-added services may be

based on traffic data as default

data (“old” handsets or

unavailability of location-

data), the location data regime shall be fully

aligned with traffic data regime” and “The same

regime shall apply to all sensitive data: whatever

these data are (personal, traffic or location

data)”.124

It is also worth considering law enforcement

security needs as well as their responsibilities. In

2001 the Council of Europe agreed the Convention

on Cybercrime,125 trying to ensure that forces of

law and order are able to investigate criminal acts

while protecting personal data. In parallel, the

events of September 11 may have distorted the

traditional balance between privacy and security,

putting law enforcement bodies in a better position

to request citizen’s personal information, including

location information. Law enforcement agencies

in several countries urged the adoption of data

retention practices, which would compel

communications service providers to capture and

archive information routinely detailing the

telephone calls, e-mail messages and other

communications of their users.

In 2002 the new regulatory framework for

telecommunications was passed. Within this

framework, the Directive 2002/58/EC left the

adoption of laws authorising data retention up to

each EU Member State. In January 2003, the Data

Protection Working Party recommended that

electronic communications traffic data, collected

in connection with services that have been paid

124 Recommendations 2 and 11 from EMILY Deliverable 22, “Regulatory Requirements Report”, IST project 2000-26040. http://
www.emilypgm.com/emily_d22.pdf

125 ETS 185, Nov. 23th 2001. http://www.coe.int/T/E/Legal_Affairs/Legal_co-operation/Fight_against_sexual_exploitation_of_children/
7_International_instruments/ETS185.pdf

126 Opinion 1/2003 (WP69) on the storage of traffic data for billing purposes (29 January 2003). http://www.europa.eu.int/comm/
internal_market/privacy/docs/wpdocs/2003/wp69_en.pdf

127 Opinion 5/2002 (WP 64) on the Statement of the European Data Protection Commissioners at the International Conference in
Cardiff (9-11 September 2002) on mandatory systematic retention of telecommunication traffic data (11 October 2002). http://
www.europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2002/wp64_en.pdf

for, be kept for a maximum of 3-6 months in order

to comply with EU privacy rules.126 The same idea

could be applied to location data.

Previously, at the International Conference

in Cardiff, September 2002, the Working Party

stated that keeping “all kinds of traffic data for a

period of one year or more would be clearly

disproportionate and therefore unacceptable in

any case”, 127 and this would also apply to location

data. At the same conference (the 24th

International Data Protection and Privacy

Commissioners Conference) the representatives

from over 50 Data Protection Authorities and

Privacy Commissioners stated:

The Commissioners agreed that whilst there
is the need to protect society from the outrages of
Sep.11 the reactions in many countries may have
gone beyond a measured response to the terrorist
threat with serious implications for personal
privacy. The Commissioners agreed that the need
to safeguard personal privacy in such
developments remains an essential task for the
worldwide data protection community. Unless an
approach is taken by Governments which
correctly weighs data protection and privacy
concerns there is a real danger that they will start
to undermine the very fundamental freedoms they
are seeking to protect.

Location data are part of these new

challenging data that law enforcement agencies

may wish to collect. Citizens, and policy makers,

may raise the following concerns:

- is the data involved going to be clearly defined?

- is the intrusion on privacy proportional to the

security benefit?

- is there another way of achieving the same thing

in a less privacy-intrusive way?

“In order to
facilitate company

activities across
Europe and support
the development of
the European single
market, all kinds of

sensitive data will
have to be treated in a

similar way.”
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- will it be possible to ensure that access will only

be allowed for security purposes or crime?

- can the user trust that sensitive data will be

protected against manipulation, theft or

diffusion?

- will these data favour any form of profiling,

which may be based on discrimination or

exclusion?

- will the user be informed and trained about how

can he/she protect his/her privacy?
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Chapter 5: Ambient
Intelligence and Virtual
Residence

Chapter 5 analyses the citizen’s interactions,

from both within the home and outside the home

in a future ‘Ambient Intelligence Space’. Ambient

Intelligence provides a vision of the future

Information Society where humans will be

surrounded by intelligent interfaces. Progress in

computational technologies (e.g. miniaturisation,

portability, storage),  in ubiquitous connectivity

through wireless technologies and in user-friendly

interfaces, has given rise to this vision.

Ambient Intelligence raises the need for new

security paradigms and for protecting privacy. The

idea that this new technical environment tends to

blur the traditional boundaries between private and

public spaces is the core of this chapter. The

concept of Virtual Residence (i.e. the future smart

home and its critical domestic infrastructures, the

citizen’s life online and on the move) makes an

important case for the future shape that security

and privacy may take in this new environment.

5.1 Introduction

5.1.1 Ambient Intelligence and the ‘disappearance’
of computers

As noted above, Ambient Intelligence (AmI)

refers to a vision of the future Information Society

where humans will be surrounded by intelligent

interfaces. They will be supported by computing

and networking technology that is everywhere -

embedded, for example, in everyday objects such

as furniture, clothes, vehicles, roads and smart

materials. Computing capabilities will be

ubiquitous (not only inside computing devices),

connected, and always on, enabling people and

devices to interact with each other and with the

environment. Computer devices will become

increasingly small and cheap, easily interconnected

and easy to use. Smart devices will also be able to

sense, think and communicate.128

This vision is reflected in a variety of terms that

have emerged in recent years: ubiquitous computing,

pervasive computing, disappearing computing, pro-

active computing, sentient computing, affective

computing, wearable computing and ambient

intelligence. However, Marc Weiser, a computer

scientist at the Palo Alto Research Center (Xerox Parc)

had already coined the term ‘ubiquitous computing’

in 1988. In a seminal article in the Scientific American

he argued that “the most profound technologies are

those that disappear. They weave themselves into the

fabric of everyday life until they are indistinguishable

from it”.129

The different terms used

can imply a different focus130

or geographical preference.

AmI is clearly more prevalent

in Europe while ubiquitous

and pervasive computing are

predominantly used in the

US and other parts of the

world. It could be argued

that the broad vision of the future of computing

becoming ubiquitous, interconnected, invisible and

intelligent is a shared one based on the

convergence of three key technologies: Ubiquitous

Computing, Ubiquitous Communication, and

Intelligent User-friendly Interfaces. It should also

be noted, however, that the European vision,

128 ISTAG (2001) Scenarios for Ambient Intelligence in 2010, IPTS-ISTAG, EC: Luxembourg. http://www.cordis.lu/ist/istag
129 Weiser, M. (1991) ‘The computer of the 21st century’, Scientific American, September 1991, pp.94-101. http://www.ubiq.com/

hypertext/weiser/SciAmDraft3.html
130 Sentient computing for instance looks primarily at using the environment as the interface while affective computing focuses

primarily on incorporating emotions in interfaces and/or in human computer interactions.

“AmI will satisfy
human needs in a
user-friendly way.
There is however,
wide-spread concern
about its potential
use for data search,
monitoring,
surveillance and
mining.”
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developed by ISTAG, emphasises explicitly its

‘human centred’ orientation.

The ISTAG131 vision statement on AmI

describes an environment that is intelligent and

aware of the specific characteristics of human

presence and personalities, takes care of human

needs and is capable of responding intelligently to

spoken or gestured wishes. It can even engage in

intelligent dialogue. ISTAG warns that there is a

potential risk of loss of control in such an

environment and stresses the importance of giving

ordinary people control over AmI and the ways in

which its systems services and interfaces are

implemented. AmI therefore represents a

paradigmatic shift in computing towards ‘human

centered computing’ whereby computing moves

to the background in support of human interactions.

Today, AmI is still more of a vision of the future

than a reality. It is so compelling, far-reaching and

ambitious, however, that even if it were only partly

realised, its societal implications would be

enormous. In fact, many experiments, prototypes

and field tests are emerging all over the world as a

result of RTD investments by both academia and

industry.132 AmI is for instance presented as a key

concept in the EU FP6 IST programme for the

period 2002-2006. This RTD programme aims to

support and stimulate innovation and the S&T

knowledge base for growth, competitiveness and

well being in the future Information Society in

Europe.133

Though many benefits are expected from AmI

technologies, there is also widespread concern

about their potential use for monitoring,

surveillance, data searches and mining. The general

acceptance of these technologies requires high

levels of trust; and the security of the underlying

infrastructure will be expected to protect citizens

from various types of intrusion while collaborating

with law enforcement requirements and

maintaining their dynamically managed private

(family and friends) and wider community

interaction. Privacy and security are core concerns

in this context, especially when another concept

proposed by ISTAG, i.e. the Ambient Intelligence

Space is considered.

5.1.2. Ambient Intelligence Space

Ambient Intelligence Space is the collection

of technologies, infrastructures, applications and

services across different AmI

environments. Examples of

future AmI environments are

the home, the car, the school,

the neighbourhood, the city,

etc. These should not be

regarded as simply physical

and social spaces but also as

connected, smart and virtual

environments. The AmI space

is not just the collection of its

component parts, but involves genuine integration

and migration between them. It is precisely the

seamless interconnection and integration of these

various environments and the management of the

required interoperability that constitutes the AmI

Space. As such it spans all the different spheres of

everyday life by migrating between technologies,

services and users.

The AmI Space is composed of collaborative

(location or social based) sub-spaces, of devices

(including sensor and actuator systems), services

(including their interfaces) and the connecting

networks. The AmI Space must “know itself” and

its components, configure and reconfigure itself

under varying and even unpredictable conditions

and must be expert in self-protection in an open

and heterogeneous world (Figure 5).

131 ISTAG is the Information Society Advisory Group, a group of experts from both academia and industry advising the IST (Information
Society Technology) program of the European Commission: http://www.cordis.lu/ist/istag.htm

132 Industry players use different terms for comparable visions on the future of computing. Philips for instance is a strong promoter
of ‘Ambient Intelligence’ (http://www.research.philips.com) while IBM prefers ‘Pervasive Computing’ (http://www.research.ibm.com/
thinkresearch/pervasive.shtml).

133 European Commission (EC) (2002) Information Society Technologies. A thematic priority for Research and Development under
the Specific Programme “Integrating and strengthening the European Research Area” in the Community sixth Framework
Programme, IST Priority, WP 2003-2004, EC: Luxembourg. http://www.cordis.lu/ist

“The seamless
interconnection and
integration of the
different AmI
environments as well
as the management of
the required
interoperability raise
concerns over the
balancing of privacy
and security.”
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The AmI Space should contain applications

and services that actively support humans in

achieving specific tasks. It should interact with the

user, model and know user behaviour, control

security aspects to ensure the privacy and security

of the transferred personal data and deal with

authorisation, key and rights management. It should

also ensure the quality of services as perceived by

the user. As such, the AmI Space is not just a

technical space. Realising the AmI space will be

no trivial task.

Crucial issues are availability and protection

of copyrights, privacy and security of personal data,

regulations and open standards, and viable business

models. It is precisely the connection and integration

of the different AmI environments described above

that raises most concern over balancing privacy and

security. Moreover, ISTAG135 argues that this AmI

Space will require a new security paradigm that is

different from the security approaches that are

deployed today (see next section). Another core

challenge for this AmI Space, as regards security and

privacy, consists in managing the blurring boundaries

between what are regarded as (open) public spaces

and (protected) private spaces, as will also be

explained below.

5.1.3. The concept of Virtual Residence and the
citizens’ private space

As our lives, homes, cars, neighborhoods,

cities and other environments become increasingly

digitized and connected (Cf. AmI environments),

more and more personal information will be

gathered, stored and possibly accessed by or

disclosed to third party sources, service-providers,

institutions and/or other people. This information

encompasses not only basic personal identification

data such as age, sex and location but also

information and content such as events information

(past, current and future), working documents,

family albums (pictures, video, chat) and even

shopping, and medical and financial records.

Figure 5. Ambient Intelligence Space134

134 Source: ISTAG (2002a) Strategic orientations and priorities for IST in FP 6, Report of the IST Advisory Group, p.16, EC: Luxembourg,
June 2002. http://www.cordis.lu/ist/istag

135 ISTAG (2002b) Trust, dependability, security and privacy for IST in FP 6, Report of the IST Advisory Group, EC: Luxembourg, June
2002, p.9. http://www.cordis.lu/ist/istag
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The physical barriers of proximity that restricted

access to this personal information in traditional

societies are disappearing in an Ambient Intelligence

environment, not only where this information is

networked and thus remotely available, but also

where the boundaries between traditionally distinct

environments (e.g. work, home, school) are

disappearing as the private sphere is brought into

the public sphere and vice versa. Although the

distinction between private and public spaces is not

always clear-cut, people are aware of the boundaries

between them (and of the grey zones) and take

informed or intuitive decisions on how to act

accordingly. Socio-cultural norms, habits and legal

rules provide the guidelines for people’s assessment

of what is a private or a public space.

The complex interrelationship between what

is regarded as public or as private – affected by

ICTs and in the future even more by AmI – is

inherently related to issues of

privacy and security. In the

physical world, personal

privacy is typically protected,

both legally and socially, by

the notions of “domicile”

and “residence”. These are

carefully developed and

recognized concepts that

have even evolved to

encompass other (mobile)

spaces such as the car.

Indeed, in some countries

the interior of a car benefits from the same legal

protection as the private domicile.136

The concept of “Virtual Residence”137 is

proposed as a means of tackling new concerns

about identity, privacy and security within an

Ambient Intelligence Space that encompasses both

our physical and online/virtual lives and the

embedding of computing in everyday devices. It

consists therefore, of the following three elements:

- The future intelligent/connected home

(computing embedded in everyday objects

connected via domestic infrastructures);

- The online lives of people, families, households;

- Mobility and interoperability between different

AmI environments (Cf. AmI Space).

The future intelligent home will contain many

smart devices able to sense activity and to

communicate this information to other appliances,

people and networks, both within the home and

outside the home. Within the home, domestic

infrastructures can be regarded as the backbone of

all these connections. It consists of wired, wireless

and mobile technologies, amongst others.

The concept of virtual residence can be seen

as a virtual representation of the smart home. It could

be used as a mental map to manage security and

privacy, both remotely and from within the home.

Today, the problem is that in the online world, there

are very few social and legal indicators of what

constitutes a private space. There are no clear labels

to help Internet users judge where private digital

territories start or end, nor are there social norms –

such as ‘the netiquette’ – to discourage people from

entering private online spaces (without

authorisation). This lack of indicators not only implies

technological challenges but also urges for

clarification of the social and legal framework of

this new AmI space. Virtual residence could be used

to represent the online private space of people,

families or households in Ambient Intelligence and

it could enable the creation of new ways of living in

cyberspace. It could be a mental model and virtual

space on its own for dealing with the definition of

public and private in the online world and thus for

managing personal identities,138 privacy and security.

Just as the notion of physical “residence” has

evolved – in some countries – to encompass other

(mobile) spaces such as the car, and similar to the

way people move through time and space, virtual

136 Conseil Constitutionnel 12 janvier 1977, decision 76-75 DC, “fouille des véhicules” et protection de la liberté individuelle.
137 See for a first description on this: Beslay, L. & Punie, Y., The concept of virtual residence, IPTS Report special Issue, The future of

identity and privacy, Vol. 67, Sept 2002, http://www.jrc.es/pages/iptsreport/vol67/english/
138 Hansen, M. & Berlich, P. (2003) Identity Managent Systems: Gateway and Guardian for Virtual Residences, Paper for the New

Media, Technology and Everyday Life in Europe (EMTEL) Conference, London, 23-26 April 2003. http://www.emtelconference.org

“The physical
barriers of proximity
that restricted access

to personal
information in

traditional societies
are disappearing in an
Ambient Intelligence

environment where
the private sphere is

brought into the
public sphere and vice

versa.”
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residence (including intelligent agents) should be

seen as a mobile and dynamic concept travelling

through different AmI environments.

The concept of virtual residence could

help to:

- Tackle concerns about identity, privacy and

security within the smart home and outside, and

also in peoples’ personal online activities.

- Contribute to a better perception and

consideration of a citizen’s personal digital

territory.

- Tackle the blurring boundaries between what is

public and private in the online world and

especially the crossing of these boundaries.

- Extend the citizen’s personal digital territory

through time and space.

Therefore, the concept of virtual residence

should be defined in such a way as to represent

people’s multiple identities (legal and social),

respect their privacy and establish an acceptable

level of security. It could provide citizens with a

familiar concept for understanding new privacy and

security challenges and thus enhance the trust and

confidence necessary for people to feel at home in

their future smart/intelligent homes and to be at

ease with their online lives. Comparable to the

domicile and residence concept in the physical

world, a similar level of sophistication is needed

in the future for the virtual residence.

5.2. Privacy issues

5.2.1. Border-crossing and privacy invasions

With Ambient Intelligence, the monitoring and

surveillance capabilities of new technologies can

be massively extended beyond the current credit-

card and shopping records (e.g. consumer loyalty

cards), Internet logs (e.g. e-mail, news postings,

discussion forums) and detailed phone invoices.

This will be possible not only because this

intelligent environment will be able to detect and

monitor constantly what people are doing in their

everyday lives, both offline and online, but also

because it will connect and search isolated

databases containing personal information. Some

argue it might even mean the end of privacy139 since

it will be very difficult for people to find a place

where they can be left on their own; a space where

they will have “the right to be left alone”, the latter

being one of the first definitions of privacy,

developed by Samuel Warren and Louis Brandeis

in 1890.140

The act of locating and thus monitoring people

digitally has already raised privacy concerns. The

so-called Active Badge System is an early example

of AmI in the office environment. 141 By wearing

these badges, employees are identified and located.

One of the perceived benefits of this application is

telephone call routing to the phone that is closest

to the physical location of the person. This could

be extended to desktop routing whereby a users’

computer desktop – and thus all the information

and files – can be retrieved on any computer

terminal in any office room.142 Although privacy

concerns initially raised seem to have disappeared

as, after all, privacy at work is perceived to be

different compared to the home environment, with

future AmI systems, not only less visible signs of

monitoring are expected (e.g. no need to wear

badges) but also more sophisticated ones.

Comprehensive monitoring or surveillance

techniques create new opportunities for what is

called ‘border crossings’. Gary Marx identified four

139 E.g. Garfinkel, S. (2001) Database Nation. The death of privacy in the 21st Century. O’Reilly, 2001.
140 Warren, S. & Brandies, L. (1890) The Right to Privacy, Harvard Law Review, Vol IV, No.5. http://www.lawrence.edu/fac/boardmaw/

Privacy_brand_warr2.html.
141 The Active Badge system, in use at different universities since 1992, provides a means of locating individuals within a building by

determining the location of the Active Badge. This small device worn by personnel transmits a unique infra-red signal every 10
seconds. Each office within a building is equipped with one or more networked sensors which detect these transmissions. The
location of the badge (and hence its wearer) can thus be determined on the basis of information provided by these sensors.
See: http://www.uk.research.att.com/ab.html; http://www.ics.agh.edu.pl/ABng/papers.html

142 In the home, a similar application is under development whereby for instance the display showing a TV program will follow the
person watching it when moving trough different rooms.
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borders and argues that the crossing of one or more

of these borders usually implies that people feel

their privacy is invaded. 143 These borders are:

• Natural Borders: Walls, doors, cloths, darkness, but

also sealed letters and telephone calls protect

personal information and activities; and indicate

private spaces. What you ‘normally’ or ‘naturally’

can sense (see, hear, smell) or comprehend when

your presence is not hidden, is regarded as public.

It means that you are entitled to perceive it, although

not necessarily to share it. Sensors attached to the

body measuring temperature and heart beat in order

to assess if someone is nervous during a

conversation (e.g. job interview) would be a future

AmI example of natural border crossing.

• Social Borders: Social norms and rules indicating

expectations about confidentiality and its varying

degrees according to the position of people in

social networks (e.g. family members, doctors,

or judges, colleagues at work). Reading a fax or

photocopy that you happen to see but that

belongs to others can be regarded as privacy

invasive. In the future AmI space, an example of

social border crossing would be to identify

people via biometrics when entering a shop in

order to check their credit history that is stored

in other databases.

• Spatial and/or Temporal Borders: People may

prefer not to convey their complete lives to

everyone, but only different parts of it to different

target groups. There may be a need for them to

remain separated, both in time (e.g. your

employer knowing about the sins of your youth)

and space (your employer knowing about your

current leisure activities). These borders involve

assumptions about the compartmentalisation of

ones’ personal biography. Crossing these borders

may be perceived as privacy invasive, for instance

when face recognition software allows people

to check if someone is present at a publicly

broadcasted event (e.g. via webcam).

• Ephemeral or transitory borders: Interactions,

communications and remnants such as garbage are

fleeting, like a river, and are expected not to be

captured or preserved (e.g. a slip of the tongue or

an everyday life bloomer should not follow people

eternally). Things (e.g. information) may get lost and

have the right to get lost. The memory amplifier

example mentioned below indicates how these

borders can be crossed in the future AmI space.

Central to border crossings are ideas about

what is public and what is private, about where

the private person stops and the public person

begins. The problem is not only that the borders

between both are fluid, relative, multi-dimensional

and dependant on context, situation, culture and

personal preferences144 and therefore difficult to

generalise, but also that with new AmI

technologies, the crossing of these borders

becomes easier and possibly more likely. In the

name of personal, private or public/national safety

and security, monitoring and surveillance could be

done by individuals (e.g. spying on your

neighbours145 or on other people146), companies

(e.g. tracking products147 and making consumer

profiles) and states. Without effective privacy and

data protection measures, this brave new world of

smart environments and interconnected objects

could become an Orwellian nightmare.148

143 Marx, G.T. (2001) Murky conceptual waters: the Public and the Private, Ethics and Information Technology, Vol. 3, No. 3,pp.
157-169.

144 Marx proposed to differentiate between the individual, the intimates, selected others, formal relationships and the rest for
determining whether information is private or public, rather than looking at a private or public space as such.

145 Privacy invasive threats are usually defined as coming from governments and/or private companies but with AmI technologies
becoming available for everyone, people could start to watch each other. Already today, with wirelessly connected CCTV (Closed
Circuit TV) it is possible to watch your neighbors with security cameras installed to protect the home. The former obviously raises
privacy concerns. See for instance: ‘Wireless cameras raise privacy fears’, Newscientist, 17 May 2003. http://www.newscientist.com

146 Just recently, the president of the YMCAs of Australia proposed to ban all mobile phones with a camera from swimming pools
across Australia as a ‘proactive response to a potential problem’ (illicit photographs). BBC Online, ‘Australia bans mobiles from
pools’, 12/06/2003. http://news.bbc.co.uk/1/hi/technology/2984780.stm

147 Cf, infra examples of Benetton or Gillettes.
148 Mattern, F. (2003) Ubiquitous Computing: Scenarios for an informatized world, ETH Zurich, Paper to be published. http://

www.inf.ethz.ch/vs/publ/index.html; Bohn, J., Coroamã V., Langheinrich, M., Mattern F. & Rohs M. (2003) Disappearing Computers
Everywhere. Living in a World of Smart Everyday Objects, Paper for the EMTEL Conference, London 23-26 April 2003. http://
www.emtelconference.org
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Also new opportunities for

border crossings could emerge

with personal information and/

or activities that were once

thought to be meaningless or

harmless. Consider, for

instance, an application that is

developed in the mobile

computing field, i.e. the

‘memory amplifier’. This AmI device or application

allows the mobile computing wearer to constantly

record everyday events. It has the advantage of

never forgetting anything - any statement made,

not only of the person himself but also of the

interlocutor, is recorded and stored for possible use

afterwards (and even many years later).149 This

clearly indicates the crossing of ephemeral and

transitory borders. A private conversation is no

longer private since extracts or even the complete

conversation could be disclosed to others at any

time and place in the future. 150

5.2.2. Privacy and Virtual Residence

As mentioned above, Virtual Residence

consists of three interrelated elements: the future

smart home, the online lives of people, families

and/or households and mobility/interoperability

between different AmI environments.

Future smart home

For AmI to be intelligent, useful and pro-active,

it is by definition based on intensive monitoring

and surveillance techniques. AmI will consist of a

huge number of sensors embedded in the

environment, in objects and even in or attached to

people. These tiny sensors will be connected in

sensor networks which will monitor everyday

activities across different AmI environments in ways

that might be completely invisible151 to the people

being watched.

The potential risks of privacy invasive

monitoring and surveillance are high. For every

sensor, a different debate could be held – as argued

by researchers involved in the US based Georgia

Tech Aware Home152 – on where (and where not)

to install a sensor in the smart home, and for what

purpose the sensor information can or cannot be

used. Sensors may be used to detect physical

activity (e.g. a person entering a room, a

temperature change, an object being moved) and

therefore do not necessarily collect personal

information. Sensors can also safeguard privacy

through anonymity but coupled with other data,

especially identification data (e.g. video camera)

they may become privacy invasive (e.g. identifying

and storing who moved the object).

Natural borders could thus easily be crossed

in the smart home where rooms are equipped

with sensors. Other people are able to know –

remotely, if they wish– who is in the home, in

which room, with whom (other inhabitants and/

or visitors), at what time, and also, maybe, what

one is doing. It is easy to argue that people can

opt out by not installing, activating or using these

features, but the situation is more complicated

since services are expected to provide added

value. For example, monitoring the most private

spaces of the home such as the bathroom might

even be worthwhile, for medical purposes such

as preventive medical care.

Access to the smart home could be granted

via biometric identification methods and as such,

there would be no direct privacy threat involved

so long as the system is just event driven. But when

access data are stored and time stamped, the system

is likely to become privacy invasive, since it can

reveal the time a particular person entered or left

the home. Another crucial question related to time

is how long the data are stored: is data retained for

a specific period of time or for ever? When time

“The need for a
virtual residence

concept in the future
AmI Space arises

because of the need to
preserve the balance

between security and
privacy as it has been

established in the
physical world.”

149 It is assumed that technologies for archiving, searching and indexing will have further matured.
150 Bohn, J. et al., Ibid.
151 A fundamental characteristic of AmI is indeed that computing capabilities move to the background and become invisible, hence

R&D programs such as ‘the disappearing computer’, an EU funded activity in Future and Emerging Technologies (FET) of the IST
research program.http://www.disappearing-computer.net

152 Gooley, C. & Saponas, T. (n.d.) Privacy issues of the Aware Home. Paper on the Geogia Tech Aware Home project. http://
www.thegooley.com; See also http://www.awarehome.gatech.edu.
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stamped data are stored,

privacy invasion likelihood

increases. There is a

difference between a

computer having a record of

the movement of objects

from one room to another

(e.g. beer from the kitchen to

the living room) and having

exact data on who drinks

what, at what time, in which

room (e.g. controlling

children’s behavior).

Different opt-in and opt-out possibilities can

be foreseen when installing and implementing

monitoring and surveillance techniques. Not all

rooms of the smart home need to contain sensors.

‘Anonymity spaces’ where no monitoring and

surveillance is possible could be considered, or

‘anonymity moments’ during the course of the day.

Other technological possibilities for opting out

could be taken into account. The use of

microphones for receiving speech commands to

the intelligent environment can be specified so that

they only react to keywords or to loud speech.

Speaking softly would then be a way to opt out.

The resolution and frame rate of video cameras

make a difference in relation to how accurate the

monitoring is (e.g. difference between knowing

someone is in the room and who is in the room).

Sensors can be also be placed in such a way that

people can walk behind them, or step over them.153

There are thus many different possibilities and

technologies to be considered, but it should be

clear that privacy invasion is a real concern in the

future home embedded with sensors and

computing capabilities. If there are no privacy

enhancing strategies available, people might not

be willing to live in this smart home. As long as

sensitive data remain in the home, and thus within

the legally and socially protected environment of

the home, it could be argued that privacy concerns

are less imminent. But since the smart AmI home

is a connected home and thus accessible,

manageable and visible from the outside, new

privacy invasive threats are becoming possible from

the outside world. But even within the home,

certain rooms are more private than other rooms,

and household individuals could spy on each other,

raising again privacy issues, as some examples

mentioned above indicate.

The future smart home could also run the risk

of going against the notion of the home as a

sanctuary, as a place where people can rest, relax

and be left alone, away from the burdens of work

and public life. The home represents a private

territory, a sanctuary where there is intimacy,

anonymity and a possibility of solitude. The

protection of the material/physical home is one

of the oldest human rights and it is still enshrined

in international human rights law and in national

constitutions, as shown in chapter 5.1 of this

report. Although the notion of home as a sanctuary

might hide the tensions, struggles and inequalities

(e.g. gender) that occur in the lives of many

families, its symbolic meaning as a private space

cannot be underestimated. The home is more than

a certain physical environment; it is also about

feeling at ease and being comfortable. The idea

of non-interference in order to ‘manage’ his/her

relational, civil and political life as a free human

being is regarded as crucial in a democratic

constitutional state. Values protected by the

inviolability of the home therefore might need to

be extended to the virtual world, hence the notion

of virtual residence. This argument urges that

ethical and normative questions be raised and that

societal choices be made that go beyond

procedural data protection rules.154

Private online life

For AmI to be intelligent, useful and pro-active,

it must be based on intensive monitoring and

surveillance techniques in the smart home. It needs

a lot of personal information. AmI can, by

definition, only be useful and meaningful if it

“AmI will consist of
a large number of

sensors embedded in
the environment, in

objects and even in or
attached to people.

Some argue that AmI
means the end of

privacy since it will be
very difficult for

people to find a place
where they can be on

their own. Others
raise the need for

‘anonymity’ spaces
and moments.”

153 Ibid.
154 Chapter 6 of this report: Gutwirth & De Hert, Making sense of privacy and data protection. A prospective overview in the light of

the future of identity, location-based services and the virtual residence.
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contains historical and current data about

individuals’ preferences and activities (user profiles)

as a basis for delivering value added, pro-active

services. A crucial but inevitable trade-off between

keeping certain personal information private and

receiving convenient, efficient services will have

to be made.155

The concept of virtual residence could

contribute to clarifying the difference between

public and private by way of providing a visual

and mental model for representing the online

private space of people, families or households in

Ambient Intelligence. It could be used as a mental

map and virtual space on its own for dealing with

public and private in the online world, in the same

way as the digital city metaphor is used for online

public life in a city.156

The virtual residence

would then become a user

interface for peoples’ online

lives based on a representation

of the characteristics of a

physical residence, with

rooms, doors, bells, etc, and

their corresponding subtleties

of leaving a door for instance

half open. It would not only

provide a “look and feel” of

where perceived levels of

privacy are important but it would also take the

context of specific activities into account. For

example, a visitor could be taken into a specific

virtual room implying certain social and privacy

related rules and norms; a colleague would join

you in the study room, automatically establishing

the working context by opening the right files,

putting other data into the background. Not all

boundaries of the virtual residence have to be

known from the start but can evolve and change

over time in the same way as social norms and

values are elaborated in the physical world. Users

may benefit from the virtual residence metaphor

as an interface for Identity Management Systems

whereby the user remains in control of his/her

privacy and private space.157

Not only are there privacy concerns about

accessing private spaces that have no clear

indicators or that give no prior indication that they

are private, but there are also concerns about the

digital footprints people will leave behind in the

future AmI Space. Internet users, especially the

newcomers, typically assume that their activities

in cyberspace are private since no one in physical

space is observing them as they use their

computers. However, ‘click stream data’ or ‘mouse

droppings’ leave ‘electronic footprints’ that become

a detailed digital record. Unless they have been

explicitly made aware of this fact, they may not

realize this is occurring. The automatic capture of

personal information via IP numbers or cookies for

instance is not clearly signaled, and users are not

well informed about it.158

“The rules of the cyber-road are not clearly
posted… Because of the non-obvious nature
of cyber-tracking, some visual cues about
when and how tracking occurs may be
necessary in order to make cyberspace
somewhat more comparable to what people
have become accustomed to in physical
space”.159

It could be argued that today Internet users do

have knowledge of the collection and possible use

of personal information because of ‘privacy notices’

or ‘information practice statements’ on websites,

but these are typically small font notices that users

have to look for. Visual labels could be more

effective.

People may also be unaware that personal

information about them is available via search

155 E.g. SRI (2003) Distributed Identities: Managing privacy in pervasive computing, SRI Consulting Business Intelligence, Explored
Viewpoints, May 2003.

156 E.g. Lieshout, M. J. van (2001) Configuring the digital city of Amsterdam - Social learning in experimentation. In: New Media &
Society, Vol 3 (1) pp. 27-52.

157 Hansen & Berlich, Ibid.
158 Regan, P.M. (2002) Privacy as a common good in the digital world, Information, Communication & Society, 5:3, 382–405.
159 Ibid: 388.

“Virtual residence
could contribute to

clarifying the
difference between

public and private. It
could become the user

interface for people’s
online lives based on a

representation of the
characteristics of a
physical residence,
with rooms, doors,

bells, etc.”
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engines. Standard Internet search facilities can

today be used to gather information about where

people live and work and what their interests are.

This raises the question of whether personal

information on the Internet is public, since the

Internet is a public network.160 However, instead

of looking at the public vs private status of the

network as such, it would be more relevant in the

future AmI to distinguish between personal data

and sensitive and/or intimate data. Data protection

laws as such do not distinguish between data,

although they recognize the existence of a special

category of sensitive data, i.e. data relating to racial

or ethnic origin, political opinions, religious or

philosophical beliefs, trade union membership or

data concerning health or sexual preference.161 The

underlying motive for a higher protection for the

processing of sensitive data is based on the potential

risk of discrimination.162

There are possibilities for individuals to control

or restrict the flow of personal information but the

market in personal information tends to place the

burden and cost of this on the citizen. Since

information about people is a resource for

organizations, they might collect as much as they

can unless internal or external costs become too

high. Organizations are unlikely to act unilaterally

to make their practices less privacy invasive. Unless

choices are easy, obvious and cheap, people will

probably go with the default position and that is,

in cyberspace, more likely to be privacy invasive.

As a result, the privacy level available online is

less than that which is required by the norms of

society and people’s stated preferences.163

Private digital territory needs to be protected

in a similar way to the way physical residences are

protected today. On the one hand, it would allow

one to have an inaccessible personal digital place

where private digital assets could be stored and

manipulated, and on the other, it could represent

a virtual personal sanctuary, i.e. the virtual

residence. As mentioned above, having a physical

place where one can be left alone as a free human

being is a crucial component in democratic

societies and a similar zone of non-interference in

the digital world would thereby be legitimate as

everyday life becomes increasingly digitized.

Mobility and Virtual Residence

Just as the notion of physical residence has

evolved to encompass other (mobile) spaces such

as the car, and just as people move through time

and space, so virtual residence should be seen as

a mobile and dynamic concept traveling through

different AmI environments (home, work, school,

leisure, neighborhood, city). The AmI space

indicates a seamless connectivity and

interoperability between these different

environments. This would mean that people can

access their virtual residence as a protected private

space from any other public and private space. This

follows the sociological trend, enabled by ICTs (e.g.

mobile phones), of the blurring of traditionally

distinct spheres of living (e.g. home and work).

Mobility in AmI Space not only implies the

movement of people but also the movement of

personal data in cyberspace via things such as

caches, cookies, liquid software164 and

downloadable applications. Therefore, it seems to

be necessary to envisage online extensions of the

virtual private space that encompass intelligent

agents. These agents move through time and

cyberspace by ‘encapsulating’ personal data to

carry out requests for their real life counterparts.

Some intelligent agents, for example those used in

online travel shopping, compare the discounted

airfares offered by major airlines and are able to

book them online, having received the users’

160 Tavinim H.T. & Grodzinsky, F.S. (2002) Cyberstalking, personal privacy and moral responsibility, Ethics and Information Technology,
4, 123-132.

161 The 1995 Data Protection Directive; Directive 95/46/EC, Official Journal of the European Communities, L 281, 23 November
1995, 31-50.

162 Chapter 6 of this report.
163 Regan, Ibid: 397-400.
164 Liquid software is software that easily ‘flows’ from machine to machine. It is proposed as a new way of constructing computerized

networked systems.
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consent. In order to find the best flight ticket

corresponding to the user’s specific criteria, the

intelligent agent has to ‘go’ through numerous web

sites comparing the user’s personal data with the

traveling information offered. This example

illustrates how online personal information

belonging to someone’s private space can spread

around in online public spaces, without the owner

knowing about it. It indicates also the blurring of

boundaries between online public and private

spaces in the future AmI space.

5.3. Security issues

5.3.1. Security and Ambient Intelligence Space

ISTAG elaborates on the need for a new

security paradigm and mindset for the future

Ambient Intelligence Space in its paper on trust,

dependability, security and privacy for IST in FP6.

Security will become an increasing concern

because of the scale of AmI (millions of connected

devices and people), the foreseen mobility needs

(which introduces more vulnerability than in a static

world), its heterogeneity (in contrast with closed,

co-designed systems), its complexity of hardware

and software (introducing the dependability

challenge) and its distribution of knowledge and

resources (co-operation and interconnection).165

In the future AmI Space, people will participate

in a multiplicity of parallel, overlapping and

evolving relationships (one-to-one, one-to-many,

many-to-many) of which some will be very short-

lived and on the spot, others will be temporary and

moving through time and space and others that

will be long-lasting but very flexible and dynamic.

As a result, the parameters for this new paradigm

are change, dynamism, de-centralization

(distributed), flexibility, mobility, heterogeneity,

temporality and context-dependency, in contrast

with present day security parameters that are

relatively stable, well defined and consistent. In a

sense, this new approach reflects better our real-

world interactions based on trust and confidence

but it challenges present day computerized

security.166

There is also a need for online content and

services to be protected and secured in order for new

markets to be developed and enabled. The chicken

and egg problem between new services, content

protection and user demand has to be tackled167.

5.3.2. Smart home security

The future intelligent home will contain many

smart devices able to sense activity in the home

and able to communicate this information to other

appliances, people and networks, both within the

home and outside the home. In such an intelligent

environment, the risk of

external attacks could be

much greater than they are

today with computers

connected to the Internet.

This is due, for instance, to

the proliferation of access

networks which increase the

number of entry points and

also due to the intense

interconnection of these

networks. Moreover, threats

will come not only from

outside but also from inside

the home. Home network security needs to take

into account different life styles and household

compositions. Security requirements are different

– in terms of authorization and confidentiality, for

instance – for single-person homes, single-parent

homes, couples with small children and couples

with teenagers. Friends (teenagers and adults) and

visitors also need to be taken into account in the

home security policy. The notion of binary network

security (access or not) will have to be replaced

by more complex security mechanisms whereby

differential access is granted to different actors.

“The notion of
binary network
security (access or
not) will have to be
replaced by more
complex security
mechanisms whereby
differential access is
granted to different
actors. Home network
security will become
in the future not only
more important but
also more
complex.”

165 ISTAG, 2002b: 12.
166 Ibid: 6, 13.
167 ISTAG 2002b: 10, 19.
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Home network security will become in the future

not only more important but also more

complex.168

A crucial and new concern is that home

network security will become ‘critical’ in the future

AmI, hence the notion of ‘Critical Domestic

Infrastructures’ (CDIs). To highlight this, first, it should

be noted that today all kinds of infrastructures

provided by industry and government already exist

that are essential for society to function.169 The major

ones are: communications and information, electric

power, oil and gas, banking and financial services,

public administration, transportation, emergency

services and water supply. They offer many social

and economic opportunities and improve the

efficiency and welfare of society but there are several

risks. Infrastructures offer services but at the same

time, they put assets at risk. ‘Criticality’ therefore

draws our attention to the fact that the possible

disruption of an infrastructure could affect the

functioning of large portions of society and even of

a whole country in a pervasive and serious way.170

Moreover, the vulnerability of these infrastructures

increases as they become more and more

interconnected via ICTs. Due to the potential

negative impact of infrastructural failures on national

security and welfare, policies are needed to address

the vulnerability and security of these infrastructures.

Traditionally infrastructures are regarded as

public when they are universally accessible and

usable by everyone but there are also private

infrastructures used by companies and even by the

citizen (e.g. the home electricity network). In the

future smart home, these ‘domestic infrastructures’

become critical since disruptions and attacks on

the everyday life of the citizen could be much more

serious than they are with current day Internet

connected computers. For instance, health

applications at home that break down as a result

of domestic infrastructure problems could pose

medical threats to patients.

CDIs could become the backbone for all

information and communication services in the

home. They consist of wired, wireless and mobile

ICTs but also other existing and future new

networks may become carriers of information and

communication services, hence the notion of

different domestic infrastructures. As is the case

with public critical infrastructures, the vulnerability

of CDIs is expected to be increased as a result of

their interconnection and interdependence and

their software based management. It is specifically

this that is critical. ‘Criticality’, as regards domestic

infrastructures, should also be seen from the

citizen’s standpoint in order to safeguard his assets,

values and preferences, in contrast with global

societal concerns for public infrastructures.

This is touched upon in Figure 6. It identifies

the internally connected home via different

domestic infrastructures and their interconnection

via different access modes with external

infrastructure services. A special role is foreseen

for the gateway operator. This could be the citizen

who would be assisted by intelligent agents in order

to oversee applications, control the resources,

define and control access rights, choose between

several providers, etc. Part of these operator

functions could also be outsourced to third party

service providers.

The notion of ‘gateway operator’ is related to

a concept that has already existed for many years,

i.e. the residential gateway (RG). It was initially

conceived by the Residential Gateway Group (RG

Group) in 1995 as a centralized physical device,

placed between an in-home network and wide area

network (WAN). Nowadays different perspectives

exist on how RGs should be designed and

implemented because of the proliferation of wired,

168 Elisson, C. (2002) Home network Security, Intel Technology Journal, Vol. 6, Issue 4, November 2002, 37-48.
169 Protecting America’s Critical Infrastructures: Presidential Decision Directive 63, W. Clinton, USA, 1998, http://www.fas.org/irp/

offdocs/pdd-63.htm
Vulnerability and Security in a New Era, The Swedish Commission on Vulnerability and Security, OU 2001:41, Stockholm, 2001
http://forsvar.regeringen.se/propositionermm/sou/pdf/sou2001_41eng.pdf

170 The future of Canada’s Security and Defence Policy: Critical Infrastructure protection and DND Policy and Strategy, Charters, D.
http://www.ccs21.org/ccspapers/papers/charters-CSDP.htm Protection of the Canadian Critical Infrastructures, Canadian Security
Intelligence Service, July 2001.
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wireless, mobile and satellite networks. An Open

Services Gateway Initiative (OSGI) alliance has, for

instance, been constructed to define a multi-service

RG that is open, platform independent, and allows

for the dynamic delivery of managed services to

consumers.171 In the future home, different RGs

might be conceived as entry points to the domestic

critical infrastructures but there is also the

possibility that they could be bypassed by others.

However, security is an important issue with all of

them as they are points of entrance to the home

network. This is especially true for those parts of

AmI that are outsourced.

By being connected, the citizen and his

domestic sphere are exposed to potential threats.

Cyber-intrusions can penetrate through the

electronic communication links and cause

damage to information assets or to other

domestic infrastructures. A cyber-intruder may

also use the domestic infrastructure, for example

computer and communication resources, for

attacking a third party.

The citizen will have to be reassured and

protected against threats that might cause

unacceptable failures. The problem is that citizens

could be ill-prepared to tackle these risks partly

because information on vulnerabilities and threats

is highly technical and not easily understood by

the layman. Moreover, there are currently no

services in place (such as early warning and

computer emergency management) that can

support citizens in risky situations. The attitude to

risk will need to be based on risk assessment criteria

and thus on risk management. Therefore, there is a

need today and even more in the future with

Ambient Intelligence, for clear methods for

assessing the probability of unwanted hazards, their

duration, and potential consequences and

liabilities.

CDIs could be used to access knowledge

repositories dispersed in society, ranging from

public information (e.g. public libraries), to

commercially restricted information (e.g. news

services by subscription), to purely private

information (e.g. private health data held in a

Figure 6. The connected home: internal and external infrastructures

171 Infocomm (2002a) The connected home. 4th Infocomm Technology Roadmap Report 2002-2007, Infocomm Development Authority
of Singapore, November 2002. http://www.ida.gov.sg
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hospital database). Specific privacy considerations

need to be solved according to the domain,

permissions, time of the connection, and negotiated

by both sides: the service provider and the citizen.

In these cases, CDIs have to safeguard the citizen’s

security and privacy related rights.

There are also situations when privacy

protection has to be relaxed for the community’s

sake - for instance, when sharing resources or

participating in some virtual social gathering. It

could also be that government bodies ask or

enforce the citizen to renounce their full privacy

privileges in the name of national or societal

security. This will impose limits on CDI autonomy

vis-à-vis other critical information infrastructures.

It is also important to make provisions for when

CDIs fail. The severity of the failure and its duration

will depend on the extent to which there are

methods for rapid recovery and what alternative

methods are in place, e.g. how practicable it is to

revert to other means for the continuity of services

such as health or banking. Also, some of these

failures will have consequences across contractual,

organisational and national boundaries.

Consequently, there will be different pressures for

data collection for diagnosis and liability

assessment.

While it is commonplace to talk about

emergent properties of scale, complexity, and speed

it is useful to distinguish between threats to the

security of CDIs due to the emergence of:

- functionality (e.g. collective actions in data

processing within distributed environments);

- failure behaviour (e.g. loss of network availability

due to the concurrent data traffic demands from

multitude of users);

- user behaviour (e.g copying others and

innocently helping in broadcasting hoaxes, or

installing highly publicized but unwarranted

patches).

As with other more traditional infrastructures,

service quality for users and security levels should

be part of the services offered. These user

requirements will be satisfied by solutions deployed

by different actors all over the supply chain. They

need to be mapped into architectural redundancy

and diversity and functions for recovery and failure

management, that have to be assured by the

operators of the infrastructure. A single technical

decision by a user has no relevance at the

infrastructural level. Most solutions (for instance,

protocols) have to be universally accepted to be

effective. Where broad agreement is a precondition

for the deployment of a solution, he who pays for

it is not necessarily the first beneficiary. The ecology

of social, technical and market interaction needs

to be addressed in analysing the means for securing

CDIs. This implies socio-policy measures beyond

the technical ones. Different stakeholders are

involved and governance principles need to be

applied.

Hazardous infrastructures

have been highly regulated,

because there is a clear

awareness of the perils

involved (e.g. domestic gas and

electricity installations). The

growth of Ambient Intelligence

will tend to link these

infrastructures to the network

for reasons of convenience. It

is difficult to imagine the

establishment of rules for

assuring CDIs, but it is possible

to think of the request for minimum security

measures (e.g. anti-virus, firewalls). The issue of

liability remains open. What if a cyber-intruder

causes harm to other infrastructural systems (e.g.

the electric power meter) in a networked house? Is

the citizen liable as he has not taken due care?

And who will have to pay for the damage: the user,

the infrastructure provider, or all commercial

activities taking advantage of the infrastructure? Is

insurance the answer to these problems?

It should also be mentioned that security

applications could enable consumers to protect their

properties. The notion of home automation and

intelligent homes has been around for more than a

decade but has not attracted, as yet, a large consumer

market. Household alarm systems however are

“In the future
home, different RGs
might be conceived as
entry points to the
critical domestic
infrastructures but
there is also the
possibility that they
could be bypassed by
others. Security is an
important issue with
all of them as they are
points of entrance to
the home network.”
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172 Haddon, L. (2003) Intelligent Homes Research, A report by I&I for English Partnerships, Garston, UK, March 2003.
173 Elisson, C. (2002) Home network Security, Intel Technology Journal, Vol. 6, Issue 4, November 2002, 37-48.

amongst the few applications that met relative

success. A review of consumer surveys and user

research on smart homes in the UK and Germany

revealed that, in most of the studies, security pops

up amongst the most appealing applications for

consumers.172 These can range from alarm systems

to deter and detect unwanted visitors, and detections

of malfunctions in the house, to alarm systems for

elderly and the disabled in cases of medical urgency.

Monitoring and surveillance could thus also

contribute to a perception of increased safety and

security, for these life-critical applications to be

accepted, they need to be reliable, dependable and

trusted for specific AmI applications and for the AmI

Space in general.

5.3.3. Protection of the Virtual Residence

Analysis of security concerns in AmI space

could be based on two main dimensions:

- The future home of the citizen: according to the

security expert Carl M.Ellison,
173

 “when the home

network is connected to the Internet, the domain

under consideration is no longer the home”.

People from the outside could have access to it.

It means that security concerns cannot be

restricted to the home network as such. They have

to take into account its connection or embedding

in cyberspace as a worldwide distributed

network.

- The growing mobility of citizens in the European

Information Society: personalisation of AmI space

which promotes mobility underlines a series of

critical security issues where the bridge

established between physical parameters, the

location of the citizen, and virtual ones like

database and user preferences, might constitute

the ultimate security threat.

Domestic infrastructures will become ‘nodal

points’ in the networked society. From a legal point

of view, it might be argued that, since domestic

networks are part of the home, they could be

treated as a private space. This is challenged

however by the trend towards distributed

computing or grid based systems, and therefore an

extension to this concept is required. With future

domestic technologies like health at home or the

growing online management of utilities and

facilities (electricity, gas, water, etc), the

management of risks and of the security of this

domestic infrastructure will then become critical

for the citizen.

The concept of virtual residence as regards

security aspects would constitute, by definition:

- A passive protection against potentially intrusive

measures conducted by public and private

organisations as well as other citizens. The private

territory is a legal (and social) sanctuary. Laws

and social norms protect the home or domicile

as a private space. The fourth amendment to the

US constitution has traditionally been considered

to protect homes and the area immediately

surrounding them from unreasonable

government intrusion. Definition of the

characteristics of this new virtual and legal

sanctuary gives the citizen a clear (legal) basis

for sueing people who may break into his/her

virtual residence.

- An active protection against potential

cybercrimes. Indeed, by establishing a clearly

demarcated private digital territory, the user

would be given the opportunity (the rights) to

prosecute any violation of this private sphere on

the basis of digital evidence (intrusion detection

software, etc.) and to use permitted active

preventive measures to protect it (passwords,

firewalls, etc.).  As an extreme example, parallels

could be drawn with the right to use firearms in

the US in order to protect the residence.

Future security concerns for the virtual

residence can also be considered in relation to e-

government (e.g. local taxes, administrative forms/

authorisations) and e-commerce applications.

Among other security aspects such as

confidentiality and differentiated access,
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174 LOI n˚ 2003-239 du 18 mars 2003 pour la sécurité intérieure (French Law)
175 Chapter 5.1 of this report.
176 Ward, K. (2003) An Ethnographic Study of Internet Consumption in Ireland: Between Domesticity and the Public Participation, A

report within the European Media and Technology in Everyday Life Network II. Emtel Key Deliverable, May 2003. http://
www.emtel2.org

authentication is seen as a crucial step since data

secured via encryption have little use if the true

identity of the recipient is not what was anticipated.

The security level of AmI space will have to rely

on trusted authentication methods which will

contribute to the development of the required

virtual indicators of private and public spaces.

5.4 Balance between security and
privacy

The need for a virtual residence concept in

the future Ambient Intelligence Space arises

because of the major concern to preserve a balance

between security and privacy for citizens in the

same way that it is established in the physical world.

Law enforcement investigations in the virtual

residence should only be authorised under specific

conditions described by the law, as they are in the

physical residence. The virtual residence should

not only be sees as physically located, as, according

to the last French regulatory measures regarding

the Information Society,174 it is now possible for

the authorities with a warrant to investigate not only

the company’s offices but also its database server

even if this is located in a third country.

Among other measures which could

contribute to the preservation of the balance

between security and privacy, we can list:

- The link between Identity Management Systems

as potential gateways and guardians for the virtual

residence.

- The concept of the virtual residence as mobile

and dynamic and not restricted to the physical

residence. In some countries, even the space

defined by a private car is also legally protected.

Therefore, intelligent agents and the issue of

delegation of power might also be included in

the application of virtual residence concept.

It is however not easy to determine the virtual

boundaries of the virtual residence. In the physical

world, they are generally clear as a result of

longstanding evolutions in the social and legal

systems about what must and must not be

considered as being part of the home. The

identification of clear-cut frontiers to the home and

the strong opacity protection it should offer might

well raise difficulties for the virtual residence. There

is almost no legislation or case-law on the subject,

and it seems also that the social, cultural and ethical

conventions about private and public in the virtual

world are anything but clear.175 Futher development

of the concept of virtual residence however, could

contribute to a better perception of these

boundaries.

However, inasmuch as the physical home

encompasses a domestic network, this network

could be protected in the same way as the physical

home (opacity protection against public and private

interventions) because it is physically located in

the same space, behind one or more ‘residential

gateways’. Third parties should at least be explicitly

made aware that they are trespassing or ‘tressurfing’

such a gateway.

The virtual residence may

today be seen as closely related

but very distinct from the

physical residence in

establishing clear boundaries

between private space and

public space. It can be

expected that in the future, as

online life becomes

‘domesticated’ or taken for

granted and thus an integrated

part of real life, clear

boundaries between virtual

residence and physical

residence will disappear. In relation to Internet it

is already becoming clear that people today

contrast the ‘online’ with the ‘offline’ to a much

lesser extent. This was typically the case for the

‘first generation Internet’.176 In the same way as the

“The Virtual
Residence (VR)
concept enables
people’s use of
multiple identities
(legal and social),
establishing an
acceptable level of
security while
respecting their
privacy. Comparable
to the domicile and
residence concept in
the physical world, it
requires a similar level
of sophistication.”
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Information Society will be embedded in the

Society at large, the physical and virtual residence

could become intertwined, paradoxically perhaps,

by establishing clear indicators and boundaries for

the virtual residence.

Virtual residence as the personal digital

territory of the citizen should not be seen purely

as a right of the individual. Privacy is both an

individual good and a collective good. It follows

that privacy decisions made by individuals affect

the total privacy available to all. This notion of

cyberspace as a common good implies that total

individual privacy via anonymity for instance

would make the Internet chaotic, a place of

strangers where practically no trust or confidence

exist. The social cost of this total individual privacy

would also be high since people with good

intentions would have difficulties in finding

likeminded others. People will have to make

privacy choices, but this should not require too

many additional steps and measures to be taken.

Otherwise, the choice is not a real choice with the

risk that the overall level of privacy available online

is less than that which the norms of society and

the stated preferences of people require.177

Although technology can do a lot to protect

privacy, in reality, “it can only safeguard privacy.

Figuring out what the safeguards ought to be, and

where our zone of privacy actually lies, is a matter

of policy, law, and ultimately, social norms”. Legal

and social questions have to be dealt with to allow

individuals to have a say in what information is

collected about them and how that information is

going to be used. This concern about privacy is

part of a larger concern about control, about people

having control over their own lives.178

Ambient Intelligence may be installed for

better or worse but given that many AmI enabling

technologies are facilitating monitoring,

surveillance and data searches and mining, it is of

great security and privacy concern for citizens,

governments and industry.

177 Regan, Ibid: 397-402.
178 Waldrop, M. (2003) Pervasive Computing. An overview of the concept and an exploration of the public policy implications,

Paper for the Future of Computing Project, Foresight and Governance Project. http://www.thefutureofcomputing.org
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Chapter 6: Balancing
Security and Privacy in
the Information Society

6.1 Privacy Concerns179

6.1.1 Privacy and Data Protection

The right to protection of private life constitutes

a relatively new concept in the development of

contemporary law. Although notions such as secrecy,

the right to be left alone and confidentiality, were

undeniably at the heart of the concept of privacy,

there is a strong tendency in literature and in case

law to interpret privacy as a broadly conceived

concept of autonomy, and particularly information

autonomy,  of the human person. In this view, privacy

is the legal concept which must or should provide

for the protection of individual freedom in our

societies. Hence it guarantees freedom of choice,

autonomy and self-determination of individuals. For

this reason, Article 8 of the European Convention

for the Protection of Human Rights and Fundamental

Freedoms (ECHR),180 agreed in 1950, is of great

importance since it states that:

“(1.) Everyone has the right to respect for his
private and family life, his home and his
correspondence. (2.) There shall be no
interference by a public authority with the
exercise of this right except such as is in
accordance with the law and is necessary in a
democratic society in the interests of national
security, public safety or the economic well-
being of the country, for the prevention of
disorder or crime, for the protection of health
or morals, or for the protection of the rights
and freedoms of others”.

In addition, since the 1970s, several European

states have passed data protection legislation; that

is, legislation protecting individuals from abuse

resulting from the processing (i.e. the collection,

use, storage, etc.) of personal data by public

administrations and private actors. These laws

specify a series of rights for individuals and demand

good data management practices on the part of

the entities or actors that process data (‘data

controllers’). At the root of data protection is the

desire to protect the citizen. Its purpose is to ensure

that personal data are not processed in ways which

make it likely that personal integrity and privacy

will be infringed or invaded.

Under the current state of affairs, data

controllers are recognized as having a right to

process data pertaining to others. In general data

protection is not prohibitive. Data protection is also

pragmatic: it assumes that private and public actors

need to be able to use personal information and

that this in many cases must be accepted for societal

reasons. Hence, the formulation identified in

criminal law (for example ‘thou shall not kill’), is

replaced by a different kind of message: ‘thou can

process data under certain circumstances’.

Nevertheless, exceptions from this general rule do

exist. For instance, a prohibitive rule applies to

“sensitive data” (data relating to racial or ethnic

origin, political opinions, religious or philosophical

beliefs, trade union membership or data concerning

health or sexual preference). The  underlying motive

is that the processing of these sensitive data bears

a supplementary risk of discrimination.

Even if data protection has an international

origin (OECD, the Council of Europe) and

international objectives (regulating data flows in

the information society), the European and

American approaches to data protection differ on

179 Authored by Paul De Hert Leiden University & Vrije Universiteit Brussel & Serge Gutwirth Vrije Universiteit Brussel & Erasmus
Universiteit Rotterdam, this chapter is the summary of their report to be found in Annex 1

180 http://www.conventions.coe.int or http://www.hri.org/docs/ECHR50.html
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certain points. Europe seems to give more weight

to privacy whereas the USA tends to prioritise

freedom of speech and freedom of information

(including the freedom to disclose, disseminate,

and receive information) which fall under the scope

of the overriding First Amendment of the US

Constitution. Furthermore, the USA interprets data

protection rules by considering their possible

harmful perspective (the rules should only apply

when there is likelihood of real harm), while the

European approach focuses on the risks

(interpreting the rules with a preventive or

precautionary spirit).

6.1.2 The historical need and underlying
objectives of European Data Protection Legislation

The basis of data protection legislation can be

better understood in the light of certain flaws in

the human rights protection offered by the ECHR,

which focuses more on protection against

governmental actions and which offers no clear-

cut protection for all data, only those considered

to be privacy-sensitive.

At the end of the 1960s the Parliamentary

Assembly of the Council of Europe asked the

Committee of Ministers whether the ECHR and

national law gave sufficient protection to the right

to privacy in view of developments in information

processing. The Committee concluded that there

were several problems to be resolved:

1) the ECHR covers, in general terms, in Article 8,

the right to a private life, but does not apply

this to the private sector;

2) the right to a private life does not necessarily

include all personal data, and so the risk

remained that a large proportion of data would

be insufficiently safeguarded;

3) the right of access to one’s own data was not

covered by the concept of the right to privacy

as expressed in Article 8.

The first problem with regard to Article 8´s  lack

of horizontal effect  merits special attention. Even today

it means that it is impossible for citizens to lodge a

complaint against other citizens, their employer or a

commercial organisation (business) before the

European Court of Human Rights. Such a complaint

would be deemed inadmissible since the ECHR

Strasbourg procedures are exclusively devised for

vertical relations (the relations between states and

individuals). Nonetheless, the horizontal effect of basic

rights should in the future be considered a starting point

for additional policy making, since if privacy is

protected against invasive acts by public authorities,

should it not also be protected a fortiori against

individual acts? After all, the government acts in the

public interest, which seems to be a more legitimate

reason for an invasion of privacy than, for example,

personal profit-seeking or other business purposes. On

top of that, the authorities are bound by their own

constitutional rules and well-defined legal powers,

giving citizens an additional touchstone (i.e. misuse of

power is, of course, illegal). The question also arises as

to why individuals are allowed more leeway than

public authorities in dealing with the privacy of others.

Through the creation of a general framework for data

protection (described in the next paragraph) applicable

in both public and private sectors, the EU legislator

has covered this gap as regards the processing of

personal data. Hence,  the European data protection

approach is characterized by a higher awareness of

the dangers and threats of business and private sector

processing of personal data.

In the second half of the 1970s, work on a

treaty on data protection within the Council of

Europe was initiated for three major reasons:

1) Several national data protection laws included

provisions on trans-border data flows restricting

the export of data in certain cases. This

threatened international co-operation and

communication.

2) Although national laws were inspired by the

same basic principles, there were differences

in substance and procedure from country to

country. In the case of international data

processing, there could therefore be serious

conflicts of law.

3) The human rights concept behind Article 8 of

the ECHR needed to be expanded to cover the

processing of personal data more fully.
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The drafting of the treaty started in 1976 and

the Convention for the protection of individuals

with regard to automatic processing of personal

data was opened for signature in January 1981.181

It entered into force after 5 ratifications in

October 1985.

Some years later, the European Commission

issued two Directives of crucial importance for the

further development of data protection in Europe,

namely Directive 95/46/EC of 24 October 1995

on the protection of individuals with regard to the

processing of personal data and on the free

movement of such data, and Directive 97/66/EC,

subsequently updated in July 2002 by Directive

2002/58/EC, on privacy and electronic

communications.

Besides the issues mentioned above, there was

a belief that civil and penal law instruments were

ineffective and that threats to individual privacy

would not be eliminated, until preventive

instruments were mobilised. In addition, there was

a need to address the delicate problem of citizen/

user consent. According to Directives 2002/58/EC

and 1995/46/EC ‘the data subject’s consent’ shall

mean any freely-given specific and informed

indication of his wishes by which the data subject

signifies his/her agreement to personal data relating

to him/her being processed. The ECHR is silent with

regard to the issue of consent and waiver of rights,

which is disturbing, since firms often take users’

consent to render transactions legitimate. European

Data Protection legislation, although very flexible

with regard to consent, has at least some explicit

answers to the possible abuses of consent.

6.1.3 Data Protection supports and enhances
Privacy legislation

Considering the three problems which Article

8 of the ECHR initially presented, we observe that

the problem of horizontal effect (‘third party

applicability’ or ‘Drittwirkung’) of contemporary

human rights remains. The ECHR is far from having

acquired de facto horizontal effect. Many problems

regarding, for example, personal data processing

within employment and labour relations can only

be dealt with by the Convention organs if the

employer is a state body. Most national courts

refrain from explicitly referring to the human rights

listed in the ECHR or the national bill of rights and

do not take into consideration the limitation

grounds incorporated in these texts, thus giving

themselves greater discretion. This can result in a

double system of human rights protection: a severe

regime of protection for governmental

infringements and a less severe, more flexible

system for non-governmental infringements.

Data protection legislation has obviously

provided legal support in this case (although it may

be not sufficient) since the principles of data

protection apply to personal data, whether in the

public or private sector.

It has also tried to address the question of

consent, where the institutional inability of the

ECHR organs to even consider these threats

remains. Privacy threats do not stop being threats

when consent is obtained. This is the case because

real relationships between data subjects and data

controllers very often are so uneven that the data

subject has no other choice than to give his/her

consent. Moreover, the individual consent might

legitimate practices that can turn out to be

collective threats or threats to the public interest.

Data protection legislation can at least resolve

some of the challenges caused by the legal

possibility in Western law for a person to consent

to privacy limitations with regard to his/her person

or his/her data.

Although the ECHR has affirmed on several

occasions that data protection is an issue which

falls within the scope of  Article 8, it has also held

that not all aspects of the processing of personal

data fall within its scope. The Court makes a

distinction between personal data that fall within

the scope of the ECHR and personal data that do

not fall within its scope. In the eyes of the Court

there is processing of personal data that affects

181 http://conventions.coe.int
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private life and processing of personal data that

does not affect the private life of individuals.

Data protection legislation, however, does not

distinguish between personal data that affects or

does not affect private life. The central notion in

this area of law is personal data, meaning any

information relating to an identified or identifiable

individual. Data protection - although it recognizes

the existence of a special category of sensitive data

- is built  upon the idea that all data can be abused,

including the more ordinary data such as names

and addresses. Although the category of sensitive

data receives higher protection in the legislative

framework, the basic idea of data protection

legislation is to offer protection to all personal data.

This idea is without doubt based on common sense,

since there can be little debate about the idea of

granting protection to ordinary data, even if there

can be debate about what constitutes ordinary data.

As an example, consider the following: while

prohibiting the processing of sensitive data about,

for instance, Jewish people, is positive, it would

be unwise not to observe that a simple list of names

(ordinary data) can also convey the information

required to target them and that that ought to be

protected as well.

The case law of the European Court of Human

rights reveals that the sheer fact that data are

processed does not bring that processing under the

scope of Article 8 of the ECHR. Reference in these

cases to the old formula, that there has to be a

question of ‘data relating to the private life of the

individual’, shows that the old distinction between

data that merits protection and data that does not,

is still operating. Also, the reference to the

Convention for the protection of individuals with

regard to automatic processing of personal data is

formulated in a way that leaves room for discretion.

So long as problems with the protection of personal

data persist within the framework of the ECHR,

there remains a proper and important role for data

protection legislation to play.

6.1.4 Combining privacy and data protection

The foregoing reasoning explains why the

drafters of the Charter of Fundamental Rights of

the European Union of 7 December 2000182 took

the decision to recognize a separate right to data

protection next to a right to a private life for the

individual.  Article 7 states that: “Everyone has the

right to respect for his or her private and family

life, home and communications” and Article 8 of

the EU Charter, focusing on the protection of

personal data, states that:

1. Everyone has the right to the protection of

personal data concerning him or her.

2. Such data must be processed fairly for specified

purposes and on the basis of the consent of the

person concerned or some other legitimate basis

laid down by law. Everyone has the right of access

to data that has been collected concerning him

or her, and the right to have it rectified.

3. Compliance with these rules shall be subject

to control by an independent authority.

As a consequence of having two legal

instruments side-by-side, there is a need to redefine

the implementation rules that govern their

relationship as well as to describe how they may

be combined to defend areas that were previously

not protected.

In the legal systems of Western constitutional

states two sorts of legal tools were invented to cope

with power in a democratic constitutional state:

the opacity tools establishing the limits of

interferences in an individual’s life by public and

private powers on the one hand, and the

transparency tools channelling and regulating the

legitimate use of power on the other.

Both, privacy and data protection tools protect

individuals against excessive steering or influencing

of their behaviour, be it by governmental authorities

or private actors. They protect individuals against

unequal power balances that erode their individual

freedom and thus against practices - such as

profiling, data mining and tracking - which lead to

182 http://europa.eu.int/comm/justice_home/unit/charte/en/charter02.html
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their almost complete controllability. That is why

privacy and data protection gain importance the

more our societies evolve towards surveillance

societies, panoptical societies or what the French

philosopher Gilles Deleuze calls ‘sociétés de

contrôle’. Bearing in mind the objectives of the

democratic constitutional state, both privacy and

data protection must be implemented seriously.

It is possible to argue that privacy must be

understood as a legal concept calling for the ‘mise
en oeuvre’ of opacity tools, while data protection
regulations appear to provide an almost perfect

example of transparency tools. Here the crucial

policy question is the determination of criteria for

the application of the two tools. Such criteria and

norms should be used to  switch between a privacy-

opacity approach (prohibitive rules that limit

power) and a data protection-transparency

approach (regulations that channel power).

Especially when faced with new problems, such

as the insistence on security (of various government

initiatives) or the development of new technologies,

the approach should consist in combining the tools

appropriately. Both tools supplement each other,

and, in a sense, pre-suppose each other.

Channelling power in a misty fog is doomed to

failure; limits and points of departure are necessary.

Approaching new phenomena with heavy

prohibitions may lead to situations in which the

prohibitions are not respected or technological

development is blocked. Hence, an approach

based mainly on opacity tools should be

considered with care. This approach is followed

for example in Article 13 of the Charter of

Fundamental Rights of European Union prohibiting

“eugenic practices”, in particular those aiming at

the selection of people and in “making the human

body and its parts a source of financial gain”.

A second approach is to apply channelling

ideas or transparency tools to new developments,

and to make use of prohibitive, limiting instruments

only when, after a process of informed reasoning,

this is deemed necessary. The strength of data

protection in this respect should not be ignored.

Data protection, as such, is a general framework

for the protection of all kinds of personal data (as

foreseen by the legislation) including surveillance

data such as the written word, sounds, DNA and

even smells. For instance, CCTV (closed circuit

television) is a technology that can be legally

installed and operated, but very easily abused and

used for unlawful purposes (for example by turning

the camera away from the machines and towards

those operating them). Data protection for all

processing aspects (from collection to destruction)

is a guarantee to privacy protection. Moreover, data

protection brings the issue of consent and the

waiver of rights into focus, by making it explicitly

possible in some (but not all)  cases, and only under

specific conditions.

The two approaches – opacity and

transparency – are not mutually exclusive. They

depend on policy choices, which can be revised

and adapted. An option for the transparency

approach (regulating instead of prohibiting) could

after time and practice eventually show that the

opacity approach is preferable (and vice-versa),

or that a better balance between the approaches

should be devised. In reality one rarely finds legal

solutions based exclusively upon one approach.

A blend of the two is generally preferable, since a

solid legal framework should be both flexible

(transparency) and firmly anchored in simple and

intelligible choices (opacity). A good example of

a balancing of approaches is given by the

European institutions in Directive 2002/58/EC on

privacy and electronic communications of 12 July

2002. This Directive puts an end to the long lasting

controversy regarding direct marketing, by

explicitly adopting an opt-in system, which the

prohibition of unsolicited marketing mail unless

the user explicitly requests is inherent. In this

example it becomes clear how the model of

channelling business practices (data protection

tools) is supplemented by the limiting model of a

negative obligation after due consideration and

debate. A second example can be found in

national legislations dealing with CCTV, which

contain, for instance, prohibitions on directing

cameras towards entrances of private premises. A

third example is provided by the numerous

national laws on the use of DNA samples in

criminal matters. Although the processing of DNA
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samples, from the perspective of Directive 95/46/

EC, is in fact an ordinary application of processing

of personal data, the riskiness of the matter

explains why states supplement general data

protection bills with specific prohibitive laws on

DNA.

Of course the above raises questions of the

criteria for application of distinct tools (opacity/

privacy vs. transparency/data protection) to the

(new) developments and techniques. The issue of

criteria is crucial because it will determine the sort

of legal measures that will be taken and applied,

which is, of course, especially relevant with respect

to the formulation of legal policies and rules

concerning the three ICT-development areas which

are at the core of this study. On the one hand, legal

measures from the privacy/opacity perspective

include the elaboration (and strengthening) of

limiting legal regimes and protect and enforce the

anonymity of behaviour (e.g. through approving

regulations of techniques of anonymity,

pseudonymity, identity management, etc.). On the

other hand, legal measures from the data

protection/transparency perspective are directed

towards the data controllers, allowing the “watch

the watchdogs” principle to be realised in practice.

With regard to other technologies and other

technological problems, the European legislator

will have to assess the risks and threats to individual

liberty separately. The two complementary

instruments at his disposal allow for a well-

balanced regulatory framework. It is hoped that

there will be reliance on data protection and other

transparency tools by default and that only in rare

cases or after due consideration of actual risks,

prohibitive opacity measures shall be taken to

protect rights and freedoms and to promote trust

in the Information Society. The mere fact that both

instruments co-exist implies a permanent

commitment to assess the level of acceptance and

implementation of use and potential abuse of new

technologies and the ensuing enforcement of legal

rules. This process may explain why factors such

as September 11 and new technological

developments can account for a shift from

transparency tools to opacity tools (when trust is

fragile) or vice versa (when trust is re-established).

Anyhow, future technologies with still

unknown potential, and bearing risks for the liberty

of the individual, should be dealt with in the light

of a ‘precautionary’ approach (a process that

includes information gathering, broad consultation,

participative procedures of decision-making, etc.).

The policy-maker should also take into account

the possibilities generated by the development of

PETs (privacy enhancing technologies).

6.2 Security Concerns183

6.2.1 Post September 11 changes in the public
discourse over security

The events of September 11 shocked the

world, bringing to the surface latent concerns about

threats to national technological infrastructures and

to the global security of Western, especially

American, corporate staff and buildings. The

immediate response by the US government was to

strengthen the security at all potential US

government targets onshore and offshore and to

encourage corporations to do the same. This ‘real-

time’ target hardening makes use of intelligence

gathering though surveillance via the joint and pre-

existing USA/UK ‘Echelon’ communications

interception system to identify and extract

‘messages of interest from the bulk of unwanted

ones’ to capture information about potential

(terrorist) and commercial threats to the national

infrastructure.184

Since September 11, the USA has proposed a

range of more ambitious converged intelligence

gathering and monitoring mass surveillance systems,

183 Authored by Professor Michael Levi Criminology Cardiff University, Wales, UK, & Dr. David Wall Director, Centre for Criminal
Justice Studies, Leeds University, Leeds, UK, this chapter is the summary of their report to be found in Annex 2. (Some of this text
was also included in the discussion of section 1.3.2 above.)

184 Bernal, F. (2000) Big Brother Capabilities in an Online World – State Surveillance in the Internet - State Surveillance Schemes,
http://www.bernal.co.uk/capitulo3.htm
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such as the Terrorism Information Awareness185

network, which employs data search and recognition

pattern technologies within joined-up databases to

uncover terrorist and other threats to the infrastructure

(DARPA, 2002). These ‘hard’ and ‘soft’ measures fall

under the broad supervision of the Department of

Homeland Security, formed in March 2003 to

implement a national strategy published in July 2002.

This greatly increases the staffing (including training

for local ‘first responders’) and aims to increase

security over America’s land borders, air traffic, ports

and waterways. It also includes large human

intelligence (HUMINT) resources such as a 40%

increase in FBI counter-terrorism agents and posting

of inspectors at more than 20 major ports to prevent

the entry of dangerous materials, as well as research

and training to combat bio-terrorism.186

Because of the increased threat of terror

following September 11, most EU countries have

also greatly increased their levels of security187 by

deploying ‘readiness’ strategies to co-ordinate

relevant services such as the police, armed forces

and transport agencies188 and to increase ‘real-time’

security at border controls and potential targets.

Although these threats were aimed principally at

the USA, overlapping cultural and economic

interests give Europe a direct stake, though greater

European experience of domestic attacks and

threats meant that EU Member States already had

some measures in place. However, there has been

an impetus to harmonise mutual legal assistance

and operational mechanisms, including greater law

enforcement/intelligence co-ordination.

Yet, despite opposition from pro-privacy groups,

security policies and proposals were set against the

backdrop of increased public support and largely

muted opposition, effectively providing policing and

security agencies with a strengthened mandate to carry

out often obtrusive security measures that would not

previously have been so readily tolerated. So, while

the apparent shift towards ‘securitisation’189 can be

traced back to the immediate aftermath of September

11, many of the apparent changes were already under

discussion. September 11, however, both accelerated

the rate of existing change processes and also created

the opportunity for a changed security agenda:

a) it brought about a more supportive public
mandate for security - In addition to ‘real time’

information flow analysis and security hardening

to increase protection against attack, public

reaction also became more supportive of a range

of pan-European ‘policing’ initiatives planned

before September 11 in response to pre-existing

concerns over threats to security. For example,

the Council of Europe’s Cybercrime Convention

was signed by EU and G8 countries; the European

arrest warrant replaces in 2004 the current system

of extradition; Eurojust, set up to assist the co-

ordination, investigation and prosecution of

serious cross-border crime and improve judicial

co-operation; and the cross-border Joint

Investigation Teams. The willingness to co-operate

within the EU and with the US over terrorist

finance (including regulation of professionals),

extradition and intelligence sharing was facilitated

by sympathetic EU reactions to ‘September 11’.

b) it increased intelligence gathering through ICTs
- The changing public discourse towards

securitisation has also increased the use of

surveillance to gather intelligence to forewarn

against attacks and continuous threats from

traffickers in arms, drugs and people (many of

the latter being economic migrants), plus the

money laundering that is a routine component

of all major crimes involving financial gain.

Schemes that seek to generate trust through the

185 ‘Terrorism Information Awareness’ [DARPA] http://www.darpa.mil/iao/TIASystems.htm also see the libertarian response to TIA
‘Total Information Awareness’ (TIA) [EPIC]. http://www.epic.org/privacy/profiling/tia/

186 White House (2003) ‘Background on Protecting the Homeland’, White House Press Release, February 28 http://
www.whitehouse.gov/news/releases/2003/02/20030228-1.html?

187 van de Linde, E., O’Brien, K, Lindstrom, G., Spiegeleire, S., Vayrynen, M. and Vries, H. (2002) Quick scan of post 9/11 national
counter-terrorism policy making and implementation in selected European countries: Research project for the Netherlands Ministry
of Justice, MR-1590, May, Leiden: Rand Europe http://www.rand.org/publications/MR/MR1590/MR1590.pdf

188 Le Plan Vigipirate renforcé http://www.loire-atlantique.pref.gouv.fr/securite_publique/plan_vigipirate.html
189 Used here to indicate policies or actions based upon the increasing of levels of security to reduce identifiable risks and harms.

Not to be confused with the use of securitization in the financial sector, although there exist similarities.
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application of advanced technologies are being

introduced. Increased threat has been used to

justify reliance upon ICT-based systems to

facilitate data collection and sharing,

authentication and identity. The UK proposals

are illustrated below because they represent

fairly generic ICT-based security systems and

models being discussed throughout EU

member-states, but importantly, they also

represent some EU-wide proposals.

These ‘soft’ - as opposed to ‘hard’/ ‘real-time’

- security measures exploit the interactivity of new

Information Communications Technologies (ICTs)

in order to identify - to the extent permitted by

behavioural models based on imperfect data -

those  individuals and networks that pose risks.

By utilising ‘the surveillant assemblage’, 190 they

form an actuarial strategy that relies upon

secondary data obtained through the convergence

of technologies and databases to identify correctly
as many risky people and risky activities as

possible. They create less resentment and political

backlash than would cruder category-based

stereotypical profiles, which have more ‘false

negatives’, i.e. more non-criminals who are

incorrectly inconvenienced. They also use more

‘backgrounded’ information from financial

transfers to try to prevent serious crimes and to

disrupt and incapacitate crime groups/networks.

The deepening and widening of data mining

and post-hoc behavioural pattern analysis indicates

a shift in practice from:

- reacting to events by surveillance of suspect

individuals within suspect groups, identified by

traditional forms of intelligence gathering,

- towards the proactive surveillance of suspect

populations by using new technologies to identify

suspect individuals and networks by their

markedly different behavioural patterns.

This ‘dataveillance’194 is not only a tool for

intelligence gathering, but also exerts a panoptical

190 Haggerty, K. and Ericson, R. (2000) ‘The Surveillant Assemblage’, British Journal of Sociology, vol. 51(4), 605-622
191 Arnott, S. (2003) ‘Strategies to defeat the terrorist threat: Technology projects are at the heart of national security’, Computing, 28

May, http://www.computing.co.uk/News/1141224
192 Arnott, S. (2003) ‘Security data project to combat terrorism: Potential IT suppliers must apply for clearance for top-secret initiative’,

Computing, 28 May http://www.computing.co.uk/News/1141223
193 There appears, however, to have occurred a marked cooling of public support for ID card schemes in the UK, which may temper

the UK plans to introduce dataveillance systems (see further BBC, 2003).
194 Data Surveillance (dataveillance) is the systematic use of personal data systems in the investigation or monitoring of the actions

or communications of one or more persons (see Clarke, R. (1994) ‘Dataveillance: Delivering ‘1984’’, in Green L. & Guinery R.
(eds.) Framing Technology: Society, Choice and Change, Sydney: Allen & Unwin).

Post-September 11 UK Proposals to Enhance Security191

• Scope –Cabinet Office proposals to share information amongst nine UK government agencies.
192

• Identity / Entitlement cards – carry photographs and biometric information, also have PIN numbers to

enable access to government services.
193

• Asylum seekers smart card - smartcard containing an updateable chip that displays photograph and

electronic fingerprint, name, date of birth and nationality of the holder.

• Data sharing schemes – plans to share data between Driving Licence and passport agencies to speed

up applications - their databases could be used as the basis for the national system.

• Smart passports - biometric chips go onto all passports by 2005 because of US threats that they will

not admit persons whose passports do not contain such details.

• Eurodac –Europe-wide fingerprint identification system to track asylum seekers and illegal immigrants

in 14 EU member states. The Eurodac database only contains the biometric data of asylum seekers.
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‘power’ effect, shaping the behaviour of individuals

who are anxious not to  act in ways that show them

in a bad light in the eyes of the authorities (e.g. as

with individual concerns about credit ratings, this

concern shapes their economic behaviour).195 This

increases the panoptical power of the nation-state

(and of the EU collectively) and thus marks a pivotal

point in the new politics of surveillance by

legitimising a new ‘surveillance-society’ model of

security.

Such legitimisation could also lead to change

in the usage of non-bespoke technologies196 in

order to exploit their data for surveillance purposes,

either by redirecting Black Box type data originally

intended for business related or product

development purposes,197 or by developing

mediating systems to converge technologies. An

example of such convergence would, for example,

link networked databases with data from facial

recognition software with the digital profiles of an

‘attentive user interface’ which distils the

characteristics of an individual’s behaviour pattern

into a digital form.198 Exploitation of the

surveillance characteristics of prospective

technologies of identity, location and the domestic

environment which underpin the formation of the

new European information society would be

particularly worrying.

Working examples of surveillance systems

which converge optical information about car

number plates with driver databases can already

be found in the use of roadside speed cameras. In

the Square Mile of the City of London, these are

used to identify and monitor the movement of

terrorist (and, in practice, other) suspects.199 The

growth of electronic pay-per-use traffic charging

universalises these tracking systems which – if not

forbidden by data owners or Information/ Data

Protection Commissioners – can be used for

multiple purposes.

Consequently, the debate over

communications traffic data has shifted from data

preservation to data retention,200 thus increasing

(at a cost to the private sector) the obligations of

communications providers to retain their

communications traffic data. It is, of course, the

databases of retained communications traffic data

(and their subsequent convergence) that enable

Dataveillance to take place.

The move towards proactive surveillance also

reflects a transformation from the traditional legal

model of gathering conclusive evidence of

wrongdoing ‘beyond reasonable doubt’ to put

before a criminal court, towards an intelligence-

gathering and disruptive model. This partly reflects

the concerns of intelligence agencies and proactive

squads to protect their information sources from

disclosure to defendants in the criminal justice

process, but partly a methodological shift to crime

risk reduction, using probabilistic profiles to stop

criminals (especially terrorists) from reaching their

targets, concluding business deals or purchasing

businesses/property to integrate themselves into the

upper world. This then raises important questions

for the preparedness of the criminal justice systems

of Member States and court-oriented protections

for citizens. What will the role of the courts be,

and how will the use of secret intelligence to guide

195 Poster observes that the phenomena he calls ‘database anxiety’, which is public concern about the information that is being
collected about them by governments, credit organisations and insurance companies etc. shapes individual actions. Poster
attributes this to the power of the panopticon that Foucault described in Discipline and Punish, accordingly he refers to the large
databases as the ‘super panopticon’ (see Poster, M. (1995) Second Media Age, Cambridge: Polity Press: 86; also see Lyon, D.
(2001) Surveillance Society, Buckingham: Open University Press).

196 Such technologies are used in applications not tailored to surveillance purposes.
197 Makowski, F. (2002) ‘Vehicular Vision: Your Car May Be Tracking the Way You Drive’, ABCNEWS.com, July 16, http://

abcnews.go.com/sections/wnt/DailyNews/blackboxes020716.html
198 Bradbury, J.S, Shell, J.S., Knowles, C.B. (2003) ‘Hands On Cooking: Towards an Attentive Kitchen’, published as an extended

abstract in the Proceedings of the Conference on Human Factors in Computing Systems (CHI 2003), Florida, April, 2003. http:/
/www.cs.queensu.ca/~bradbury/pdf/p115_bradbury.pdf

199 Simpler systems are used to cross-match cars going through the Eurotunnel against car hire databases of vehicles not permitted
to go outside the UK (see Walker, C.P. and McGuinness, M. (2002) ‘Commercial risk, political violence and policing the City of
London’, pp. 234-259 in Crawford, A. (ed) (2002) Crime and Insecurity, Cullompton: Willan).

200 Walker, C.P. and Akdeniz, Y. (forthcoming 2003) ‘Anti-Terrorism laws and data retention: war is over?’, Northern Ireland Legal
Quarterly
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police actions, be treated for disclosure to

defendants to protect their rights? The

transformation also raises concerns about data

accuracy and data mining applications, and also

the process of restoration in cases where the data

have not been accurate, especially where the

suspected citizens do not know that they have been

disrupted, for example by business deals falling

through when the police ‘alert’ banks or

counterparts.

Furthermore, these technologies tend to take

on a life of their own once created, for it is almost

impossible for outsiders to demonstrate that the

new technologies did not actually prevent any

terrorist attacks or other serious crimes: the fact

that the measures may not prevent all attacks

merely shows that they are not totally effective and

that some development is needed to enhance them

further! In such cases the key question, using an

analogy borrowed from health principles, remains:

“What is the cost of raising the dosage of the

medication until we are satisfied of its adequacy/

inadequacy?”. Side-effects need to be well

monitored and assessed before this question can

be answered.

To sum up, a major cultural effect of September

11 has been to generalise throughout the EU

concerns that previously tended to be more

national in nature. Specific national political

movements such as ETA and the IRA (though these

received funds from external sources and laundered

them outside their countries and used ‘chemical

precursors’ obtained from abroad), or anti-

globalisation protesters (as at Genoa) would

probably not have produced alone the same level

of general public fears and political consensus.

The post-September 11 security initiatives have

also broadened government and law enforcement

bodies’ powers to access individuals’ personal data

for surveillance uses beyond those for which the

data were originally supplied. Access to commercial

and governmentally controlled facilities is made

onerous for those who are not prepared to supply

data on themselves. The combined effect has been

to tip the security/privacy balance in favour of

security interests and away from existing privacy

protection. Put simply, when our lives and core

economic interests are at risk, both repressive and

prophylactic measures are given more weight than

the human rights of suspects. This is backed by

popular opinion and in accord with the ECHR

(European Charter of Human Rights) balancing test

of ‘the seriousness of what is at stake’.

6.2.2 The impact of new technology – the
efficiencies of security-enhancing technologies

The above discussion illustrates the

supplanting of bureaucracy by technocratic systems

of governance, and it therefore raises the question

about the efficiency of technological measures to

provide security and engender public trust. Often

presented as efficient, even benign solutions to

human failings, there needs to be some

consideration of the impacts of technologies,

including those currently under prototype and

which could, because of the sensitive data that they

generate in the course of verifying the identity, the

location of the individual, and the individual in

their own home, add to the assemblage of

surveillance described above. Two main

reservations arise which affect their acceptance and

use: impact upon individual privacy and

unintended side-effects which question the

(currently foreseeable) practicality of convergence:

a) Security – The following impediments exist in

the application of the principles of security with

regard to surveillance technologies.

• The attempt to bring ‘ghosts’ into the open.

Many organised criminals as well as terrorists

try to remain outside any official system, so

people who always pay in cash and never

pay taxes or claim social security and who

use false travel ID and anonymised ICTs may

remain outside the surveilllance net.

• Accuracy of Data. To work effectively, systems

need to have a very high percentage of
accuracy. Even the slightest error in the system

could be catastrophic for large numbers of

people (and generate political backlash).

• How will bad data be made good? Reparation

mechanisms are required which include the
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restoration of personal and professional

reputations, as well as restoring financial

losses and credit ratings.

• Data merger. Many of the proposals seek to

merge databases held in different

governmental and private-sector sources -

how will conflicts of interest be resolved?

• Data Retention/Requisition differences. There

are apparent tensions not only in developing

protocols to join up databases, but also in

more simple matters such as data retention/

requisition issues across borders, especially

EU/non-EU borders.

• Public lack of awareness or concern about
privacy. Most networked individuals are
prepared to forgo their privacy in return for

easier access to goods or services, something

which may then make them vulnerable to

identity theft. Should this be allowed to

happen?

b) The unintended side-effects of new technologies
– while new technologies provide solutions to

many of the problems they are designed for,

they could also create side-effects that detract

from the original purpose of the surveillance

system which is to identify and track the major

crime of terrorism.  They could:

• Identify more non-terrorist offenders.
Increased security will inevitably lead to net-

widening and will identify less serious
offenders.

• Overload police and court resources. Unless

this reduces time taken to solve offences and/

or maintain surveillance over suspects, the

investigation of these additional offences will

stretch police resources and also expose the
limitations of the public criminal justice
systems and cause a broader crisis in public

confidence.

• Reduce Net usage. The loss of trust in privacy

could also reduce net usage, impacting upon

economic sectors.

• Cause displacement from ICTs. Securitisation

will cause some displacement activities

among the more surveillance-conscious, such

as the use of privacy enhancing technologies

or strategies, the circumnavigation of

surveillance points, or ‘opting out’ and

avoiding the networked system altogether.

• Stimulate personal and vehicle identity theft.
New forms of existing crimes are being

stimulated: the creation of false, but original

and valid identities; identity theft through

‘account take-over’ or the wholesale

misappropriation of someone else’s data,

usually for financial gain; identity cloning

of persons and vehicles by duplicating

identity details.

6.2.3 Private-Public partnerships

Private-public partnerships, encouraged or

directed by the EU,  can be effective in applying

solutions that shape, control or disrupt the

architecture of crime. This is shown by the history

of non-conventional crime control within the

context of the prevention of organised crime –

arms, drugs and people. Examples include the

disruption of the light arms trade, (where arms

were often bought with ‘cloned credit cards’) and

payment card fraud itself, by introducing policies

to encourage the industry to send goods only to

the authorised address of the genuine card holder.

The illegal drugs industry was disrupted by EU

directives to make mandatory the reporting of

suspicions about the use of ‘precursor chemicals’

used in drug manufacture. The introduction of

carrier liability to reduce people trafficking, and

global guidelines on reporting money laundering

to law enforcement have similarly disrupted both

criminal practices. These are described here as

‘low-tech’ because some of these process systems

are relatively simple. However, they can be

supplemented by hi-tech neural networks and

other dynamic systems to seek out patterns of

suspicious behaviour departing from normal

behaviour of the legitimate consumer/traveller/

business or that fit more aggregate profiles of

terrorists, money-laundering businesses, etc. A

caveat to the above method is  the risk of

identifying more false positives (non-offenders).
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6.2.4 Conclusions

The benefit of hindsight provided by the

aggregated findings of research into crime points

to there being little that is genuinely new in criminal

behaviour. The total elimination of crime is not

possible - only better crime risk management. It

cannot readily be designed out, though it can be

disturbed and made substantially more

inconvenient. We should embrace this realism and

look at the use of technology to provide better

activity and behavioural audits both before and

after criminal events.

The differing stages of development of new

technologies suggest that full roll-out is some years

away. The same goes for techniques and protocols

that bring about their convergence. Thus the

necessary privacy checks and balances can still  be

designed in, and there is time for debate and, of

course, for the technologies themselves to develop

reflexively. Furthermore, legal compliance models

may be developed to protect the principles of

privacy and freedom that are set out in the EHCR

and complied with by EU member-states. We

anticipate tensions over the homogenisation and

reduction of data protection within the EU in

pursuit of security-oriented ‘dataveillance’, whether

‘out-sourced’ or internal.201

The threats to privacy arising from the potential

for the new technologies to be exploited for

surveillance purposes by a third party, a function

they were not originally intended for, are quite

clear. Common principles and language of privacy;

equality of access to the network; systems to ensure

the accuracy of the data held within the

surveillance systems that lead to suspects being

targeted; mechanisms for making good the bad,

inaccurate or changed data; and even, some might

argue, systems to protect individuals from their

inclination to trade their own privacy for

convenience need to be established.

The balance between state and citizen in the

control of the new security apparatus cannot be

settled purely at  EU level because in both terrorism

and transnational crime for gain, the US and other

regions play a major role. Citizens, of course, have

an individual responsibility to contribute to the

collective, whether nation-state or Europe, of which

they are a part, though sometimes religious, ethnic

or family loyalties may conflict with this. However

apart from being individually vigilant (e.g. of

untended luggage in streets, shopping centres and

stations/airports, unusual/suspicious passenger

behaviour, etc.) and securing their own private or

commercial property better (including private

surveillance systems), citizens as individuals can

do little to prevent terrorism or other serious crimes.

Therefore the primary responsibility must fall upon

the State, though in collaboration with personal

and corporate citizens, to maximise and evaluate

data about risks and communicate them to citizens

where appropriate. Crucially, much data are in the

hands of commercial entities, credit risk evaluators,

etc. Therefore, public-private relationships must be

developed (preferably collaboratively, though

backed by legal powers) - for example, financial

and precursor chemicals regulation. Terrorism and

the movement of people and goods inside and

outside the EU create an impetus for greater audit

tracking, which in turn propel counter-surveillance

measures. The protection of intellectual property

rights likewise involves building in prevention and

auditability to enable follow-up action if not

primary prevention. The future of control lies in

rapid response to security compromises not just in

relation to state interests but also those of the private

sector. Better public education and impact

evaluation of the costs and benefits of technological

monitoring is also needed, if this dataveillance is

to obtain long-term legitimacy.

6.3 Balance between security and privacy

This report analyses the citizen’s security and

privacy requirements, which are often seen as in

conflict with each other, in terms of the balance

between them. The objective is not to define an

ideal point of equilibrium but rather to underline

201 data protection legislation could protect individuals from unwisely trading their own privacy for convenience.
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the fact that the balance established over years of

democratic process has been upset. This report

examines the potential impact of this change as

well as factors that could help to re-establish that

balance. The previous chapters of the report

highlight and describe numerous fluctuations in

the security/privacy balance generated by emerging

technologies which impact on the citizen’s every

day life in unforeseen ways. Post-September 11

policy initiatives in favour of more security and

control have also acted as a catalyst, tipping the

security/privacy balance in favour of security

interests and away from privacy protection.

The analysis of the status of the balance

constitutes a key element not only for the

acceptance of the emerging technologies which

drive the development of the Information Society

but also as regards compliance with the European

social contract that protects citizens’ rights and

affirms their duties. Indeed, one of the main pillars

of the new European constitution202 is the Charter

for Fundamental Rights of the European Union in

which the right to privacy and protection of

personal data is clearly stated. Achieving an

acceptable balance between security and privacy

also permits an increase in ‘trust’ and safeguards

the citizen’s defined ‘space’ of freedom.

However, as Information and Communication

Technologies become more ubiquitous, and as

citizens exchange larger amounts of sensitive

information over unprotected networks, new

vulnerabilities and new risks are created. Moreover,

the growing complexity and the multiplicity of

interactions among the various actors in society

over the many bridges created between real and

virtual worlds, makes the management of the

security/privacy balance a crucial issue.

New risks bring about new security needs

which almost certainly impact on the citizen’s

privacy. The perceived need for security decreases

with the emergence of more secure technologies,

which at the same time creates an increased need

to rebalance in favour of privacy. Therefore, the

aim is not to challenge the recently implemented

security and control measures but to strengthen

their potential as regards privacy protection.

6.3.1 The Legal Framework

“One person’s freedom ends where another’s
begins”

The above quote indicates that freedom is both

an individual and collective good. The same goes

for security and privacy and the balance between

them. It means that security and privacy legislation

that protects the collective (society) will always affect

the individual (citizen), and vice-versa. A careful

balance between both the individual and the

collective in terms of privacy and security is needed

in the Europe’s emerging Information Society.

The primary tool for the implementation of

privacy protection is the existing legal framework,

and in particular legislation combining privacy

protection with data protection. Both privacy

protection and data protection tools protect

individuals against excessive steering by

governmental or private actors. However, as stated

in the previous chapters, there are rules and criteria

for the application of these two tools. They should

work together to devise a better balance between

approaches. For example, biometric technology

might need the application of both tools in order

to cover all the possible platforms, while in the

case of fingerprints, the data protection tool need

only be applied in order to guarantee an

appropriate processing of this type of personal data.

In addition, regulation and control of the actors

making use of this type of personal data may also

be needed.

The issues of consent and the partial waiver

of rights (where commerce and firms often demand

users’ consent to legitimise transactions), as well

as the lack of horizontal privacy legislation (in the

sense that it does not cover protection from

employers or from other citizens) are still debated

in the context of security and privacy.

202 http://european-convention.eu.int/
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Nevertheless, legislation is not the only tool

that impacts on the security/privacy balance.

Technology also has a very important role to play.

6.3.2 The Role of Technology

New technologies, though they may at first

be perceived as privacy-invasive, can also be

considered as dedicated rebalancing tools for the

promotion and enforcement of the citizen’s privacy.

New technologies can contribute by protecting

personal data more efficiently and by introducing

more transparency in the security and control

processes.

To enhance our understanding of the impact

of these new technologies on society, it is useful to

refer to Giddens three broad stages in the history

of western society during the last few centuries.203

There has been an evolution from a traditional

society dominated by agriculture, to a modern

society characterised by the industrial revolution

and finally to the ‘late or high modern society’ of

today. Today’s society has two major dimensions:

social relations that exist across time and space,

and the increase in surveillance. These two

dimensions are enabled by new technologies,

which also shape the balance between security and

privacy.

The development of the Information Society

has contributed to the erosion of time and space

barriers. Social interactions (including identity) in

the late modern society become increasingly

mediated through technology, whereas, in

traditional societies these interactions were

primarily face-to-face. The disappearance of the

boundaries of time and space has raised the need

for new tools to build and maintain trust in a digital

environment. It can be argued that a precondition

for creating this trust is the preservation of the

balance between security and privacy

requirements. Citizens need to be reassured that

technology-mediated information and social

relations are both secure and private when this is

perceived to be necessary. Nevertheless, the nation-

state is based on institutions (administration,

defence, police, workplace and consumer market)

that require codified information without which the

State cannot function. Surveillance, in as far as it

provides codified information, is then used both

to protect and to control people. New technologies

facilitate the implementation of pervasive

surveillance tools which require rebalancing

technological elements in order to preserve the

concept of privacy in the future Information Society.

Even before September 11, numerous policy

initiatives in favour of more security were already

in the legislative pipeline. After the terrorist attack,

citizens have accepted that they must give up a

part of their privacy in order to obtain a higher level

of security. This erosion of their rights should only

be valid for a limited period of time and should

not be excessive. The need for new security tools

that are adapted to the ongoing emergence of the

e-Society should be satisfied in parallel to the need

for the implementation of temporary security

measures in response to collective fears raised by

dramatic events. The balance between security and

privacy has to be proactively maintained in order

to guarantee a sustainable development of the

Information Society in Europe and to contribute to

the social cohesion objective contained in the

Lisbon declaration.204

New forms of crimes and offences obviously

require improved methods for collecting evidence.

Law enforcement agencies need digital evidence

in order to prosecute crimes like identity theft

perpetrated on the Internet. However, these new

requirements call for the implementation of a

proper protection of privacy rights in the digital

world. Even if the privacy level is acceptably and

democratically eroded in the case of a temporary

increase in security and control levels, the real

203 Giddens, A. (1979) Central problems in social theory. Action, structure and contradiction in social analysis. Berkeley and Los
Angeles: University of California Press.

204 Presidency Conclusions - Lisbon European Council: 23 and 24 March 2000: “a new strategic goal for the next decade: to
become the most competitive and dynamic knowledge-based economy in the world capable of sustainable economic growth
with more and better jobs and greater social cohesion”. http://europa.eu.int/ISPO/docs/services/docs/2000/jan-march/
doc_00_8_en.html
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efficiency of the measures used must be

permanently assessed. In this case again, new

technologies can play a determinant role in the

balancing exercise.

In the case of surveillance technologies, which

are by definition privacy-invasive, the collected

personal data have to be more specifically

protected, especially in cases where these data are

sensitive. The process of data retention could, for

example, become embedded in the flow of data,

and attributes which automatically limit

appropriately the period of retention could be

introduced. The concept of proportionality should

be used as well in assessments of the effectiveness

of these privacy invasive technologies.205 Finally,

the question of whether less privacy-invasive

measures could be taken in order to increase

security must be asked (for example, it has been

demonstrated in the UK that increasing the street

light intensity is a more effective than using CCTV

to combat crime). Lessons can be learned from

CCTV surveillance about the role of technology in

enhancing privacy. New technologies have been

developed that permit individuals who enter the

field of the camera to remain anonymous.206 Only

a court order can then switch off this filter. Such a

measure would also limit the possible abuses

arising out of false positives, which, due to the sheer

numbers of individuals who may be placed under

such control, are expected to grow. With a view to

anticipating the potential impact of surveillance-

related technologies which have not been yet

implemented, one might wish to analyse them in

the light of an equivalent to the ‘precautionary

principle’ designed in the context of environmental

protection, but suitably adapted for application to

these technologies.

The detailed analysis of the three areas of the

future of identity, future location-based services and

the virtual residence/ambient intelligence concept,

suggests two major options for design and

implementation of new products and technologies:

1) A centralised approach,

where the user delegates the management of

his/her personal data and security to a service

provider (for example Microsoft Passport

managing Identities). This approach, driven by

service providers, has so far been commonly

used. However, it raises both privacy concerns

in relation to the potential abuse of personal

data, and security concerns, as the central

system becomes a more interesting and

vulnerable target for attack, generating liability

issues for the operator, should personal data be

stolen or misused.

In these situations, a potential tool to re-

establish the security/privacy balance could be

the use of “technology-specific” regulation

which would not only address the specific

technology risks but also the roles and

responsibilities of the third parties (such as

limiting the use of DNA data by insurance

professionals, or requiring service providers to

“anonymize” location data when the identity

is not necessary). While technology could play

a key role in this option as a tool to enforce

regulation (enable auditing, tracing data

manipulation), a kind of technology certification

would also be required (can we trust this

software to produce reliable digital evidence

that can be presented in court?).

2) A decentralised approach,

which would promote the storage, management

of personal data by personal devices (such as a

smart card with fingerprint data). This option

reduces privacy concerns as the user is in

control and manages which data he/she

provides to which service provider and when.

But it raises other security and privacy issues.

Indeed, this option assumes that the user is

aware and capable of managing his/her privacy

through specific protection tools, and is aware

of the system vulnerabilities and capable of

205 Working Document on the Processing of Personal Data by means of Video Surveillance, Article 29 Data Protection Working
Party, 11750/02/EN, WP67, 25 November 2002,£5A, p.11. http://europa.eu.int/comm./privacy

206 IBM Exploratory Computer Vision Group: http://www.research.ibm.com/people/a/aws/peoplevision/videos.html
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managing his/her security to protect his/her

personal data. This approach shifts the whole

responsibility for use and misuse of personal

data onto the user.

The role of technology in this option is crucial

in providing user-friendly, secure and low cost,

privacy enhancing solutions to manage personal

data. Nevertheless, user awareness and

education appear essential in safeguarding the

citizen’s security and privacy. There is also the

risk that the user holds back in the face of such

responsibilities.

More specifically in relation to the future of

identity, one way to re-establish the balance could

be found in decentralised identity management

systems which would be designed to inform the

user of the potential privacy risk related to his/her

specific activities and to give him/her more control

on the diffusion of his/her personal data. Such

decentralised systems would have to work closely

with local data protection legislation which would

then be used to attribute liability and deal with

digital evidence as requested by law enforcement

agencies. Thus IMS becomes integrated with the

legal framework. However, this option would also

require learning on the part of the citizen (and the

design of appropriate educational systems).

Citizens would have to become better informed of

the possible dangers of the digital environment

(awareness and education should play a key role

in this process), without these dangers becoming

bottlenecks to participating in the future

Information Society. Risk management and

preserving privacy in the online world should

become part of people’s “practical consciousness”,

i.e. the tacit knowledge which people use in the

practical circumstances of everyday life to make

choices and which does not force the user to

explain his choice.207

In the case of biometrics and RFID

technologies, although the sensitivity of the

technology and the potential consequences of its

misuse may require more profound analysis, they

already generate privacy concerns among the

public. Potential options for re-establishing the

security/privacy balance may include, on the one

hand, technology solutions that are privacy-

enhancing, and on the other, technology-specific

regulation.

In the case of location-based services it is

anticipated that giving the user control of his

location data (and also the responsibility for that

data) would be one way to ensure the protection

of such sensitive data. However, this would also

impose a great burden on the average user, and

probably have a negative impact on the

deployment of such services. However, a valid

solution could be the introduction of a third party

(different than the operator who computed the data)

in charge of processing accurate location

information (beyond the calculation of location for

traffic reasons), who would also be responsible (and

thus liable) for “anonymising” requests by users

for added value services.

The future ambient intelligence space presents

a real challenge for the preservation of the balance

between privacy and security. Indeed, in order for

it to be “intelligent” and customised or truly

personalised to the requirements of the citizen, it

will need to process and use a lot of personal data,

which would be exposed to both security and

privacy risks. New concepts such as the Virtual

Residence concept could support the citizen in

establishing the boundaries between private and

public virtual space in which he/she expects to

enjoy secure services as well as protection of his/

her privacy.

In spite of the important role that technology

can have in re-establishing the security/privacy

balance, a remaining issue is the fact that the default

case in cyberspace is privacy-invasive and that the

market players’ business motivation to develop

privacy-enhancing technologies (PETs) is

questionable. This is due to the significant cost of

developing privacy-compliant and privacy-

enhancing products, lack of consumer awareness

and the complexity of installation and use. This

limits user market demand, and, in addition, the

207 Giddens, Ibid: 57.
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risk of having to pay a penalty should data abuses

be detected is minor.

The need for a rebalancing mechanism can be

effectively addressed through new regulations and

enhanced educational policies. The report has

shown in numerous cases that the increased risk of

privacy invasion is generated by a lack of knowledge

and education regarding the use and potential effects

of new technologies. The solution is not to acquire

new skills to control the growing complexity of new

technologies but rather to be informed and become

aware of their potential side effects in order to

minimise these risks. Regarding the role of

regulation, a more proactive integration of new

technologies under the umbrella of the existing

regulatory framework might be enough in most cases

to fulfil privacy requirements. For example, if RFID

tags are identified and classified as an independent

identification system, they would then be regulated

by the identity-related framework.
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Glossary

AIDS Acquired Immune Deficiency Syndrome

AmI Ambient Intelligence

BBC British Broadcasting Corporation

BC Before Christ

BioAPI Biometric Application Programming Interface

BWCS Baker Wilde Consultancy Services

CAPPS Computer Assisted Passenger Pre-screening System

CBEFF Common Biometric Exchange File Format

CCTV Closed Circuit TV

CDI Critical Domestic Infrastructure

Cell ID Cell IDentification

Cell ID-TA Cell IDentification Time-Advanced

CERT Computer Emergency Response Team

DARPA Defense Advanced Research Projects Agency

DB Data Base

DG Directorate General

DHS Department of Homeland Security

DNA DeoxyriboNucleic Acid

DP Data Protection

EC European Commission

ECHR European Convention for the Protection of Human Rights and Fundamental Freedoms

EDGE Enhanced Data rate for GSM Evolution

EGNOS European Geostationary Navigation Overlay System

EIS European Information Society

EMILY European Mobile Integrated Location sYstem

EMTEL European Media, Technology and Everyday Life

EOTD Enhanced Observed Time Difference

EP European Parliament

EPC Electronic Product Code

EPIC Electronic Privacy Information Centre

ETS European Telecommunications Standard

EU European Union

FBI Federal Bureau of Investigation
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FET Future and Emerging Technologies

FISA Foreign Intelligence Surveillance Act

FP Framework Programme

FTC Federal Trade Commission

G Generation

GLONASS GLObal NAvigation Satellite System

GNSS Global Navigation Satellite System

GPRS General Packet Radio Service

GPS Global Position System

GSM Global System Mobile

HIPERLAN HIgh PErformance Radio Local Area Network

HSCSD High Speed Circuit Switched Data

HUMINT HUMan INTelligence

ICTs Information and Communications Technologies

ID IDentification

IEEE Institute of Electrical and Electronic Engineers

IMS Identity Management Systems

IP Internet Protocol

IPTS Institute for Prospective Technological Studies

IPv6 IP version 6

IS Information Society

IST Information Society Technologies

ISTAG IST Advisory Group

IT Information Technologies

ITRE EP Committee on Industry, External Trade, Research and Energy

JAI Justice and Internal Affairs (Justice, Affaires Intérieures)

JRC Joint Research Centre

LBS Location Based Service

LOCUS Location of Cellular Users for emergency Services

MAC Media Access Control

MIT Massachusetts Institute of Technology

NAVSTAR NAVigation Signal Timing And Ranging

NCIC National Crime Information Centre

n.d. no date

OECD Organisation for Economic Co-operation and Development

OSGI Open Services Gateway Initiative
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OTDOA Observed Time Difference Of Arrival

PATRIOT see USA PATRIOT

PC Personal Computer

PDA Personal Digital Assistant

PET Privacy Enhancing Technologies

PGP Pretty Good Privacy

PIN Personal Identity Number

PNR Passenger Name Records

PVR Personal Video Recorder

RAPID Roadmap for Advanced research in Privacy and IDentity management

RFID Radio Frequency IDentity

RG Residential Gateway

ROI Return Of Investment

RTD Research Technology Development

S/MIME Secure Multi-Purpose Internet Mail Extensions

SMS Short Message Service

SSL Secure Socket Layer

S&T Science & Technology

TCP Transmission Control Protocol

TIA Total Information Awareness (Terrorist Information Awareness)

TS Technical Specification

TKIP Temporal Key Integrity Protocol

TV TeleVision

UK United Kingdon

UMTS Universal Mobile Telecommunications System

US United States

USA PATRIOT Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism

VAS Value Added Service

WAN Wide Area Network

WCDMA Wideband Code Division Multiple Access

Wi-Fi Wireless Fidelity

WLAN Wireless Local Area Network

WP Working Party

YMCA Young Men’s Christian Association
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INTRODUCTION

The information society is based on a large

network of computers that communicate by

exchanging packages of data via intermediaries.

The Internet facilitates a range of communication

services (e.g. e-mail, newsgroups) and is made

easily accessible through the World Wide Web.

A key-instrument for Internet use is the IP address.

To effect a transmission of information between a

website and a personal computer, an IP number

is granted by the access provider to the computer

of the user.209 Numerous intervening actors handle

these transmissions: (1) telecommunication

network providers, (2) access providers supplying

services for storage, transmission, and

presentation, (3) information providers, (4) content

service providers, and (5) individuals making use

of these services.210 Some of these services may

be offered by the same actor (e.g. a network

provider offering access).

This long list of players and intermediaries

shows the economic potential for business.

Providing access to the Internet is big business.

Using the Internet is also a business activity. The

Internet and the World Wide Web have created

unprecedented opportunities for global interaction

-for business, for social services, for recreation- and

have seen the establishment of a whole new on-

line business sector described as e-commerce.

Estimates for the growth and potential of e-

commerce are vast, and market predictions indicate

that it will be a trading sector with a still growing

turnover (estimated to EUR 340 billion within the

EU in 2003).

The impact of the information society upon

public sector activities is also very significant. Apart

from the digitalization of administrative routines

and the parallel development of vast electronic

processing of citizen’s data in the public sector,

many governments have launched programs of e-

government tending to organize their relations with

the citizens through the Internet. Administrative

procedures and information exchanges between

citizens and the government, as well data flows

amongst public bodies increasingly use electronic

means.

These evolutions raise a lot of questions

pertaining to the fate of the tremendous amount of

digitized personal data that can be, technically

speaking, readily combined, linked, correlated,

processed, analyzed and used. From a legal point

of view, these evolutions mainly address privacy

and data protection law. Since the late seventies

these two fields of the law gained an exponential

interest and role to play as a result of the said

evolutions. This has lead to the elaboration and

enactment of an impressive body of rules related

to privacy and/or data protection at national,

international and supranational level.

And today, again, fast technological

innovations are questioning this new, but maybe

already obsolescent body of legal rules. Again,

policy makers at national, international and

supranational level are trying to devise suitable

legal answers to cope with the technological

challenges. Again, privacy and data protection are

at the core of the discussion.

But the longer this goes on, the more privacy

and data protection seem to lose consistence and

sense. The step by step approach of the issues and

the many different existing views and legal policies

in the field of privacy and data protection can

certainly explain the confusion. Still, today it is very

difficult to make sense of actual privacy and data

protection regulations and their mutual relation.

209 In order for two computers to communicate, a server has to register where the data came from and where they are going. For that
reason, a computer will disseminate, among other things, its unique Internet address and the address of the Web page visited
most recently (since this is the source from which the request to a new link is made) each time a user logs on to an Internet
Service Provider. In addition, the server will note the time and date of the visit.

210 International Working Group on Data Protection in Telecommunications, ‘Data Protection on the Internet: Report and Guidance’
adopted at the 20th meeting in Berlin, November 19, 1997.
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In this report we want to explore potential

paths of privacy and data protection in the new

century. As such, we want to identify and clarify

the underlying principles and concepts of both

privacy and data protection in order to facilitate

further working with privacy and data protection.

The aim is to prevent the current mosaic of solutions

from becoming a confusing and irreconcilable

patchwork of strategies.

We will see below that the relationship

between privacy and data protection is complex.

As a matter of fact, this shines a light upon the

enactment in the Charter of the European Union

of a separate right to data protection alongside the

right to privacy.211 To explain that we wish to go

back to the origins of the Convention for the

protection of individuals with regard to automatic

processing of personal data (further referred to as

Treaty 108).212 Next to this, we will analyze the

basic features and principles of the democratic

constitutional state.213 This will significantly help

us to understand the different roots and objectives

of respectively privacy and data protection

It’s only after this preparatory legal and

conceptual work that we will be enabled to

properly discuss the privacy and data protection

aspects of the three trends within the European

information society which are the object of the

Security and Privacy for the Citizen in the Post-

September 11 Digital Age-study conducted by the

ICT Unit of the JRC-IPTS on behalf of the LIBE

committee of the European Parliament:

- the future of identity (related to the development

and use of new identification techniques such

as biometrics, identity management systems and

anonymizers)

- future location-based services (related to GPS

applications)

- the emergence of the virtual residence (related

to the development of ambient intelligence and

ubiquitous computing technology at home).

These trends are amply described in the

(restricted) IPTS-Draft Working Document Security

and Privacy for the Citizen in the Post-September

11 Digital Age214: the future of identity, location-

based services and the virtual residence (further

cited as IPTS-S&P). For a technical understanding

of these evolutions we refer to this document. The

present study aims at a further and deeper

understanding of the privacy and data protection

related issues, risks and dangers these three ICT

developments entail.

211 Cf. Charter of Fundamental Rights of the European Union of 7 December 2000. This Charter not only proclaims a right to privacy
similar to Article 8 European Convention of Human Rights, but, very important for us here, in its it also proclaims a fundamental
right to data protection which is absent from the ECHR (cf. infra).

212 Convention for the protection of individuals with regard to automatic processing of personal data, Council of Europe, January 28,
1981, European Treaty Series, no. 108; International Legal Materials, 1981, I, 422

213 We use the concept of ‘democratic constitutional state’ as a synonym for the more precise concepts of ‘democratic Rechtsstaat’
or ‘democratic state with rule of law’.

214 Security and Privacy for the Citizen in the Post-September 11 Digital Age. A Prospective Overview Working Document, draft May
2003, restricted. See also: Annex to the Minutes of the Kick-off meeting (Brussels, 21 January 2003) of Security and Privacy for the
Citizen in the Post-September 11 Digital Age. A Study for the LIBE Committee of the European Parliament
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CHAPTER 1.
PRIVACY AND DATA
PROTECTION:
A (RE)INTRODUCTION

1. Privacy

The right to protection of private life constitutes

a relatively new concept in the development of

contemporary law. Its beginnings are traditionally

attributed to the famous publication of an article

“The right to privacy” by the American scholars

Warren and Brandeis the Harvard Law Review at

the end of the 19th century.215 The piece was a

reaction against the state of American journalism,

wherein they complained about the journalists’ lack

of respect for personal feelings and sexual relations.

The authors called for privacy which they defined

as the right to be let alone As a result the article is

very often also associated the expression my home

is my castle.216

Although undeniably, notions such as secrecy

and confidentiality were at the heart of the concept

of privacy, there is a strong tendency in case law

and literature to understand privacy as a broadly

conceived concept for autonomy and information

autonomy of the human person.217 In this view,

privacy is the legal concept which must or should

realize the protection of individual freedom in our

societies. Hence it guarantees the freedom of

choice, autonomy and self-determination of

individuals. All in all, from this perspective, privacy

protects individual autonomy and uniqueness in

social and relational matters. We will come back

to these issues later.

2. International sources of privacy

Whatever may be the exact scope of the

privacy right, is has undeniably made stunning

progress in the 20th century. Privacy protection is

a concern of the highest and most fundamental

legal norms, namely constitutional norms, both at

international, regional and national levels. At

international and regional levels the most important

stipulations are Article 12 of the 1948 Universal

Declaration of Human Rights,218 Article 17 of the

1966 International Covenant on Civil and Political

Rights (ICCPR),219 Article 8 of the European

Convention on Human Rights (ECHR)220 and Art. 7

of the Charter of Fundamental Rights of the

European Union221. Both the ICCPR and the ECHR

are binding and self-executing treaties which

directly affect the national legal systems. They are

for example incorporated in Dutch and Belgian law

where they take precedence over conflicting

internal legislation, including the constitution. Next

to these international norms many national

constitutions, though not all, do explicitly

recognize privacy as a human right.

215 WARREN, S.D. & BRANDEIS, L.D., ‘The right to privacy’, Harvard Law Review, Vol. 4, 1890, 193-220.
216 Brandeis later became an associate justice at the U.S. Supreme Court, an institution which turned “the right to be let alone” into

a prime issue.
217 E.g. GUTWIRTH, S., Privacy and the information age, Lanham, Rowman & Littlefield Publ., 2002, 158 p.; RIGAUX, F., La

protection de la vie privée et des autres biens de la personnalité, Brussel/Parijs, Bruylant/L.G.D.J, 1990, 849 p.
218 Art. 12 of the Universal Declaration of Human Rights: “No one shall be subjected to arbitrary interference with his privacy,

family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of the
law against such interference or attacks.”

219 Art. 17 of the International Covenant on Civil and Political Rights: “1. No one shall be subjected to arbitrary or unlawful
interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation. 2. Everyone
has the right to the protection of the law against such interference or attacks.”

220 Infra, sub e
221 Article 7 the Charter of Fundamental Rights of the European Union: “Everyone has the right to respect for his or her private and

family life, home and communications”.
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3. Data protection

Since the 1970s, several European states have

passed data protection legislation, that is,

legislation protecting individuals from abuse

resulting from the processing (i.e., the collection,

use, storage, etc.) of personal data by public

administrations and private actors. In general, these

laws specify a series of rights for individuals and

demand good data management practices on the

part of the entities that process data (‘data

controllers’). The starting point of data protection

is the desire to protect the citizen. Its purpose is to

ensure that personal data are processed in ways

that make it unlikely that personal integrity and

privacy will be infringed or invaded.222

It is impossible to summarize data protection

in two or three lines. Data protection is a catch all

term for a series of ideas with regard to the

processing of personal data (cf. infra). Through the

application of these ideas governments try to

reconcile fundamental but conflicting values such

as privacy, free flow of information, governmental

need for surveillance and taxing, etc. In general

data protection does not have the prohibitive nature

of criminal law. The data subject does not own his

data and he or she cannot in many cases prevent

processing of his data. Under the current state of

affairs, data controllers (actors that process data)

are recognized to have a right to process data

pertaining to others. Hence, data protection is

pragmatic of nature: it assumes that private and

public actors need to be able to use personal

information and that this in many cases must be

accepted for societal reasons.223 The ‘thou shall not

kill’ that we know from criminal law, is replaced

by a totally different message: ‘thou can process

personal data under certain circumstances”. The

principled rupture in logic is evident.

4. International sources of data
protection

The basic practices or principles of data

protection are spelled out in the international legal

data protection texts produced by institutions such

as the Organization for Economic Cooperation and

Development (OECD),224 the Council of Europe225,

the UN226 and the European Union.227 Each of these

organizations produced what has become a classic

basic data protection instrument, respectively the

OECD Guidelines, the Treaty 108 and the Data

Protection Directive.228 The EU has also included

the right to data protection in the European Charter

of Fundamental Rights.229

The OECD Guidelines take the form of a short

document that contains no more than a listing of

the data protection principles.230 These principles

are:231 1. the collection limitation principle;232 2.

222 BLUME, P, ‘The Citizens’ Data Protection’, The Journal of Information, Law and Technology JILT). 1998/1 <http://elj.warwick.ac.uk/
jilt/infosoc/98_1blum/> (9p.), 1-2.

223 BLUME, P, l.c., 6.
224 Cf. OECD Guidelines Governing the Protection of Privacy and Transborder Data Flows of Personal Data, 23 September 1980 in

Guidelines Governing the Protection of Privacy and Transborder Data Flows of Personal Data, Paris, OECD, 1980, 9-12; International
Legal Materials, 1981, I, 317. (further cited as “OECD Guidelines”)

225 Treaty 108: Convention for the protection of individuals with regard to automatic processing of personal data, Council of Europe,
January 28, 1981, European Treaty Series, no. 108; International Legal Materials, 1981, I, 422

226 The United Nations Guidelines are a more recent international instrument: Guidelines concerning computerized personal data
files, adopted by the General Assembly on 14 December 1990. We will not further discuss these UN-Guidelines, because in
Europe they are overshadowed by the other regulations.

227 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data on the free movement of such data, Official Journal of the European Communities, L
281, 23 November 1995, 31-50 (further cited as “Data Protection Directive”)

228 This directive has been supplemented by data protection provisions in a number of more specific directives (cf. infra).
229 Charter of Fundamental Rights of 7 December 2000 of the European Union, Official Journal of the European Communities, C

364, 2000, 1, entered into force December 7, 2000.
230 The two European instruments widen the scope in many respects and create supervisory data protection committees, which are

unknown in the OECD Guidelines.
231 Cf. KIRSCH, W.J., ‘The Protection of Privacy and Transborder Flows of Personal Data: The Work of the Council of Europe, the

Organization for Economic Co-Operation and Development and the European Economic Community’, Legal issues on European
integration, 1982, No. 2, 31-32.

232 There should be limits to the collection of personal data and any such information should be obtained by lawful and fair means
and, where appropriate, with the knowledge or consent of the data subject.
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the data quality principle;233 3. the purpose

specification principle;234 4. the use limitation

principle;235 5. the security safeguards principle;236

6. the openness principle;237 7. the individual

participation principle;238 8. the accountability

principle239. These principles apply to all personal

data, whether in public or private sectors. Data

protection does not focus specifically on the

instruments used for surveillance or processing, but

only looks at the object of these actions, namely

personal data: whenever there is processing of such

data, the data protection principles apply.240 The

European texts on data protection will be discussed

more in detail below.

The national sources of data protection are

diverse. National data protection laws came into

force from the 1970s onwards. As mentioned briefly

higher, these laws in general provide for a series of

rights for individuals such as the right to receive

certain information whenever data are collected,

the right of access to the data, and if necessary, the

right to have the data corrected, and the right to

object to certain types of data processing. Also,

these laws generally demand good data

management practices on the part of the data

controllers and include a series of obligations: the

obligation to use personal data for specified,

explicit and legitimate purposes, the obligation to

guarantee the security of the data against accidental

or unauthorized access or manipulation, and in

some cases the obligation to notify a specific

independent supervisory body before carrying out

certain types of data processing operations. These

laws normally provide specific safeguards or

special procedures to be applied in case of transfers

of data abroad.

5. The European Convention for the
Protection of Human Rights (ECHR)

The European Convention for the Protection

of Human Rights and Fundamental Freedoms

(ECHR), concluded in 1950, is designed to protect

individuals’ fundamental rights and freedoms. The

Council of Europe has instituted a judicial

procedure which allows individuals to bring actions

against governments, if they consider that they are

the victims of a violation of the Convention.

Complainants have direct access to an international

court, the European Court of Human Rights in

Strasbourg.

Of great importance for us is Article 8 ECHR,

the privacy article of the convention, stating that:

“(1.) Everyone has the right to respect for his

private and family life, his home and his

correspondence. (2.) There shall be no interference

by a public authority with the exercise of this right

233 Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary for those purposes,
should be accurate, complete, and up-to-date.

234 The purposes for which personal data are collected should be specified not later than at the time of data collection. Subsequent
use should be limited to the fulfillment of those purposes or such others as are not incompatible with those purposes and as are
specified on each occasion of change of purpose.

235 Personal data should not be disclosed, made available or otherwise used for purposes other than those first specified except: a)
with the consent of the data subject; or b) by the authority of the law.

236 Personal data should be protected by reasonable security safeguards against such risks as loss or unauthorized access, destruction,
use, modification, or disclosure.

237 There should be a general policy of openness about developments, practices, and policies with respect to personal data. Means
should be readily available for establishing the existence and nature of personal data, and the main purposes of their use, as well
as the identity and usual residence of the data controller.

238 An individual should have the right of notification, access and rectification.
239 A data controller should be accountable for complying with measures that give effect to the data protection principles.
240 People often tend to be amazed when these principles are spelled out, but the major part of it is impregnated by classical human

rights thinking. It is sufficient to compare the content of these principles with some of the recent Guidelines of the Committee of
Ministers of the Council of Europe on human rights and the fight against terrorism containing ideas such as supervision, exclusion
of arbitrariness, proportionality and the idea of transparency: Cf. Guideline II (Prohibition of arbitrariness): All measures taken by
states to fight terrorism must respect human rights and the principle of the rule of law, while excluding any form of arbitrariness,
as well as any discriminatory or racist treatment, and must be subject to appropriate supervision. Guideline III (Lawfulness of
anti-terrorist measures) 1. All measures taken by states to combat terrorism must be lawful. 2. When a measure restricts human
rights, restrictions must be defined as precisely as possible and be necessary and proportionate to the aim pursued. Cf. Guidelines
of the Committee of Ministers of the Council of Europe on human rights and the fight against terrorism, Final activity report issued
by the Group of specialists on Human Rights and the fight against terrorism, 3rd July 2002 <http://www.coe.int>
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except such as is in accordance with the law and

is necessary in a democratic society in the interests

of national security, public safety or the economic

well-being of the country, for the prevention of

disorder or crime, for the protection of health or

morals, or for the protection of the rights and

freedoms of others”.

The first and foremost harmonizing influence

emanating from Article 8 ECHR is, in any event,

the requirement that any invasion of privacy for a

legitimate reason (for purposes of criminal

investigation, usually the prevention of crime) must

have a basis in law, and that this law – be it case

law or statute – must be of a certain quality:

foreseeable (sufficiently detailed) and accessible

and providing remedies for the citizen. While in

continental ‘civil’ legal systems and culture it is

regarded as self evident that interference with the

individual citizen by the state requires an explicit

basis in law, common law systems take the opposite

view: everything is allowed unless forbidden.

Therefore, the full implementation ECHR required

of the United Kingdom a substantial cultural volte

face,241 at least as far as the rules governing police

powers are concerned.242

6. The historical need for a Data
Protection Treaty besides the ECHR

An obvious question arises: why was a

specialized treaty on data protection needed; why

was Article 8 ECHR not a sufficient legal

instrument?

The idea to come up with the Council of

Europe Treaty 108 can only be understood in the

light of some flaws in the human rights protection

offered by the ECHR, focusing heavily on protection

against governmental actions and offering no clear-

cut protection for all data, including other than

sensitive data.243

At the end of the 1960s the Parliamentary

Assembly of the Council of Europe asked the

Committee of Ministers whether the ECHR and

national law gave sufficient protection to the right

of privacy in view of developments in information

processing. The Committee concluded that there

were several problems to be resolved: 1) the ECHR

covers, in general terms, in Article 8, the right to a

private life, but does not apply to the private sector;

2) the right to a private life would not necessarily

include all personal data, and so there was a

question whether a large proportion of data would

be sufficiently safeguarded; 3) the right of access

to data on oneself was not covered by the concept

of the right to privacy as expressed in Article 8. In

short, the ECHR had a defensive approach to

privacy and more positive action was necessary.

There are reasonable explanations for the

second and third problem.244 These problems are

not shortcomings in the sense that they undermine

our understanding of privacy. The first problem was

and is truly problematic. Unlike the French 1789

Déclaration des droits de l’homme et du citoyen,245

most nineteenth and twentieth century

constitutional and human rights documents are

conceived from the viewpoint that human rights

are primarily recognized to strike a ‘fair balance’

between individual liberty and the interest of

society. Therefore an individual cannot legally

invoke human rights against another citizen

241 The events from Malone v. United Kingdom (1984), 7 EHRR 14 to the Regulation of Investigatory Powers Act 2000 is a locus
classicus. A violation was found of Article 8 ECHR in a case concerning interception and metering of telecommunication, on the
grounds that a legal basis as required by Article 8 was absent in English law. The Interception of Communications Act 1985 was
an attempt to remedy for this.

242 ALLDRIGDE, P. & BRANTS, Ch., ‘Introduction’ in ALLDRIGDE, P. & BRANTS, Ch. (eds.), Personal Autonomy, the Private Sphere
and the Criminal Law. A Comparative Study, Oxford, Hart Publishing, 2001, 13.

243 See: DE HERT, P.,’Mensenrechten en bescherming van persoonsgegevens. Overzicht en synthese van de Europese rechtspraak
1955-1997’ [Human rights and data protection: analysis of 40 years of case law], in Jaarboek ICM 1997, Antwerp, Maklu, 1998,
40-45; HUSTINX, P., ‘COE and Data Protection: What has been Achieved’, Transnational Data and Communications Report,
1989, November, 21-22.

244 Not all data can be labeled as sensitive at first sight and a ‘subjective right to access to data’ falls not in itself under the traditional
meaning given to privacy.

245 The Déclaration is addressed both to the political institutions and the citizens. Cf. BOESJES, J., ‘De horizontale werking van
grondrechten’, Nederlands Juristenblad, 1973, 906.
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supposedly threatening the rights of the former.246

This also holds for the ECHR for a complaint against

another private person will be declared

inadmissible by the Strasbourg Court.247

Nonetheless, despite all legal problems and

arguments to the contrary, the horizontal effect of

basic rights is self-evident. If privacy is protected

against acts of the public authorities, should it ‘a

fortiori’ not be protected against individual acts too?

After all, the government acts on behalf of the

public interest, which seems to be a more legitimate

reason for an invasion of privacy than, for example,

personal profit-seeking. On top of that, the

authorities are bound by their legal powers, giving

citizens an additional touchstone (misuse of power

is, of course, illegal). It raises the question what

the reasons can be to allow individuals more

leeway than the public authorities in dealing with

the privacy of others. There is no valid reason to

give, say, a headhunter more freedom than the

government. If privacy is truly a fundamental legal

norm, then it must be evident in all legal relations.

This is all the more so since personal relations are

very often as based on power as relations with the

public authorities. Relations between employers

and employees, between banks, insurance

companies, big business and consumers, between

landlords and tenants, between health care

institutions and patients, etc., are often very

asymmetrical. They can be extremely ‘vertical,’

increasing the dangers that privacy can be invaded.

If the basic rights and freedoms, especially privacy,

are truly aimed at protecting the subject against

power, than they must be effective in all power

relations that affect the individual.

Hence privacy protection should be based on

a simple premise: the person who unjustly invades

the privacy of another, commits a wrongful act.

Through the creation of a general framework for

data protection, applicable in the public and the

private sector, the European legislator has turned

this vision into reality by laying down rules for

horizontal legal relations against the background

of safeguarding privacy.

7. The underlying objectives of
European data protection

The foregoing shows that on a European

policy-making level the opinion existed that a more

dynamic approach was needed to address

problems related to personal data. As a result, in

1971 a Committee of Experts was established which

prepared two recommendations with basic

principles for the protection of individuals

regarding electronic databanks. These

recommendations were agreed in 1973 and 1974,

one covering the private sector and the other the

public sector (Resolutions (73) 22 and (74) 29).

Without excluding the possibility of further action,

it was felt that a common approach was necessary

in both sectors. Meanwhile, the German Land of

Hesse had passed the world’s first data protection

law in 1970, followed by Sweden in 1973 and

several other states in the next few years.

These laws led in the second half of the 1970s

to the preparation of the Council of Europe Treaty

108 on data protection for three major reasons: 1)

Several national data protection laws included

provisions on transborder data flows restricting the

export of data. This permission or licensing system

threatened international co-operation and

communication. 2) Although national laws were

inspired by the same basic principles, there were

several differences in substance and procedure.

Consequently, in the case of international data

processing there could be serious problems of

conflicts of law. 3) The human rights concept

behind Article 8 ECHR needed to be expanded to

246 It is, for instance, well-established US constitutional law that searches by private citizens, as opposed to government agents, are
not restricted by the Fourth Amendment. Cf. Supreme Court, United States v. Jacobsen, United States Supreme Court Reports
(US), 1984, Vol. 466, 109 (upholding warrantless examination by drug agents of package opened and closed by delivery service
employees). Also: Supreme Court, Walter v. United States, United States Supreme Court Reports (US), 1980, Vol. 447, 649. See:
LATZER, B., State Constitutions and Criminal Justice, Greenwood Press, New York 1991, 43.

247 On the basis of Article 25 of the Convention only States can be held responsible. Complaints against other individuals will be
declared inadmissible ratione personae as being ‘incompatible with the provisions of the Convention’ (ECHR Article 35 new;
ECHR Article 27 old). Partly, the doctrine of the positive obligations remedies this (see below)
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more fully cover the processing of personal data.

The drafting of the Treaty started in 1976 and it

was opened for signature on 28 January 1981.

Next to these goals two other, less explicitly

stated, but nevertheless important reasons for the

creation of mechanisms of personal data protection

merit particular attention.248

Firstly, the ineffectiveness of traditional

mechanisms for the protection of privacy, which

were available for application on the basis of

criminal law and civil law: the civil law sanctions

as well as the penal sanctions had turned out to be

absolutely ineffective from the point of view of the

preventive function. Threats to the individual, as

was rightly noticed, will not be eliminated, until

preventive instruments are mobilized. Hence a

principal turnaround took place in the construction

of personal data protection: greater stress was

placed upon the prevention of violations and less

on the removal of its consequences (as here the

traditional instruments of protection might be found

sufficient).

Secondly, the acknowledgment above all of

instruments of a public law nature (administrative

law) as the basic arm of protection – which thereby

consists of institutional protection, and not

protection having its source and legitimacy in the

autonomous dispositions of the individual. The

ECHR is silent with regard to the issue of consent

and waiver of rights, which is a disturbing fact, since

commerce and firms often use consent to render

transactions legitimate. Television programs such

as Big Brother and Phantasy Island wherein people

consent to flirt and seduce other people, show the

extent to which consent can give way to dubious

or even illegitimate transactions. European data

protection, although very flexible with regard to

consent, has at least some explicit answers to

possible abuses of consent. One author rightly

notes that “(i)t is not the individual that decides on

the scope of protection, but the drafters of the law

who make the decisions in anticipation on his

behalf. The appearances and the stress laid on the

approval of the individual, as a premise still

required in most cases for the creation of data

banks, ought not to deceive us. The individual is

only one of the players in that show. He occupies

the vertex of the triangle, along the sides of which

are located: the public interest and the interest of

other individuals”.249

8. Data protection after 1995

a. New challenges

Since the adoption of the Data Protection

Directive in 1995, there has been an exponential

growth in the number of households and

businesses connected to the Internet and thus in

the number of people leaving an increasing

amount of personal information of all kinds on

the web. At the same time, the means of collecting

personal information has become increasingly

sophisticated and less easily detectable: closed

circuit TV systems monitoring public places; spy

ware installed in PCs by web-sites to which they

have been connected which collect information

about users’ browsing habits, information that the

sites often sell to others; or the monitoring of

employees’, including the use of emails and

internet, at the workplace.250

b. Council of Europe initiatives

In order to adapt the general principles set

out in the 1981 Convention to the specific

requirements of various sectors of activity in

society, a number of recommendations dealing

with the following subjects have been adopted

248 SAFJAN, M., ‘The Right to Privacy and Personal Data Protection in The Council of Europe and the bureau of the inspector general
of Poland for personal data protection, European Conference on Data Protection on Council of Europe Convention 108 for the
protection of individuals with regard to automatic processing of personal data: present and future, Strasbourg, Council of Europe,
DP Conf (2001) Reports, 2001, (19-26), 22.

249 SAFJAN, M., l.c., 22.
250 Commission of the European Communities, First report on the implementation of the Data Protection Directive (95/46/EC),

Brussels, 15.5.2003, COM(2003) 265 final, (27p.), 4.
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by the Council of Europe: medical databanks

(1981); scientific and other statistical research

(1983); direct marketing (1985); social security

(1986); police records (1987); employment data

(1989); financial payments and related

transactions (1990); communication of data to

third persons by public institutions (1991);

protection of personal data in the field of

telecommunications, in particular telephone

services (1995), the protection of medical and

genetic data (1997); the protection of personal

data collected and processed for statistical

purposes (1997); the R (99) 5 recommendation

containing Guidelines for the protection of privacy

on the Internet (1999) and a recommendation

dealing with the protection of data collected and

processed for insurance purposes (2000). These

recommendations have the advantage of being

easier to draw up, to adopt and to implement:

instead of signature and ratification by each of

the Member States, they only require unanimous

adoption by the Committee of Ministers.

c. The Directive 2002/58/EC on privacy and
electronic communications

Notably as a response to technological

developments, Directive 97/66/EC of the European

Parliament and of the Council of 15 December 1997

concerning the processing of personal data and the

protection of privacy in the telecommunications

sector251 translated the principles set out in the Data

Protection Directive into specific rules for the

telecommunications sector (applying upon public

telecommunications networks and publicly

available telecommunications services such as

telephone, mobile networks and internet related

services).

However, Directive 2002/58/EC on privacy

and electronic communications of 12 July 2002252

has recently repealed and replaced Directive 97/

66/EC to reflect developments in the markets and

technologies for electronic communications

services, such as the Internet (email, chat rooms,

...) and digital mobile networks (communications,

SMS, ...) so as to provide an equal level of

protection of personal data and privacy, regardless

of the technologies used (cf. the considerations 4,

5 and 6 of the Directive). This Directive obliges

Member States to guarantee the confidentiality of

communication through national regulations

prohibiting any unauthorized listening, tapping,

storage or other kinds of interception of surveillance

of communications and the related traffic data by

persons other than users, without the consent of

the users (except when legally authorized to do

so). The Directive also puts an end to the long

lasting controversy regarding direct marketing

based by explicitly adopting an opt-in system which

inherently implies the prohibition of unsolicited

marketing mail or communications. In sum: “(t)hese

new provisions ensure the protection of all

information (“traffic”) transmitted across the

Internet, prohibit unsolicited commercial marketing

by e-mail (spam) without consent, and protect

mobile phone users from precise location tracking

and surveillance”.253 Furthermore, where calling

and connected line identification is offered, users

must be given the possibility not to subscribe to

this service or not having their identification

revealed when making a telephone call.

Conversely, subscribers to this service must have

the possibility to reject incoming calls from

individuals who have blocked their calling-line

identification. Additionally, the Directive states that

where printed or electronic telecommunication

directories exist, individuals are entitled to refuse

to be put on the list, in principle, at no cost. Finally,

the Directive stipulates that member states may,

for reasons of national security, defence, public

security and the prevention, investigation and

prosecution of criminal offences, enact legislation

providing for the retention of traffic and location

data, pertaining to all forms of electronic

251 OJ No L 24, 30.1.1998, p. 1-8
252 OJ No L 201, 31 July 2002, p. 37-47. Member States have until 31 October 2003 to transpose the new

Directive into national law.
253 EPIC & Privacy International, Privacy and human rights 2002. An international survey of privacy laws and developments,

Washington/London, 2002, 12 <http://www.privacyinternational.org/survey/phr2002/>
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communications, by the telecommunications

operators.254

d. Other EU initiatives

The emergence of a knowledge based economy

combined with technological progress and the

growing role attributed to human capital have

intensified the collection of workers’ personal data

in the employment context.255 These developments

gave rise to a number of concerns and risks and

brought the issue of effective protection of workers’

personal data into focus. The Commission noted, in

its second stage consultation document addressed to

the European social partners in October 2002, that

there is scope for EU legislative action under Article

137 (2) of the Treaty, aimed at improving working

conditions by establishing a European framework of

principles and rules in this field. The Commission is

currently reflecting on the follow-up to this

consultation and intends to decide thereon before

the end of 2003. Such a European framework would

build on the existing general principles of the Data

Protection Directive while supplementing and

clarifying these principles in the employment context.

As regards consumer credit, the Commission

has set out, in its proposal for a European Parliament

and Council Directive on the harmonization of laws,

regulations and administrative provisions of the

Member States concerning credit for consumers,256

some specific provisions on data protection aimed

at further strengthening the protection of consumers.

9. The reasons for adopting a separate
Treaty 108 are still valid

Let us return to the three initial problems with

Article 8 ECHR as identified by the Committee of

Ministers. (1) Article 8 ECHR does not apply to the

private sector. (2) The right to a private life would not

necessarily include all personal data, and so there

was the question of whether a large proportion of

data would be sufficiently safeguarded. (3) The right

of access to data on oneself was not covered by the

concept of the right to privacy as expressed in Article

8. It is our belief that today, many years later, this

analysis, and hence the reasons for having a separate

set of regulations on data protection, still holds.

a. Drittwirkung

The problem of ‘third party applicability’ of

‘Drittwirkung’ of contemporary human rights

remains. Partly, the doctrine of the positive

obligations remedies this, but the Convention is

far from having acquired de facto horizontal

effect.257 Many problems regarding for example

personal data processing within empoyment and

labour relations can only be dealt with by the

Convention organs if the employer is a state

organ.258 Some courts in national legal orders have

254 This retention possibility has been firmly criticized in EPIC & Privacy International, o.c., 44: “Although this data retention provision
is supposed to constitute an exception to the general regime of data protection established by the directive, the ability of governments
to compel Internet service providers and telecommunications companies to store all data about all of their subscribers can hardly
be construed as an exception to be narrowly interpreted. The practical result is that all users of new communications technologies
are now considered worthy of scrutiny and surveillance in a generalized and preventive fashion for periods of time that States’
legislatures or governments have the discretion to determine”. These privacy invasive retention schemes were devised in the
aftermath of September 11, 2001.

255 Commission of the European Communities, ‘First report’, o.c., 4.
256 COM (2002) 443 final of 11.09.2002.
257 Cf. “(I)t could be argued that State responsibility is not incurred if the link between the infringement and the domestic law is less

obvious”; LAWSON, R., ‘Out of Control, State Responsibility and Human Rights: Will the ILC’s Definition of the ‘Act of State’
Meet the Challenges of the 21st Century?’, in CASTERMANS-HOLLEMAN, M., VAN HOOF, Fr. & SMITH, J. (eds.), The Role of the
Nation-State in the 21st Century. Human Rights, International Organisations and Foreign Policy. Essays in Honour of Peter Baehr,
The Hague, Kluwer Law International, 1998, 107.

258 On the issue of wiretapping by an employer: ECHR, Allison Halford v. United Kingdom, June 25, 1997, R.A.D.-R.J.D., 1997, III,
1004-1038; DE HERT, P., Artikel 8 EVRM en het Belgisch recht. De bescherming van privacy, gezin, woonst en communicatie
[Article 8 ECHR and the Law in Belgium. Protection of Privacy, House, Family and Correspondence], Gent, Mys en Breesch
Uitgeverij, 1998, 347-349. The applicant, Ms Alison Halford, was born in 1940 and lives in Wirral. From 1962 until her retirement
in 1992 she worked in the police service. She alleged that calls made from her home and her office telephones were intercepted
for the purposes of obtaining information to use against her in the discrimination proceedings. The Court found that no provision
in domestic law regulated these kind of interceptions. The interference was not “in accordance with the law” for the purposes of
Article 8 para. 2 of the Convention, since domestic law did not provide adequate protection to Ms Halford against interferences
by the police with her right to respect for her private life and correspondence. Hence, there had been a violation of Article 8 in
relation to the interception of calls made on Ms Halford’s office telephones (ECHR, Allison Halford v. United Kingdom, para. 51).



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

123

accepted to a certain extent the third party

applicability of the European Convention, for

instance in Luxembourg259 and in the

Netherlands.260 Even when one assumes that this

trend will continue, which remains to be seen,261

several problems still need to be solved. Still there

are courts that refrain from explicitly referring to

the human rights listed in the ECHR or the national

bill of rights and do not take into consideration the

limitation grounds incorporated in these texts, thus

giving themselves greater discretion This can result

in a dual system of human rights protection: a

severe regime of protection for governmental

infringements and a less severe, more flexible

system for non-governmental infringements.262

Data protection has obvious added value here.

The principles apply to personal data, whether in

public or private sectors. This has also engaged in

tackling the question of consent, where the

institutional inability of the ECHR organs to even

consider these threats remains. Privacy threats do

not stop being threats when consent is obtained.

This is the case because real relationships between

data subjects and data controllers very often are

so uneven that the data subject has no other choice

than to give his/her consent. Moreover, the

individual consent might legitimate practices that

can turn out to be collective threats or threats for

the public interest.

b. Data protection protected by Article 8 ECHR?

Today the fact remains that the case law of

the European court does not extend protection of

the private life to all personal data. Neither the

Strasbourg Court nor the former Strasbourg

Commission use terminology as we know it from

the data protection rules and regulations. Although

Article 8 ECHR is important, data protection issues

or aspects can also be found in the Articles 5, 6,

10 and 13 ECHR. A general and conclusive right

to data protection is not formulated in the

jurisprudence of the Court. It is striking to note that

the Strasbourg Court and Commission have paid

very little attention to ‘their own’ Council of

Europe’s Treaty 108. It might not be too difficult to

link Treaty 108 more or less directly to Article 8

ECHR. In this respect the Case of Z v. Finland is

remarkable. In this case the Court for the first time

referred to Treaty 108.263 After a rather long period,

the Court again referred to Treaty 108 in the recent

cases of Amann,264 and Rotaru.265 This does however

not change the rather unimportant and not very

influential position of Treaty 108 with regard to the

right to private life of Article 8 ECHR.

Although the organs of the ECHR have recalled

on several occasions that data protection is an issue

which falls within the scope of Article 8,266 they

have also held that not all aspects of the processing

of personal data are protected by the ECHR. In the

259 SPIELMANN, D., ‘Le Juge luxembourgeois et la Cour européenne des droits de l’homme’ in TAVERNIER, P. (ed.), Quelle Europe
pour les droits de l’Homme?, Brussels, Bruylant, 1996, 311-312, with ref.; SPIELMANN, D., L’effet potentiel de la Convention
européenne des droits de l’homme entre personnes privées, Brussels, Bruylant, 1995, 44-55. The latter work also contains
chapters on the situation in France, Belgium, Austria, Germany and Malta. See for the situation in Canada, the US and the United
Kingdom: CLAPHAM, A., Human Rights in the Private Sphere, Oxford, Clarendon Press, 1993, 150-342.

260 KLERK, Y. & JANSE DE JONGE, E., ‘The Netherlands’, in GEARTY, C. (ed.), European Civil Liberties and the European Convention
on Human Rights. A Comparative Study, The Hague, Martinus Nijhoff Publishers, 1997, 122-123, with ref.: VERHEY, L., Horizontale
werking van grondrechten, in het bijzonder van het recht op privacy, Zwolle, W.E.J. Tjeenk Willink, 1992, 487p.

261 In the Belgian case law with regard to monitoring of employees by the employer, there are judges and courts that consider the
right to privacy incorporated in Article 8, ECHR, to be established sufficiently strongly in Belgian law to take it into consideration
when judging conflicts between private persons (Kort. Ged. Rb. Brussels, November 6, 1996, Journ.Procès, 1996, No. 316, 26,
annotation F. JONGEN), but at the same time there are other judges and courts that deny the applicability of this right (Arbeidshof
Brussels, May 18, 1992, Pasin., 1992, May-June, 71-72). See: DE HERT, P., Privacy en het gebruik van visuele technieken door
burger en politie. Belgische regelgeving vandaag en morgen [Privacy and the use of visual surveillance technology] , Brussels,
Ed. Politeia, 1998, 115-117.

262 See in more detail: HERT, P., Artikel 8 EVRM en het Belgisch recht, o.c., 53-55. A similar danger for a double standard system
exists in regard to the so-called positive obligations implied in the ECHR. Broad application of this doctrine, could erode the
spirit of the Convention, since the Court assumes that positive obligations do not fall under the limitations that exist for negative
obligations. See: VAN DIJK, P., ‘Positive Obligations Implied in the European Convention on Human Rights: Are the States Still
the Masters of the Convention?’, l.c., 17-33.

263 ECHR, Z. v. Finland, l.c., para. 95.
264 ECHR. Amann v. Switzerland, 16 February 2000, Case 27798/95, para. 65.
265 ECHR, Rotaru v. Romania, 4 May 2000, R.T.D.H., 2001,§ 57 and 60.
266 For instance: ECommissionHR, Tom Lundvall v.. Sweden, 11 December 1985, case 10473/83, D.R., vol. 45, 130.
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Leander case the Court stated that the refusal to

give Leander access to his personal data falls within

the scope of Article 8 ECHR.267 A claim for access

therefore can be based upon Article 8.268 But the

Court also stipulates rather ‘bluntly’ that this does

not mean that Article 8 ECHR gives a general right

to access to personal data.269 In the case of

McMichael the right to access is again

recognized.270 But, just as in the Leander case, a

general right of access to personal data is not

granted. In this case the Court does not explicitly

deny such a right, but it ‘simply’ does not mention

the issue.271

Also, the Court makes a distinction between

personal data that fall within the scope of the ECHR

and personal data that do not fall within its scope.

In the eyes of the Court there is processing of

personal data that affects private life and processing

of personal data that does not affect the private life

of individuals. A good example is the 1998-case

Pierre Herbecq and the Association Ligue des droits

de l ‘homme v Belgium.271 In these two joint

Belgium cases the applicants complain about the

absence of legislation on filming for surveillance

purposes where the data obtained is not recorded

in Belgium. The application was held inadmissible

on the following grounds: “In order to delimit the

scope of the protection afforded by Article 8 against

interference by public authorities in other similar

cases, the Commission has examined whether the

use of photographic equipment which does not

record the visual data thus obtained amounts to

an intrusion into the individual’s privacy (for

instance, when this occurs in his home), whether

the visual data relates to private matters or public

incidents and whether it was envisaged for a limited

use or was likely to be made available to the general

public. In the present case, the Commission notes

that the photographic systems of which the

applicant complains are likely to be used in public

places or in premises lawfully occupied by the users

of such systems in order to monitor those premises

for security purposes. Given that nothing is

recorded, it is difficult to see how the visual data

obtained could be made available to the general

public or used for purposes other than to keep a

watch on places. The Commission also notes that

the data available to a person looking at monitors

is identical to that which he or she could have

obtained by being on the spot in person. Therefore,

all that can be observed is, essentially public

behavior. The applicants have also failed to

demonstrate plausibly that private actions occurring

in public could have been monitored in any way.

Applying the above criteria, the Commission has

reached the conclusion that there is, in the present

case, no appearance of an interference with the

first applicant’s private life. It follows that this part

of the application is manifestly ill-founded within

the meaning of Article 27, para. 2 of the

Convention” (italics added).

c. The added value of data protection

Data protection does not distinguish different

sorts of personal data. The central notion in this

area of law is personal data, meaning any

information relating to an identified or identifiable

individual. Data protection -although it recognizes

the existence of a special category of sensitive data

- is built up upon the idea that all data can be

abused, including the more ordinary data, such as

names and addresses. Although the category of

sensitive data receives heightened protection, the

basic idea of data protection is to offer protection

to all personal data. This idea is without doubt

based on common sense. This idea is without doubt

based on common sense since there can be a

debate about the extent to which ordinary data

should be protected, but there can be little or no

debate about the common sense behind the idea

267 ECHR, Torsten Leander v. Sweden, March 26, 1987, Séries A, vol. 116 para. 48.
268 Cf. ECHR, Antony and Margaret McMichael v. United Kingdom, 24 February 1995, Series A, vol. 307-B, para. 91.
269 ECHR, Graham Gaskin v. United Kingdom, l.c., para. 37.
270 Cf. ECHR, Antony and Margaret McMichael v. United Kingdom, l.c., para. 9.
271 Cf. ECHR, Antony and Margaret McMichael v. United Kingdom, l.c., para. 9.
272 ECommHR, Pierre Herbecq and the Association Ligue des droits de l ‘homme v Belgium, Decision of 14 January 1998 on the

applicability of the applications No. 32200/96 and 32201/96 (joined), Decisions and Reports, 1999, 92-98; Algemeen Juridisch
Tijdschrift, 1997-1998, Vol. 4, 504-508.
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of granting protection to such data. As an example

consider the following: while prohibiting the

processing of sensitive data about, for instance,

Jewish people, is positive, it would be unwise not

to observe that a simple list of names (ordinary data)

can also convey the information required to target

them and ought to be protected as well.273

In very recent cases such as Amann, Rotaru

and P.G. and J.H. v. the United Kingdom,274 the

European Court seems to remedy for this by

applying a very broad privacy definition, an

uncritical reference to the Leander case, a generous

reference to Treaty 108 and a very loose scrutiny

of the requirements of the first paragraph of Article

8 ECHR.275

These cases should be carefully interpreted.

A close reading of the case law of the European

Court of Human rights reveals that the sheer fact

that data are processed does not bring the

processing under the scope of Article 8 ECHR.

Reference in these cases to the old formulae that

there has to be question of ‘data relating to the

private life of the individual’ shows that the old

distinction between data that merits protection and

data that does not, is still operating. Also, the

reference to Treaty 108 is formulated in a way that

leaves room for discretion. Moreover, even when

these cases show a willingness to protect aspects

of ‘public privacy’ and the day may come that the

Court will grant Article 8 ECHR-protection to all

personal data; there remain other questions to be

answered, e.g. the question whether a right to

access can be considered as an integral part of

rights contained in Article 8 ECHR. As long as these

questions are not answered, there remains

undeniably a proper role to play for data protection.

10. Data protection as a human right

a. The added value of a human right to data
protection

Very recently the proper role of data

protection, discussed in the previous paragraph,

has received constitutional recognition in the

Charter of fundamental rights of the European

Union.276 In the Charter a separate right to data

protection is created or recognized next to a right

to a private life for the individual. The Charter

contains a uninspired copy of Article 8 ECHR,

namely Article 7 which states that: “Everyone has

the right to respect for his or her private and family

life, home and communications”.

On the other hand, Article 8 of the Charter

focuses on the protection of personal data:

Everyone has the right to the protection of

personal data concerning him or her.

Such data must be processed fairly for

specified purposes and on the basis of the consent

of the person concerned or some other legitimate

basis laid down by law. Everyone has the right of

273 Often, technical people favor an Internet without law and especially without data protection law considered as too bureaucratic
or formal. It is amusing to note that those most familiar with the possibilities of ICT themselves oppose the idea that it can make
sense to protect data such as names or data regarding consumer behavior (e.g. clients of a Kosher e-market).

274 ECHR, P.G. and J.H. v. the United Kingdom, 25 September 2001, (Application no. 44787/98), <http://www.dhcour.coe.fr/eng/>
275 For instance in Amann,§§ 65-57: “ The Court reiterates that the storing of data relating to the “private life” of an individual falls

within the application of Article 8§ 1 (see the Leander v. Sweden judgment of 26 March 1987, Series A no. 116, p. 22,§ 48). It
points out in this connection that the term “private life” must not be interpreted restrictively. In particular, respect for private life
comprises the right to establish and develop relationships with other human beings; there appears, furthermore, to be no reason
in principle why this understanding of the notion of “private life” should be taken to exclude activities of a professional or
business nature (see the Niemietz v. Germany judgment of 16 December 1992, Series A no. 251-B, pp. 33-34,§ 29, and the
Halford judgment cited above, pp. 1015-16,§ 42).
That broad interpretation tallies with that of the Council of Europe’s Convention of 28 January 1981 for the protection of individuals
with regard to automatic processing of personal data, which came into force on 1 October 1985, whose purpose is “to secure in
the territory of each Party for every individual … respect for his rights and fundamental freedoms, and in particular his right to
privacy, with regard to automatic processing of personal data relating to him” (Article 1), such personal data being defined as
“any information relating to an identified or identifiable individual” (Article 2). In the present case the Court notes that a card was
filled in on the applicant on which it was stated that he was a “contact with the Russian embassy” and did “business of various
kinds with the company [A.]” (see paragraphs 15 and 18 above). The Court finds that those details undeniably amounted to data
relating to the applicant’s “private life” and that, accordingly, Article 8 is applicable to this complaint also”.

276 http://europa.eu.int/comm/justice_home/unit/charte/en/charter02.html
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access to data that has been collected concerning

him or her, and the right to have it rectified.

Compliance with these rules shall be subject

to control by an independent authority.

In the ECHR there is no article that comes close

this provision. Apparently something new in

constitutional development is happening. This

recognition of a constitutional right to data

protection in the EU Charter has been welcomed

for many reasons. First, there is the question of

legitimacy.277 From the start the Data Protection

Directive was based on a double logic: the

achievement of an Internal Market (in this case the

free movement of personal information) and the

protection of fundamental rights and freedoms of

individuals. It is said that in the directive, both

objectives are equally important, but in legal terms

the economic perspective and internal market

arguments prevailed. Legislation at the EU level

was justified because differences in the way that

Member States approached this issue impeded the

free flow of personal data between the Member

States.278 The rights-objective was less clear,

especially since the Directive contained several

business-friendly regulations that were far from

inspired by human rights arguments.279 The

recognition of a right to data protection in the

Charter unequivocally added emphasis to the

fundamental rights dimension of the Directive.280

There are other, more convincing reasons to

welcome the new right to data protection. Data

protection explicitly protects values that are not at

the core of privacy, such as the requirement of fair

processing, consent or legitimacy.281 The explicit

recognition in the new provision of a ‘right of access

to data that has been collected concerning him or

her, and the right to have it rectified’ solves legal

problems unanswered by the case-law of the

European Court of Human Rights (supra). Equally,

there is no ground in this case-law for a right to

have compliance with (all) data protection rules

controlled by an independent authority, as is

foreseen by the last paragraph of the new

provision.282 Furthermore, the Charter extents the

protection of personal data to private relations and

the private sector.283

Also the recognition of a separate right to data

protection, next to privacy, is more respectful of

the different European constitutional traditions.

Contrary to countries such as Belgium that have

linked data protection from the start to privacy,

countries such as France and Germany, lacking an

explicit right to privacy in their constitution, have

searched and found other legal anchors for the

recognition of data protection rights. French data

protection is therefore based on the right to liberty,

whereas German data protection is based on the

right to have human dignity recognized. Equally,

the roots of American data protection are to be

found in public law, viz. fair information practices.

Hence, there are several grounds for data

protection, which does not allow the use of one

general privacy label.

Data protection has grown in response to

problems generated by new technology. It brings

no added value to reduce all this responses to

“privacy”. Other values and concerns are also at

play, viz. the right not to be discriminated against

protected by Article 15 of the Data Protection

Directive. According to this article every person

277 Commission of the European Communities, ‘First report’, o.c., 3.
278 See COM (90) 314 final - SYN 287 and 288, 13 September 1990, page 4: “The diversity of national approaches and the lack of

a system of protection at Community level are an obstacle to completion of the internal market. If the fundamental rights of data
subjects, in particular their right to privacy, are not safeguarded at Community level, the cross-border flow of data might be
impeded…”. As a consequence the legal base of the Directive was Article 100a (now Article 95) of the Treaty.

279 GUTWIRTH, S., Privacy and the information age, o.c., 91-95.
280 Commission of the European Communities, ‘First report’, o.c., 3.
281 See the wordings of Article 8 of the Charter.
282 Article 13 ECHR (right to an effective legal remedy) is not an independent right. The European Court refuses to consider issues

under this provision, when there is no violation of another right of the ECHR.
283 Cf. POULLET Y., ‘Pour une justification des articles 25 et 26 en matière de flux tranfrontières et de protection des données’ in

Ceci n’est pas un juriste ... mais un ami. Liber Amicorum Bart De Schutter, M. COOLS, C. ELIAERTS, S. GUTWIRTH, T. JORIS &
B. SPRUYT (reds), Brussels, VUBPress, 2003, 278.
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has the right “not to be subject to a decision which

produces legal effects concerning him or

significantly affects him and which is based solely

on automated processing of data.” The article refers

to automated processing of data “intended to

evaluate certain personal aspects relating to him,

such as his performance at work, creditworthiness,

reliability, conduct, etc.” The goal is to guarantee

everyone’s participation in important personal

decisions. A dismissal based purely on the data

from the company time clock is, as a result,

unacceptable. It applies also to the rejection of a

jobseeker based on the results of a computerized

psycho-technical assessment test or to a

computerized job application package. Those

decisions have to take professional experience or

the result of a job interview into account. The

automated test is insufficient and it applies to such

sectors as banking and insurance. The EU member

states have to enact provisions that allow for the

legal challenge of computerized decisions and

which guarantee an individual’s input in the

decision-making procedures.284

b. The importance of a human right to privacy
remains

Does the foregoing imply that we can

disregard the right to privacy and the work of the

European Court of Human rights with regard to

Article 8 ECHR? The answer is of course ‘no’,

especially since increased concerns about security,

especially following the events of 11 September

2001, have put civil liberties in general and the

rights to privacy and the protection of personal data

in particular under pressure. These concerns have

resulted in numerous national and international

security initiatives with a far-reaching impact on

human rights. It is very troublesome in this regard

that the Directive does not apply to the processing

of personal data in the course of so-called “third

pillar” activities.285 Only the Constitutional Courts

and the European Court of Human Rights, next to

public upheaval, seem to have enough weight to

counter-balance some of the extreme aspects of

these initiatives. The European Court of Human

Rights has elaborated an impressive framework,

especially in the context of Article 8 ECHR, that

offers guidance in this work of reconciliation,

starting with the famous 1978 Klass dictum that

“(s)tates may not…, in the name of the struggle

against espionage and terrorism, adopt whatever

measures they deem appropriate… the danger (is

that) of undermining or even destroying democracy

on the ground of defending it”.286

Secondly, there is a problem of guidance with

data protection that is often underplayed. Fair

information practice norms do not provide

adequate criteria for determining whether a given

means of data collection is ethically acceptable.287

Basic notions such as ‘fair processing’ and

‘legitimate grounds’ are not independent notions.

Something is ‘fair in the light of’. Certain acts are

legitimate in ‘the perspective of’. Fair and legitimate

merely indicate the degree to which a certain virtue

or value is realized. In the consensus based tradition

within ethics (Rousseau, Rawls, Habermas, ...) this

virtue is often identified as justice, but the term in

turn does not have definite content. In the work of

Rawls the question of legitimacy becomes the

question of just: what is just and what is justice.

The Rawlsian answers are contained in two

principles: the freedom-principle and the

284 However member states are allowed to grant exemptions on the ban on computerized individual decisions if such a decision “(a)
is taken in the course of the entering into or performance of a contract, provided the request for the entering into or the performance
of the contract, lodged by the data subject, has been satisfied or that there are suitable measures to safeguard his legitimate
interests, such as arrangements allowing him to put his point of view; or (b) is authorized by a law which also lays down measures
to safeguard the data subject’s legitimate interests.

285 Article 3.2. first indent excludes from the scope of the Directive “activity falling outside the scope of Community law… and in
any case processing operations concerning public security, defense, State security (including the public well-being of the State
when the processing operations relate to State security matters) and the activities of the States in areas of criminal law”.

286 Klass and Others v. Germany judgment of 6 September 1978, Series A no. 28.
287 See also MARX, G., ‘Ethics for the new surveillance’ in BENNETT, C. & GRANT, R. (eds.), Visions of Privacy: Policy Choices for

a Digital Age, Studies in Comparative Political Economy and Public Policy. Toronto, Buffalo, London: University of Toronto Press,
1999, 63



A
nn

ex
 1

. C
ha

pt
er

 1

128

redistribution-principle. Plato, for whom justice

equally forms the highest virtue, stresses the

importance of stability. Justice, according to Plato,

means a harmony between the three political ranks

that together form the political order.

These examples show the instrumental nature

of legitimacy. From an economic perspective, most

processing done by business is legitimate. From a

security perspective, most processing of data done

by police or intelligence forces is legitimate. The

emptiness or flexibility of data protection is best

illustrated by the argument of an American official

defending the proposals for passenger screening

used during a public hearing in the European

Parliament. This official reportedly held that these

measures are an “‘important security issue not just

to the US but to a lot of governments’; complete

100% control is impossible, but CBP288 has to take

decisions about ‘whom to talk to in greater depth’.

DHS289 is ‘Mandated by law to collect PNR data’.

Therefore, ideal situation is to obtain data before

take-off to finish ‘risk-assessment’ by time of

landing. Airline industry has cooperated for a

number of years already. The more information we

get, the better informed we are to make decisions.

This is not about creating a database, but about

‘protecting the citizens of resp. countries’ according

to a number of principles: (1) fairly and lawfully,

(2) data can only be collected for a specific and

legitimate purpose, (3) further processing has to

be compatible with the initial purpose of collection,

(4) collection has to be adequate and not overly

burdensome, (5) mechanisms for accuracy and

integrity of data, (6) retention only ‘as long as

necessary’.290

This second problem with data protection is

very relevant when considering new technological

developments and the ability of data protection to

regulate these developments. In the First report on

the implementation of the Data Protection Directive

published recently by the European Commission

of the European Communities there is a whole

chapter on the issue of the processing of sound

and image data.291 We learn that there is no reason

to panic and that the Data Protection Directive can

handle the new evolutions,292 although there are

several counter-indications:

- the report starts with a interesting paragraph, with

reference to the report “Future bottlenecks in the

information society”, that is more pessimistic;
293

- several member states have amended their

legislation with specific regulations. The rationale

behind this is, however, not highlighted;
294

288 Customs and Border Protection
289 Department of Homeland Security
290 Douglas Browning, Deputy Commissioner, Customs and Border Protection (CBP) at Hearing on the Disclosure of Passenger Data

to the United States, (May 6, 2003 – Brussels), European Parliament Committee on Citizens’ Freedoms and Rights, Justice and
Home Affairs, minutes via <http://www.epic.org/privacy/intl/ep_hearing_050603.html>, 2p.

291 Commission of the European Communities, ‘First report’, o.c., 20.
292 “The Commission has based this review on a study carried out by an external contractor to analyze the situation in the Member

States and on contributions from the Member States themselves and the national supervisory authorities. The information received
shows that the processing of sound and image data falls within the scope of all national laws implementing the Directive and that
the application of the Directive to these categories of processing has not been particularly problematic”.

293 “This “data explosion” inevitably raises the question whether legislation can fully cope with some of these challenges, especially
traditional legislation which has a limited geographical field of application, with physical frontiers which the Internet is rapidly
rendering increasingly irrelevant” Commission of the European Communities, ‘First report’, o.c., 4. In a footnote, the report
concedes: “The report “Future bottlenecks in the information society” prepared for the Joint Research Centre of the Commission
and the Institute for Prospective Technological Studies in June 2001 <http://www.jrc.es/FutureBottlenecksStudy.pdf> concludes
that there are some emerging areas that do not fit easily with the provisions of the Directive and that it may therefore be necessary
to revise it in the future. At the same time, the report notes that “although we have the Directive implemented in all Member
States, there is increasing social anxiety with regard to the abuse and misuse of personal data within on-line information systems”.
Evidence gathered during the preparation of this report lends some support to this conclusion”.

294 “In most Member States the same (general) provisions apply to the processing of sound and image data as apply to other personal
data. Only two Member States (Germany and Luxembourg) have included specific provisions on the processing of sound and
image in their laws implementing the Directive. Three Member States (Denmark, Sweden and Portugal) have special provisions
on video surveillance in separate laws. Despite the doubts raised during the negotiation of the Directive, Member States have
thus reached the conclusion that the Directive’s ambition to be technology-neutral is achieved, at least as regards the processing
of sound and image data” (Commission of the European Communities, ‘First report’, o.c., 20).
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- several crucial problems of interpretation remain

with the application of the general rules of data

protection.
295

We believe that there is only one way to make

sense of these facts and passages, viz. to see that

data protection and its advocates are drifting

unguided,296 in need of a more firmly grounded

framework setting societal orientations. What is

needed is the formulation of an ethical human

rights policy, based on philosophical justification

that can be accepted by reasonable citizens living

in a Western constitutional state. In the following

chapter we will offer such a plausible justification,

capable of adding content to notions such as fair

and legitimate, and we will make clear that both

the constitutional right to privacy and the

constitutional right to data protection have

important roles to play in this framework.

295 “There is in addition a number of legal and practical issues resulting from the implementation of the Directive in the Member
States as regards sound and image data that create some uncertainty for operators called on to comply with the legislation and for
individuals entitled to exercise their data protection rights. There are for instance uncertainties as regards the definitions of the
Directive, for example, to what extent an isolated image or a finger print can be considered personal data in those cases where
the data controller is unable or extremely unlikely to identify an individual; or whether simple monitoring constitutes a processing
operation or how to achieve a reasonable interpretation of the concept of sensitive data. The Commission acknowledges that
there are answers to all these questions in the national legislation transposing the Directive, but considers it necessary that more
guidance is provided. This guidance needs to be realistic and pragmatic if it is to help improve compliance and should as far as
possible be co-ordinated between the Member States. The Commission welcomes the Article 29 Working Party’s work in this area
so far and encourages it to continue to provide useful guidance, with appropriate input from interested parties” (Commission of
the European Communities, ‘First report’, o.c., 20).

296 Comp. “During the Directive’s preparation, some people were concerned that it might not be able to cope with future technological
developments. The extent of such technological developments was uncertain, but there was concern that a text drafted mainly
with text processing in mind could encounter difficulties when applied to the processing of sound and image data. For this
reason, Article 33 contains a specific reference to sound and image data (...). No Member State or other contributor has proposed
modifications to the Directive in this regard. The joint proposals tabled by Austria, Finland, Sweden and the United Kingdom
express some concern about the ability of the Directive to cope with certain technological developments, but do not contain any
concrete proposals directly related to this issue. One of the workshops of the conference on the implementation of the Directive
was entirely devoted to this issue. The main topic was video surveillance, the issue (followed by biometrics) that has received
most attention so far from the national supervisory authorities. Participants believed that there has so far been insufficient public
debate about the limits that needed to be placed on the use of video surveillance in order to safeguard certain rights and
freedoms in a democratic society. The Article 29 Working Party has also devoted considerable energies to this issue and has
approved a draft working document which has been published in the data protection web-site of the Commission, inviting
comments from interested parties” (Commission of the European Communities, ‘First report’, o.c., 20).
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CHAPTER 2.
PRIVACY AND DATA
PROTECTION AS
DISTINCT TOOLS AND
CONCEPTS

are generally translated, expressed and concretized

through the enactment of three basic constitutional

principles, namely the recognition of fundamental

rights and liberties, the rule of law

(constitutionalism) and democracy. These three

principles will be shortly discussed hereafter. 297

a. The recognition of human rights in their double
function

First, the constitutions of democratic

constitutional states do recognize a set of individual

fundamental rights and freedom (or shortly: human

rights) that are deemed to be at the very core of the

political construct.298 In principle, the State is not

allowed to encroach upon or to interfere with these

rights. Human rights work as a shield or a bulwark.

They clearly express the recognition of the power

of the individual, drawing the limits and frontiers

of the power of the state and of state intervention.299

Hence, individuals have acquired a package of

elementary prerogatives against the state power.
300 For the understanding of privacy and its

In this chapter we elaborate a conceptual

framework for privacy and data protection conceived

as distinct but supplementing tools. In order to better

understand the differences between privacy and data

protection it is necessary to plunge into the

fundamental principles and building stones of a

democratic constitutional state. This analysis will

enable us to make the difference between the privacy

and data protection approach to personal data.

1. Principles of the democratic
constitutional state

The project of the democratic constitutional

state has engendered alternative ways of dealing

with power and brought about a specific concept

of state in which power is per definition limited.

The old omnipotent sovereign gave way to a

concept of state characterized by its build-in

mechanisms of power limitation and its explicit

objective to promote and protect individual liberty.

These aims of the democratic constitutional state

297 Cf. GUTWIRTH, S., ‘De polyfonie van de democratische rechtsstaat’ in Wantrouwen en onbehagen, ELCHARDUS, M., (red.),
Balans 14, Brussels, VUBPress, 1998, 137-193.

298 According to the original political philosophy of the Enlightenment (Locke, Rousseau, ...) these rights are natural rights. According
to this view individuals are the holders of inalienable rights, because of the mere fact that they are humans. This implies that the
individual exists as the holder of a number eternal and universal rights which transcend and bind the (temporal) power of the
state. One step further, it is argued that if a government, doesn’t respect these rights, this government becomes illegitimate and
the people have the right to resist and to abolish it (cf. Locke, the Declaration of Independence and the Déclaration des droits de
l’homme). We are not willing to enter the debate about the theory of natural rights. Elsewhere, however, and inspired by Rawls,
we defend a non-comprehensive and non-essentialist, but political and constructivist (pragmatic) approach on human rights and
basic liberties (DE HERT, P. & GUTWIRTH, S., ‘Rawls’ political conception of rights and liberties. An unliberal but pragmatic
approach to the problems of harmonization and globalization’ (29 p.) in VAN HOECKE M. (ed.), Epistemology and Methodology
of Comparative Law, Proceedings of the Epistemology and Methodology of Comparative Law-conference held in Brussels on
October 24th - 26th (to be published in 2004, Hart Publ., Oxford).

299 This is easy to understand as the revolutionary people of the 17/18th century in England (1688 Bill of Rights), the USA (1776
Declaration of Independence and 1788-1791 US Constitution) and France (1789 Déclaration) which laid the building stones of
the democratic constitutional state, were simultaneously doing two things. On the one hand, they did put an end to the arbitrary
and absolute power of the former sovereigns and, as such, the described (r)evolutions can be said to have broken with the
political economy of the past. On the other hand the actors of the three (r)evolutions laid de basis for a new constitutional system
in order not only to make absolutism and arbitrary power relations impossible in the future but also to build up a new kind of
society wherein individual liberty and entrepreneurship would prevail.

300 Actually this is also, but indirectly, the case pertaining to the power of other societal powers.
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implications, it is crucial to bear in mind that this

recognition of human rights affirms the existence

of the human individual as an independent being,

detached from the state but also from the politics

driven by a democratically elected majority.

Human rights protect individuals against J.S. Mill’s

proverbial “tyranny of the majority”. In other words,

they create a sphere of individual autonomy or self-

determination and in doing so they protect

individuals against excessive steering of their lives.

In sum: they create the private sphere.301

Human rights and liberties not only restrict

the power of the state, but also empower citizens

(or individuals) to participate in the political

system.302 This second important function of human

rights explains why within the Western political

tradition, it may not be too hard to find an

overlapping consensus on the importance of basic

liberties, such as freedom of expression, the liberty

of conscience and freedom of association. These

rights and liberties enable citizens to develop and

exercise their moral powers in forming, revising

and in rationally pursuing their conceptions of the

good.303 This second function of human rights

explains why constitutional norms discriminate.

Western constitutions are lists of rights and liberties

defining broader notions such as liberty and dignity.

A simple constitution stating, for instance, that

every citizen has an all-encompassing ‘right to

liberty’ does not exist and is also not considered

desirable. According to Raz “(s)uch a right, if it

exists, cannot capture our concern for liberty

because it is indiscriminate. It protects equally the

liberty to eat green ice-cream and to religious

worship”.304 Behind constitutional norms, hence,

lies a desire to affirm certain values as fundamental

and to protect them. Notions such as liberty are

considered too indiscriminate to be of any help

for philosophical, ethical and political enterprises

that seek to define the duties of the state and of the

citizen and to define their relationship.305

Hence, human rights contain clear-cut choices

often related to the idea that societies need citizens

capable of public reason. This can be related to

Berlin’s understanding of the rights-oriented nature

of the eighteenth century-constitutions and human

rights declarations.306 These constitutions and

human rights declarations are no instruments to

guarantee the individual freedom by drawing

frontiers against infringement, but are documents

containing the rules of reason to be found in nature,

identified with individual freedom, on the

assumption that only rational ends can be the true

objects of a free man’s real nature.307 Rights are

the indispensable tools for ‘responsible human

beings’ needed in the ideal, rational society.

301 Of course, it must be said that this sphere of autonomy and self-determination is not an absolute one: it is subject to limitation,
through legal mediation processes of legislative and/or judicial nature, in name of the protection of the rights and interests of the
other citizens or of the public interest. This is indeed the case of privacy, which, beyond the fact that it is an quintessential value
in a democratic constitutional state, is nonetheless not offering an absolute protection to its holder (cf. infra).

302 SCHNEIDER, C., ‘The Constitutional Protection of Rights in Dworkin’s and Habermas’ Theories of Democracy’, UCL Jurisprudence
Review, 2000, (101-121) 118 with reference to Charles Larmore (‘The Foundations of Modern Democracy: Some Remarks on
Dworkin and Habermas’, European Journal of Philosophy, Vol. 3, 1995, No. 1, (55), 65) who has observed that ‘individual rights
serve, not to protect us against the collective will, but rather to protect the means necessary for creating a collective will”. DE
HERT, P. & GUTWIRTH, S., ‘Rawls on human rights. An unliberal but pragmatic approach to the problem of globalization’ (33 p.)
to be published in Epistemology and Methodology of Comparative Law, VAN HOECKE M., Proceedings of the Epistemology and
Methodology of Comparative Law-conference held in Brussels on October 24th - 26th (to be published in 2004, Hart Publ.,
Oxford in the European Academcy of Legal Theory Series.

303 RAWLS, J., Justice as Fairness. A Restatement. Cambridge: Harvard UP, 2001,§ 13.4.
304 RAZ, J., The Morality of Freedom, (1986), Oxford, Clarendon Press, 1988, 245-247; FELDMAN, D., Civil Liberties & Human

Rights in England and Wales, Oxford, Clarendon Press, 1993, 7-11.
305 MEUWISSEN, D., ‘Reactie van D.H.M. Meuwissen op de brief van C.W Maris’, Ars Aequi, 1998, vol. 47, 673-677; HEIRMAN,

M., ‘De mensenrechten: alleen het individu is universeel’, in DE TAVERNIER, J. & POLLEFEYT, D. (eds.), Heeft de tradtitie van de
mensenrechten toekomst?, Leuven, Acco, 1998, 29-30. See more critical: DE HERT, P., The idea of liberty in Western Legal
Systems. The unchallenged rise of social control explained, 2004, to be published (commercial edition of DE HERT, P., Early
constitutionalism and social control. Liberal democracy hesitating between liberty thinking and rights thinking, phd defended at
the Free University of Brussels, 22 September 2000.

306 BERLIN, I., Two Concepts of Liberty, (1958), included in Four Essays on Liberty, Oxford, Oxford University Press, 1969, 213p.
307 “This is the thought and language of all the declarations of the rights of man in the eighteenth century, and of all those who look

upon society as a design constructed according to the rational laws of the wise lawgiver, or of nature, of history, or of the
Supreme Being” (BERLIN, I., o.c., 148).
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b. The rule of law

Secondly, the constitutions of democratic

constitutional states all enshrine the rule of law

and constitute a Rechtsstaat. The constitutional

recognition and implementation of the rule of

law again tends to limit the power of government,

but this time this happens no longer through the

setting of a limit to the reach of the power, but

through what one could call a system of ‘internal’

organization of government and power.

Nonetheless, the objective remains the same,

namely the protection of individuals against

excessive and arbitrary domination. The main

idea of the rule of law is the subjection of

government and other state powers to a set of

restricting constitutional rules and

mechanisms.308

On the one hand the rule of law provides for

the principle of legality of government, which

stands for the basic principle that power can only

be exercised in accordance to the law. From this

perspective public authorities are bound by their

own rules and can only exercise their powers in a

lawful way. All powers must derive from the

constitution (which in its turn is deemed to translate

the will of the sovereign people) and any exercise

of power must be interpretable as emanating from

a constitutional provision. This implies the

important fact that the government is accountable

and that its actions must be controllable, and thus

transparent. The rule of law thus refers to the idea

that our societies are governed by rational and

impersonal laws and not by arbitrary commands

of humans. Moreover, because these laws must be

general and apply to all, they (at least formally)

translate the principle of equal treatment and

protection of the laws.309

On the other hand the rule of law establishes

the trias politica or, in other words, a system of

balancing of powers. Here the basic idea is to limit

the power of the state by spreading it over different

centers, with different competencies and functions.

These powers - the executive, legislative and

judicial power - are constitutionally doomed to

work together through a dynamic system of mutual

control or checks and balances. This system relies

heavily on the famous ideas Montesquieu

developed in De l’esprit des lois: “Pour qu’on ne

puisse abuser du pouvoir, il faut que, par la

disposition des choses, le pouvoir arrête le

pouvoir”.310 Indeed, the best way to limit power is

to divide it up and to spread it over competing

centers. In sum: the trias politica replaces a

centralist power by a pluricentric power

economy.311 Such a system implies the mutual

accountability of state powers, and thus again, the

reciprocal transparency and controllability of the

legislative, the judicial and, last but not least, the

executive power.

c. Democracy

Thirdly, the constitutions of democratic

constitutional states recognize the postulate of the

people’s sovereignty and the principles of

democracy and democratic representation. During

the political Enlightenment the sovereignty of the

rulers and kings gave way to the peoples

sovereignty and the idea of the political self-

determination of the nation. Consequently, in a

democratic constitutional state the only valid

justification of power must be sought in the citizens’

will. This crucial link is expressed through the

different variations upon the theme of the social

contract (Beccaria, Locke, Rousseau ...) for such

contracts construe the constitution of a political

entity312 with reference to the will or consent of

the individuals. State powers are derived from the

sovereignty of the citizens.

308 CHEVALLIER, J., L’Etat de droit, Paris, Montchrestien, 1994, 11
309 RAES, K., Tegen betere wetten in. Een ethische kijk op het recht, Gent Academia Press, 1997, 215 p.
310 MONTESQUIEU, De l’esprit des lois, t. 1, Paris, Garnier-Flammarion, 1979, 293.
311 FOQUE, R., ‘Rechtsstatelijke evenwichten in de trias politica. De actuele betekenis van de onafhankelijkheid van de rechterlijke

macht’, Vigiles - Tijdschrift voor politierecht, 1996/4, 1-5 and FOQUE, R., ‘Rechtsstatelijke vernieuwing. Een rechtsfilosofisch
essay’ in KUYPERS, P., FOQUE, R. & FRISSEN, P., De lege plek van de macht. Over bestuurlijke vernieuwing en de veranderende
rol van de politiek, Amsterdam, De balie, 1993, 18-44.

312 ... a minimal liberal state for Locke and Beccaria; a republican nation for Rousseau
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More concretely these theoretical foundations

of state power imply that government in all its

aspects must be in line with the public or general

interest and mainly be driven by the will of the

majority. Hence, systems of representation and

participation of citizens are of crucial importance.

State organs and institutions must be representative.

Participation of citizens to political decision-

making must be organized and stimulated. And,

last but not least, systems of democratic governance

must foresee procedures of direct and indirect

control of the public authorities by the citizens. As

a result the democratic rule implies the

accountability of the government towards the

citizens, which again calls for transparency of

public decision-making and policies.

2. The democratic constitutional state
and the invention of two
complementary legal tools of power
control

For the purposes of this text we would like to

summarize the foregoing analysis by highlighting the

fact that advent and development the democratic

constitutional state has led to the invention and

elaboration of two complementary sorts of legal tools

which both aim at the same end: the control, limitation

and channeling of power. We make a distinction

between on the one hand tools that tend to guarantee

the non-interference in individual matters or the opacity

of the individual313 and on the other, tools that tend to

guarantee the transparency/accountability of the

powerful. This will enable us, in the following

paragraphs, to associate privacy to the first category

and data protection to the latter, and thus to distinguish

the two legal concepts at the core of our study.

a. Limiting power through opacity tools

As the core aim of a democratic constitutional

state is to foster and endeavor an order based upon

and driven by individual liberty, the protection of

individuals against state interferences is at

premium. Hence, the importance of the private

sphere as a sphere where individual liberty has a

privileged status cannot be underestimated. That

is why legal tools that protect individuals against

state interference are so crucial in a democratic

constitutional state.

The ideas behind these tools can be best

understood by recalling the function of the so-

called first generation human rights. By recognizing

human rights the revolutions of the 17th-18th

centuries in England, the US and France have laid

the foundations for a sharper legal separation

between the public and private spheres.314 The

constitutional recognition of these rights has led to

the creation of a sphere of individual autonomy

and self-determination, where the citizens may live

their lives without interference of the state. Human

rights have empowered the individuals through

recognition of their liberty and prerogatives. And

inversely, limits to state power were drawn through

the recognition of the autonomy of the citizens.

Thus, human rights can be understood as legal

tools that protect individuals against interference

by the state and by private actors. They tend to

impose the abstention of undesired intervention in

matters that are essential for the protection of the

individual’s autonomy and liberty. From a bodily

perspective this concern for the respect of liberty

is for example expressed through the right to life,

the prohibition of torture and degrading treatment

and the right to liberty and security (and the

protection against arbitrary arrests it offers), which

are fundamental rights that usually enjoy an

absolute (torture) or very strong (life) enforcement.

No individual liberty is thinkable if people can be

easily or arbitrarily constrained in a physical way.

It is precisely the aim of a democratic constitutional

state to ban violence (and not to ban power, but to

channel and balance it).

313 The use of the word ‘opacity’ designates a zone of non-interference which in our opinion must not be confused with a zone of
invisibility: privacy for instance does not imply secrecy, it implies the possibility of being oneself openly without inteference.
However, ‘opacity’ contrasts nicely with ‘transparency’.

314 This is corroborated by historical research. See Histoire de la vie privée, ARIES, P. & DUBY, G. (eds) Volume 4: De la Révolution
à la Grande Guerre, PERROT, M.(ed.), Paris Seuil,1987, 637 p.
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A second example is the right with regard to

the inviolability of the homes. The protection of the

sanctity of the home, is indeed also a proper

expression of the fundamental concern of a

democratic constitutional state for the respect of the

individual’s autonomy: the public authorities (but

also the other citizens) must respect the bounds of

‘my home, my castle’. A home is inviolable, and

any breach of that principle generally engenders

criminal prosecution. Once inside a home, people

are more free from interference from the government

(and others) than outside. A home is a privileged

setting. Within a home, each and everyone has the

freedom to do as he/she pleases, uninhibited by

society’s social and moral mores. U.S. case-law has

already shown, e.g., that watching pornography at

home and possessing obscene movies, which cannot

be distributed in public, is protected by the

inviolability of the home. Providing home

entertainment by serving food naked cannot be

outlawed in the same way than such entertainment

in bars and restaurants is. This doesn’t mean that

everything happening inside the home is

automatically protected. Search warrants can be

ordered in criminal cases, but only, in principle, if a

series of stringent conditions are met. Crimes and

unlawful acts are not condoned because they

happen to take place within a home. But because a

home is granted a special measure of protection,

trespassing by third parties and especially the police

and judicial authorities is strictly regulated.

The relationship between the first set of tools

and individual liberty is far from simple. The latter

is undeniably the prime concern of the former, but

the relationship is not without ambiguity. Opacity

tools can take away individual consent when

societal interests are at stake.315 Essential for opacity

tools are their normative nature. Through these

instruments, the (constitutional) legislator makes

statements of a constitutional design, replacing the

individual as the prime arbiter of desirable or

undesirable acts that infringe on liberty. This

collective, normative dimension of opacity tools

explains the complex relationship between human

rights and individual liberty. The harm principle as

a yard stick to measure wrongful infringements on

individual liberty is replaced by a more formal

criterion,316 and ad hoc balancing is replaced by

categorical balancing.317 The stated goal of human

rights, even in cases when they limit freedom by

taking away consent, is the protection of individual

liberty. Through the implementation of these tools,

the outcome of conflicts becomes more

predictable. The balancing of (conflicting) interest

has been done in favor of the subject. One author

holds that ‘a right defining liberty often offers

greater protection than the liberty itself’.318

It is however evident that categorical

balancing does not always result in the greatest

possible protection of the individual, for instance,

when (constitutional) texts provide for intrusions

of the home when a search warrant has been

obtained. Therefore, it is more precise to emphasize

the normative rather than the protective function

of opacity tools. Through such tools the

(constitutional) legislator enacts hard or clear

norms. Choices about the way liberty interests and

other interests should be balanced are made in an

abstract way. Complexity is reduced. Of course,

complexity can be reduced at the full detriment of

liberty, but since this would go against the spirit of

the Western constitutional state as defined above,

this may not be taken seriously as a hypothesis.

To end this paragraph, we wish to underline

that opacity tools do not necessarily take the form

315 A fine example are the provisions in the Data Protection Directive establishing a public law regime that cannot be varied by a
private law contract. Consequently, any agreement pursuant to which a data subject waives some or all of his rights under the
Data Protection Directive is void and unenforceable, even if the agreement otherwise meets all validity requirements and is in
the data subject’s interest. Although data protection, when applied, will be identified as a typical transparency tool (infra), it is
constructed on public law foundations. The sheer existence of European data protection law in its present (public law) form is a
‘hard’ choice.

316 RAVANAS, J., annotation to Cour de Cassation (Fr.), 5 March 1997, Recueil Dalloz, (Cahier Jurisprudence), 1998, vol. 34, (474-
476), 475 with ref. to the work of François Rigaux. : La sanction est fondée sur la violation du droit de demandeur, quel que soit
le comportement du défendeur.

317 Ibid.
318 Ibid. : “Que la liberté devienne un droit, la protection en sort renforcée”.
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of a human rights provision enshrined in an

international treaty or national constitution. Take

for instance, the institute of an investigative judge.

The existence and intervention in the criminal law

process is a fine example of an opacity tool, viz. a

clear or hard choice to grant special status to the

protection of the private sphere. However, in legal

systems such as the Common Law there is no such

institute. Even the constitutions of Continental legal

systems (Belgium, the Netherlands, ...) are silent

about the investigative judge, although his position

in the criminal law is central. There is properly

speaking no human right to have a criminal

investigation done by an investigative judge, but

there is a legal set of rules that recognizes such a

positive right.

b. Channeling power through transparency tools

The second set of tools is connected to the

principles of the democratic constitutional state that

limit the state powers, no longer by drawing the

limits of their reach through the recognition of a

private sphere, but by devising legal means of

control of these powers by the people, by

controlling bodies or organizations and by the other

state powers. These tools have the common feature

that they intend to compel government and private

actors to ‘good practices’ by focusing on the

transparency of governmental or private decision-

making and action, which is indeed the primary

condition for an accountable and responsible form

of governance. The system of checks and balances

for example must install the mutual transparency

of state powers, while the controllability and

accountability of government by the citizens

implies free and easy access to readily available

government information, the enactment of swift

control and participation procedures, the creation

of specialized and independent bodies to control

and check the doings of government, etc.

The tools of opacity are of a totally different

nature than the legal tools of transparency. While

the latter are directed towards the control and

channeling of legitimate use of power, the former

are protecting the citizens against illegitimate and

excessive use of power. The latter do take into

account that the temptations of abuse of power are

huge, and empower the citizens and special

watchdogs to have an eye on the way power is

exercised: they put counter powers into place. The

former are determining what is in principle out of

bounds of government and private actors and,

hence, what is deemed so essentially individual

that it must be shielded against public and private

interference. On the one hand there is a regulated

acceptance; on the other there is a prohibition rule,

which is generally subject to exceptions. In essence

the second category of tools overlaps with

administrative law promoting and ensuring

accountability by governmental actors. Its logic can

also be found in Western labor law. Without

touching at the power relations between workers

and employers, this set of rules provides for a kind

of procedural justice, viz. rules to be followed when

taking certain decisions that cannot be challenged

due to differences in power position, but that can

be checked on fairness in the decision making.

This second set of tools is particularly useful

to regulate relationships between private actors.

As a starting point for such relationships it should

be accepted that these actors have equal claims to

liberty and are in principle capable of protecting

their own liberty interests. Individual consent and

ad hoc balancing are suitable instruments to

reconcile the liberty interests are state. Only after

carefull consideration and with solid arguments,

for instance with regard to unequal power

relationships, can governments interefere and

impose ‘hard norms’ or ‘choices’ resulting from

categorical balancing.

3. The principles of the democratic
constitutional state in a global
world.

One might probably object that our analysis

of the democratic constitutional state is outdated

in the era of globalization, world markets and the

Internet, because nowadays the national state is

under pressure and losing grips on quite some

developments that transcend its competence and

powers. Today, indeed, one could be easily tempted
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to discard the model of the democratic

constitutional state because many activities

acquired a “global” and transborder dimension: the

model might then be rejected as being not adapted

to present day and future evolution of societies and

humankind. Hence the question rises if we are

disposed to leave the basic ideas and principles of

the democratic constitutional state behind us

because the reality generates practices that

transcend national sovereignty?

We will not dwell upon this question, but we

will limit ourselves to the mere evocation of some

arguments that have convinced us that the basic

ideas we described above still have a role to play

in a global world. First, it is clear that states did not

disappear yet and we believe they will continue to

exist quite some time.319 Secondly, the

contemporary states are a part of the context and

the universe of reference in which the changes are

taking place. For us, this means that their core

values have a great influence upon the actual actors

and vectors of change, and this beyond the national

vs. international divide. Thirdly, and finally, we do

not believe that the core principles of the

democratic constitutional state are incompatible

with global politics and activities. On the contrary,

we consider them to be very good, appropriate and

powerful benchmarks for issues with a global

dimension. This is corroborated by the fact current

day supranational and international law (UN, CoE,

EU) is in fact very strongly influenced by the said

principles, especially in the field of international

human rights. Some international treaties are

purposely creating a kind of international (and in

the case of the EU even supranational)

constitutional framework embracing most basic

principles of the democratic constitutional state. If

life and humanity are becoming global, one should

not take this as a pretext for discarding the

principles of the democratic constitutional state,

but on the opposite, consider this as a very

welcome incentive for a further elaboration and

deepening of global legal rules relying upon on

the already existing legal achievements.

4. The political function of privacy and
data protection illustrated

When overseeing most arguments used to

prohibitions of encryption, data retention by police

authorities or far going control powers of

employers, one is struck by the political nature of

these arguments. These have not much to do with

intimacy or shielding, but everything with drawing

lines and rules for the use of power or for the

channeling of power by promoting accountability.

It is sufficient to take a close look at the

arguments raised by civil liberty groups against the

so-called CAPPS-II initiative, put onto rails with the

aim of air-passengers profiling combining latest

technological tools with pro-active intentions. One

of the arguments is that power will not be used for

the original purposes.320 Another argument has to

do with the lack of judicial remedies.321 Due to a

lack of oversight and reporting requirements citizen

will be unable to control the use of the initiative.322

It would be an interesting exercise to consider the

legitimacy of the CAPPS-II initiative, once

319 In the same vein e.g. D’AMATO, A., ‘Human rights as a part of customary international law: a plea for change of paradigms’ in
Customary international human rights law: evolution, status and future, LILLICH, R.B., WILNER G.M. & HODGE, S.A. (Eds.),
Special Issue of the Georgia Journal of International and Comparative Law, vol. 25, 1995/1996, no’s. 1 & 2, 71-72.

320 “Terrorists, however, have been known to go to great lengths to look like most people. Former Transportation Security Agency
chief John Magaw refused to endorse a “trusted traveler” card, fearing that it would be the first thing a terrorist will try to obtain.
New profiling and identification programs will convert airport security into all-purpose police stops where criminals, deadbeat
dads, and others seeking to avoid law enforcement for non-aviation security related reasons face the risk of being arrested” (‘Air
Travel Privacy’, the introduction to EPIC’s page with aviation security and privacy related documents, <http://www.epic.org/
privacy/airtravel/>).

321 “The TSA system would be exempt from federal privacy protections that grant individuals access to government records to enable
them to correct potential errors. Travelers would therefore not be informed when the database is used to deny them of any benefit
or right. This would prevent passengers from learning what is compiled on them, how their threat level was determined, how
information has been used against them, or even, whether they have been labeled a threat” (LAURANT, C., ‘Statement’ Committee
on Citizens’ Freedoms and Rights, Justice and Home Affairs Public Seminar: Data Protection since 11 September 2001: What
Strategy for Europe?, European Parliament – (March 25, 2003), (15p.) 3).

322 “Without transparency requirement on the US government’s shoulders, the system could easily be abused and lead to capricious,
unfair, or politically biased decisions on who to stamp as suspect” (LAURANT, C., l.c., 3).
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accountability is provided for. Arguments about

possible errors323 and negligence of police

officials,324 suggest that the key concern is with

power. The question whether a privacy infringing

initiative is capable of being controlled replaces

the question whether an initiative infringes privacy.

Privacy and data protection protect individuals

against excessive steering or influencing of their

behavior, be it by governmental authorities or private

actors. They protect individuals against unequal

power balances that erode their individual freedom

and thus against practices - such as profiling, data

mining and tracking - which lead to the their almost

complete controllability. That is why privacy and data

protection gain importance the more our societies

evolve to surveillance societies, panoptical societies

or what the French philosopher Gilles Deleuze calls

the sociétés de contrôle.325 Bearing in mind the

objectives of the democratic constitutional state one

must implement both privacy and data protection

seriously.

In the next paragraphs we will respond to the

question whether privacy and data protection fulfill

their protective role in the same way.

5. Privacy as a tool for opacity
(creating zones of non-interference)

We saw that by recognizing human rights, the

democratic constitutional state generated legal

mechanisms to impose non-interference in the

private sphere. In our opinion, privacy is closely

linked to this endeavor as it tends to protect the

values of liberty by erecting a legal shield against

interference. More concretely this shield can take

the form of (legal) claims of immunity, anonymity,

pseudonymity, opacity and sanctity. The

enumeration of these claims shows that privacy is

essentially a tool for creating opacity.

a. The negative role of privacy

Privacy pre-eminently imposes itself as the

general and encompassing legal concept translating

the political endeavor to ensure the non-interference

in individual matters or the opacity of the individual.

It is imbedded in the contemporary democratic

constitutional state, the values of individualism and

the constitutional separation between state and

church. It is also intimately linked with the idea that

individuals are able and willing to unshackle

themselves from tradition, social conventions or

religion and dissociate themselves, up to a point,

from their roots and upbringing.

Privacy, negatively stated, thus protects

individuals against interference in their autonomy

by governments and by private actors. In is a

fundamental notion for a project of society willing

to limit power relationships. The work of the French

liberal Benjamin Constant (1767-1830) is very

important in this respect, in particular Principes

de politique, written between 1806 and 1810 but

first fully published in 1980.326 Constant can claim

fatherhood, not only of the modern liberal

paradigm of the state as a potential menace to

individual liberty, but also of terms such as

‘spheres’, ‘liberalism’, ‘private life (‘vie privée’),

323 “Barring data subjects from accessing and correcting their records and is very likely to generate many inaccuracies and errors,
make the system less secure, and prevent the system from learning from its own mistakes when making risk assessments”
(LAURANT, C., l.c., 7).

324 “(P)assengers’ data used by the CAPPS-II system could later be used for different purposes not originally considered. The example
of no-fly lists that the FBI circulated after September 11 shows the tendency that the government has to apply existing schemes to
new purposes. In FBI’s “Project Lookout” the US law enforcement agency gave private companies a list of hundreds of names of
persons the agency wanted to talk to. The list was widely circulated and quickly became riddled with inaccurate information as
it was transferred from company to company. The list, once established for a legitimate purpose—the combat against terrorism—
was used later for denying jobs to, or arbitrarily discriminating against, innocent people” (LAURANT, C., l.c., 3).

325 Cf. DELEUZE, G., ‘Contrôle et devenir’ and ‘Post-scriptum sur les sociétés de contrôle’ in Pourparlers. 1972-1990, Paris, Minuit,
1990, 227-247. In the same vein: COHEN, S., ‘The punitive city: notes on the dispersal of social control’, Contemporary crises,
1979, 339-363; COHEN, S., Visions of social control. Crime punishment and classification, Cambridge/Oxford, Polity/Basil
Blackwell, 1985, 325 p. and MARX, G.T., ‘La société de sécurité maximale’, Déviance et société, 1988, 147-166.

326 CONSTANT, B., Principes de politique applicable à tous les gouvernements, (1806-1810), HOFMANN, E. (ed.), Hachette, Paris,
1997, 447p. See on Constant: DE HERT, P., ‘The Case of Anonymity in Western Political Philosophy. Benjamin Constant’s Refutation
of Republican and Utilitarian Arguments against Anonymity’, in C. NICOLL, J.E.J. PRINS & M.J.M. VAN DELLEN (eds.), Digital
Anonymity and the Law. Tensions and Dimensions, Volume 2 Information Technology & Law Series (IT&Law Series), The Haque,
TMC Asser Press, 2003, 47-97.



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

139

‘surveillance’, ‘individual liberty’ and ‘the

individual’ so dear to modern privacy thinking.

Constant saw the recognition of privacy and

individual liberty as an unavoidable fact (infra) and

coupled this from the start to the idea of limited

government. This liberal militancy was born out of

the spirit of doubt. He was convinced that no group

of mortals could be certain about the nature of

virtue or the human good and he was ready to

oppose any regime that claimed such certainty.327

No social telos could be so unquestionable as to

justify legal enforcement. Governmental attempts

to outlaw dissent, legislate public morality, and

inculcate civic virtue are paternalistic violations

of the purity of man’s moral judgment and his

faculty to seek for the truth himself.328 Individuals

lose their critical attitude once the truth is imposed

upon them. States should limit themselves to their

primary task; they should abolish all moral

institutions and preserve only the necessary

political institutions. Individual liberty should be

surrounded with institutional arrangements that

keep open and accessible a wide variety of social

and political possibilities.329 Modern times,

Constant holds, impose a desire for privacy in us

(we ‘must’ turn towards the freedom ‘of peaceful

enjoyment and private independence’). Everything

that supposes the unnecessary submission of the

individual to society should be redefined in the

name of individual liberty by applying the harm

principle: criminal laws, sexual and religious codes,

mores,330 taxes,331 state regulation of commerce and

industry, state propaganda and access to the media,

public schools, army recruitment,332 etc.

Traces of this negative aspect of privacy are

clearly to be seen in the formulation of Article 8 ECHR:

no interference by public authorities is permitted

unless ‘necessary in a democratic society’ (supra).

b. The positive role of privacy

Privacy also functions positively, since it is the

legal concept that embodies individual freedom.

Hence it plays a quintessential role in the democratic

constitutional state which is precisely based upon

the idea that its legitimacy can only result from a

maximal respect of each persons individual liberty.

Privacy protects the fundamental political value of

a democratic constitutional state as it guarantees

individuals their freedom of self-determination, their

right to be different and their autonomy to engage

in relationships, their freedom of choice, their

autonomy as regards - for example - their sexuality,

health, personality building, social appearance and

behavior, and so on. It guarantees each persons

uniqueness, including alternative behavior and the

resistance to power at a time when it clashes with

other interests or with the public interest.333

327 HOLMES, St., Benjamin Constant and the Making of Modern Liberalism, New Haven, Yale University Press, 1984, 7.
328 Book XIV, Chapter III, 313-314; Chapter V, 317. On Constant’s defense of self-interest against paternalism, see HOLMES, St., o.c.,

252-254.
329 The metaphor of keeping doors open is used in Book XV, Chapter VII, 355.
330 “La tolérance des anciens ne nous suffirait pas. Elle était purement nationale. On respectait le culte de chaque peuple, mais on

forçait chaque membre d’un Etat à ne pas s’écarter de la religion de son pays. La liberté religieuse que réclame la civilisation de
nos jours est d’une autre nature. C’est une liberté individuelle que chacun veut pouvoir exercer isolément. Les lois sur les
moeurs, sur le célibat, sur l’oisiveté sont inadmissibles. Ces lois suppossent un asservissement de l’individu au corps social, tel
que nous ne pourrions plus le supporter. Les lois mêmes contre la mendicité, quelque nécessaires qu’elles puissent être, sont
d’une exécution difficile et odieuse, parce qu’elles ont quelque chose de contraire à nos usages” (Book XVI, Chapter VII, 371).

331 In these chapters, Constant discusses all possible taxes, the harm they cause to individual freedom, and the way they should be
determined in a state that gives priority to liberty. He notes, for example, that many consumer taxes are in fact no more than
hidden prohibitions. Not only are these taxes irreconcilable with the liberty principles, also smuggling (‘this school of crime,
deceit and lies’) would be discouraged if these taxes were abolished. Cf. Book XI, Chapter IV, 226. Moreover, states should
refrain from imposing more taxes than strictly necessary in a limited state (Book XI, Chapter V, 227 and Chapter VII) and refrain
from laying taxes on objects that are easily concealable, since this would require search and seizure, espionage and denouncement
(Book XI, Chapter V, 227). Nor should taxes be collected by oppressive administrations and certainly not by private individuals
working for the government: “C’est créer une classe d’hommes, qui, revêtus de la force des lois et favorisés par l’autorité, dont ils
semblent défendre la cause, inventent chaque jour des vexations nouvelles et réclament les mesures les plus sanguinaires” (Book
XI, Chapter V, 229).

332 A description of the infringements on liberty caused by conscription is followed by a strong plea for a system of voluntarily
enlistment.

333 About this concept of privacy see a.o. GUTWIRTH, S., Privacy and the information age, o.c., passim and GUTWIRTH, S.
‘Privacyvrijheid’ een voorwaarde voor maatschappelijke diversiteit” [Privacy’s freedom: a condition for social diversity’ in Eenheid
en verscheidenheid in recht en rechtswetenschap, A.M.P. GAAKEER & M. A. LOTH (Red), SI-EUR Reeks 28, Arnhem, Kluwer/
Gouda Quint, 2002, 95-138
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Within Arendt’s334 and Habermas’s335

construction of the public sphere, a space for

individuals is provided to develop their own

identity and ideas in order to engage in public life.

The ideal of a ‘public’ government necessarily

entails its opposite: a ‘private’ sphere, protected

from public intervention, within which people are

free to form individualized relationships that cannot

be justified under the requirements of impersonal

beneficence.336 The significant role of privacy,

instrumental to the building of the citizen, should

also be understood in the light of Michel Foucault’s

vision that all power relationships presuppose a

tension between the power and the individual

resistance it appeals to. Power as a behavioral

conduit - une conduite des conduites - always

implies a moment of resistance, namely the

moment when individuals consider behavioral

alternatives. Foucault sees power as the relation

between individuals, when one steers the behavior

of the other, even though the other has the freedom

to act differently.337 Power in this sense is a strategic

situation that produces behavior in an individual

which he/she would not commit to spontaneously.

This view is echoed in the available privacy

literature338 and in many anthropological studies.

These studies have made it clear that observation

by listening or watching which is known to the

subject necessarily exercises a restrictive and/or

steering influence over him: he must either bring

his actions within the accepted social norms in the

particular situation involved or decide to violate

those norms and accept the risk of reprisal.339

Resistance, Foucault writes, is always at the heart

of the balance of power. It is precisely at this

elementary level where privacy comes in, since

personal freedom embodies behavioral alternatives

other than those induced by the power relation. In

other words, privacy is the legal recognition of the

334 Arendt speaks of “the danger to human existence from the elimination of the private realm” (ARENDT, H., The Human Condition.
Chicago: University of Chicago Press, (1958), 1998, 70). She further notes that there are “a great many things which cannot
withstand the implacable bright light of the constant presence of others on the public scene,” for example, love, and that “a life
spent entirely in public, in the presence of others, becomes . . . shallow” (ibid., 71). Arendt therefore recognizes that without a
private space for identity formation and the shielding of intimate details from others, the public could never be constituted.
Indeed she concludes that public and private can “exist only in the form of coexistence” (ibid., 59).

335 Compared to Arendt, public sphere theorist Jürgen Habermas carves out a similar yet more powerful role for the private sphere.
For Habermas, more than simply coexistent, the private sphere literally constitutes the public. “The bourgeois public sphere may
be conceived above all as the sphere of private people who have come together as a public” (HABERMAS, J., The Structural
transformation of the public sphere. Translated by Thomas Berger and Frederick Lawrence. Cambridge, Mass.: MIT Press., 1989,
26).

336 SEIDMAN, L.M., ‘Public Principle and Private Choice’, Yale Law Journal, Volume 96, 1987, (pp. 1006-1059), 1026
337 FOUCAULT, M., ‘Deux essais sur le sujet et le pouvoir’, in DREYFUS, H. & RABINOW, P., Michel Foucault. Un parcours

philosophique, Paris, Gallimard, 1984, 313-314: L’exercice du pouvoir (...) est un ensemble d’actions sur des actions possibles:
il opère sur le champ de possibilités où vient s’inscrire le comportement de sujets agissants: il incite, il induit, il facilite ou rend
plus difficle, il élargit ou limite, il rend plus ou moins probable; à la limite il contraint ou empêche absolument; mais il est bien
toujours une manière d’agir sur un ou sur des sujets agissants, et ce tant qu’ils agissent ou qu’ils sont susceptibles d’agir. Une
action sur des actionsÈ

338 On the positions taken by privacy authors such as Diffie and Landau, Reiman and Bloustein, see HUNTER, Ch., ‘Political privacy
and online politics: how e-campaigning threatens voters privacy’, First Monday, Vol. 7, No 2, (February 2002), 4. Interesting in
the light of the Kantian position is the point made by Bloustein: “The man who is compelled to live every minute of his life among
others and whose every need, thought, desire, fancy or gratification is subject to public scrutiny, has been deprived of his
individuality and human dignity. Such an individual merges with the mass. His opinions, being public, tend always to be
conventionally accepted ones; his feelings, being openly exhibited, tend to lose their quality of unique personal warmth and to
become the feelings of every man. Such a being, although sentient, is fungible; he is not an individual”; BLOUSTEIN, E.J.,
‘Privacy as an Aspect of Human Dignity’, in: Ferdinand David SCHOEMAN (ed.), Philosophical Dimensions of Privacy: An
Anthology. New York, Cambridge University Press, 1984, 188). Both Kant and Bloustein ground their argument of the notion of
human dignity, with very different outcomes.

339 On the work of Robert Merton and others, see WESTIN, A., Privacy and freedom, London, The Bodley Head Ltd, 1970, 13 and
58. One could easily argue that persons who have not committed criminal acts should not fear being surveilled, but this argument
is based on the erroneous assumption that a society or a group should or can function on the basis of the full observability of its
members. The individual in virtually every society engages in this continuing process of what could be called social distance
setting. It is one of the key universal dialectical processes in social life. The reason for the universality of this process is precisely
that individuals have conflicting roles to play in any society. A certain degree observation will prevent members of the group from
performing effectively. Some measure of leeway in conforming to role expectations is presupposed in all groups and makes
social life possible. To have to meet the strict requirements of a role at all times, without some degree of deviation, is to experience
insufficient allowances for individual differences in capacity and training and for situational exigencies which make strict conformity
extremely difficult. The surveillance also constrains the observer, since he must decide whether or not to act against the non-
complying person and must measure the effects of not acting on the group perception of authority.
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resistance or reticence to behavior steered or

induced by power. From this point of view, privacy

in a constitutional democratic state represents a

legal mean against the development of absolute

balances of power, again proving privacy’s essential

role in such a state.340

c. The not absolute nature of privacy

Before going any further it is necessary to recall

that affirming the essential role of privacy does not

at all imply that privacy and the freedom it protects

are absolute or inviolable values. On the contrary,

notwithstanding privacy’s core importance in a

democratic constitutional state it is clear that it is a

relatively weak fundamental right.341 Actually, not

a single aspect of privacy takes absolute precedence

over other rights and interests. That includes

confidentiality of the mail, physical integrity and

the control over personal information. Never does

an individual have absolute control over an aspect

of his/her privacy. If individuals do have the

freedom to organize life as they please, this will

only remain self-evident up to the point that it

causes social or inter-subjective friction. At that

stage, the rights, freedoms and interests of others,

as well as the prerogatives of the authorities, come

into play. The friction, tension areas and conflicts

create the need for a careful balancing of the rights

and interests that give privacy its meaning and

relevance. This expresses clearly that, although

quintessential for a democratic constitutional state,

because it refers to liberty, privacy is a relational,

contextual and per se social notion which only

acquires substance when it clashes with other

private or public interests. In these cases (and on a

case by case basis) it will be up to the judges to

determine how heavy privacy weighs against other

rights and legitimate interests. But at any rate,

privacy protection, if it is found to prevail in a case,

will lead to a prohibition of interference.

Republicanism offers a good explanation for

the lack of absoluteness that surrounds privacy. For

this political school, privacy may be detrimental to

the building of citizenship when taken too far.

Rousseau is a classic spokesman of this republican

stand. He stresses the need for the citizen to

participate in the public sphere to achieve ‘true

freedom’,342 and warns that private concerns threaten

the functioning of good government. The rise of self-

interest would mean the end of the state.343

Today, we term this preference for public

political engagement, and suspicion of private

action, as civic republicanism. Fraser344 nicely

340 So privacy imposes a balancing of power and resistance in all power relationships. And this does - or at least should - not only
apply to the interference of the state. The list also includes the business sector, companies, trade unions, police, doctors, etc. The
legal system gives examples - some successful, some not - of attempts to safeguard privacy of individuals by protecting it against
powerful interests. Police services cannot invade the privacy of a home at will. Welfare workers also have to operate within
limits. Homeowners do not have the unlimited right, despite the absolute right to property, to check on their tenants. Employers
cannot check on their personnel and their telecommunication exchanges at will. Banks and insurance companies are, in principle,
limited in their freedom to gather, process and pass on personal information.

341 This is nicely illustrated by the fact that de ECHR e.g. recognizes different sorts of human rights. The ECHR recognizes some so
called ‘hard core’ or absolute rights that must be respected even when in times of emergency when derogations to other rights are
justified (art. 15 par. 2 ECHR). Next to this there are ‘normal rights’ (art. 5 and 6 ECHR e.g. which can be derogated from, only in
times of emergency (art. 15 par. 1). Finally the ECHR counts four rights which can be legitimately restricted in terms of emergency
but also under some specified conditions (art. 8-11 ECHR, the conditions for permissible restrictions are listed in the second
paragraphs of these Articles). Privacy is one of these ‘restrictable rights’.

342 He holds that man acquires, together with civil society, moral freedom, which alone makes man the master of himself, ‘for to be
governed by appetite alone is slavery, while obedience to a law one prescribes oneself is freedom’. Cf. ROUSSEAU, J.J., Du
contrat social, (1762), in Oeuvres complètes de Jean-Jaqcues Rousseau, edited by B. Gagnebin and M. Raymond, Paris, Gallimard
(Pléiade), 1964, Book 1, Chapter VIII, 365.

343 ‘As soon as public service ceases to be the chief business of the citizens and they would rather serve with their money than with
their persons, the State is not far from its fall. (...) The better the constitution of a State is, the more do public affairs encroach on
private in the minds of the citizens. Private affairs are even of much less importance, because the aggregate of the common
happiness furnishes a greater proportion of that of each individual, so that there is less for him to seek in particular cares. In a
well-ordered city every man flies to the assemblies; under a bad government no one cares to stir a step to get to them, because
no one is interested in what happens there, because it is foreseen that the ‘general will’ will not prevail, and lastly because
domestic cares are all-absorbing. Good laws lead to the making of better ones; bad ones bring about worse. As soon as any man
says of the affairs of the State, ‘What does it matter to me?’, the State may be given up for lost’ (ROUSSEAU, J.J., o.c., Book 3,
Chapter XV, 429).

344 FRASER, N., ‘Rethinking the Public Sphere’, in: Cr. CALHOUN (editor), Habermas and the Public Sphere. Cambridge, Mass.,
MIT Press, 1992, (pp. 109-143), 130; HUNTER, Ch., l.c., 3.
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summarizes civic republicanism as stressing “...

a view of politics as people reasoning together to

promote a common good that transcends the mere

sum of individual preferences. The idea is that

through deliberation the members of the public

can come to discover or create such a common

good. In the process of their deliberations,

participants are transformed from a collection of

self-seeking, private individuals into a public-

spirited collectivity, capable of acting together in

the common interest. On this view, private

interests have no proper place in the political

public sphere” (emphasis added).

Contemporary defenses of the virtues of public

life can, as already has been evoked, be found in

Jürgen Habermas’s The Structural Transformation of

the Public Sphere345 and Hannah Arendt’s The

Human Condition, published in 1958. Relying

heavily on Greek and Roman concepts, Arendt

argues that, for people to be truly human, they need

to live a more public life. For Arendt, politics is the

vita activa or active life, where “human life in so far

as it is actively engaged in doing something, is always

rooted in a world of men and of manmade things

which it never leaves or altogether transcends”.346

She complains that the modern concept of privacy

as sheltering us from social and political life is

harmful as it does not allow us to become full

humans, which can only occur through engaging

in an active public life with other people. “To live

an entirely private life means above all to be deprived

of things essential to a truly human life”.347 Arendt

comments that even the most intensely private

actions cannot be fully understood until they are

made public to others: “Compared with the reality

which comes from being seen and heard, even the

greatest force of intimate life - the passions of the

heart, the thoughts of the mind, the delights of the

senses - lead an uncertain, shadowy kind of

existence unless and until they are transformed,

deprivatized and deindividualized, as it were, into

a shape to fit them for public appearance.”348

However, there can exist good reasons and

contexts to favor the elaboration of prohibitionary

privacy/opacity rules, of which a number already

do exist. They translate the need to shelter

individuals against a to intrusive conduite de la

conduite by more powerful social actors, although

opacity can hide immoral and illegal actions and

that, as David Brin, stepping onto republican

footsteps, defends349, an ideal open society would

best be served by total mutual transparency of all

actors.

d. Privacy has not always been there as such and
not everything is privacy

Privacy has not always been there as such.

In Principes de politique, Constant compares

the life of the Greek and Romans with the life of

modern man. He observes that the active public

life of the citizens of the Greek and Roman city-

states presupposes a narrow and confined private

life, reflecting the very limited role of commerce

in antiquity. In modern times, however, commerce

is the normal state of things, “the only aim, the

universal tendency, the true life of nations’, filling

individuals’ private lives with hopes, projects, and

activities”.350 Consequently, “we can no longer

enjoy the liberty of the ancients, which consisted

in an active and constant participation in collective

power. Our freedom must consist of peaceful

enjoyment and private independence, that is, of

individual liberty guaranteed by political rights”.351

The duties of the citizens and the freedom of the

individual have to be altered, since the modern

large nation states are fundamentally different from

345 HABERMAS, J., The Structural transformation of the public sphere. Translated by Thomas Berger and Frederick Lawrence. Cambridge,
Mass.: MIT Press., 1989

346 ARENDT, H., The Human Condition. Chicago: University of Chicago Press, (1958), 1998, 22.
347 Ibid., 58.
348 Ibid., 50.
348 BRIN D., The transparent society. Will technology force us to choose between privacy and freedom, Perseus publ., 1999, 378 p.
350 CONSTANT, B., De la liberté des anciens comparés à celle des modernes, 272. See also: CONSTANT, B., Principes de politique,

Book XVI, Chapter III, 361.
351 Book XVI, Chapter VII, 370. Also: CONSTANT, B., De la liberté des anciens comparés à celle des modernes, 275.
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the small ancient republics.352 Individual liberty is

a novel product of recent times.353

We recall that in the United States a

constitutional right of privacy, drawn from the Bill

of Rights provisions protecting the security of home

and person, as well as freedom of association, was

only first recognized by the Supreme Court in 1965.

In Europe, privacy was first recognized in 1948 with

the ECHR. In the decades following this

convention, many member states inserted a right

to privacy in their constitutions. However, some

countries, such as Belgium, only amended their

constitution late in the twentieth century (1994 to

be precise), while the constitution of other

countries, such as France and Germany, do not

recognize the right explicitly.

In legal writings the history of privacy is, as we

already mentioned before, almost always linked to

the landmark 1890 article “The Right to Privacy” of

Warren and Brandeis (cf. supra). Their plea for the

legal recognition of a right to privacy is often narrowed

down to a plea for intimacy and ‘a right to be let

alone’. Closer reading, however, reveals that Warren

and Brandeis identify and concentrate on two ‘new’

threats to privacy. The first was the press, which they

saw as ‘overstepping in every direction the obvious

bounds of propriety and of decency’. The second was

the development of ‘numerous ‘mechanical devices’

which ‘threaten(ed) to make good the prediction that

‘what is whispered in the closet shall be proclaimed

from the house-tops‘.354 So, already at this stage, they

saw that technological progress and a new

entrepreneurial spirit created inadmissible situations

which called for effective legal protection.

Not everything is privacy, but not everything is

badly protected.

It is interesting to recall the original intentions

of Warren and Brandeis. Their concern was

(already) with technology and new applications of

technology. Privacy was conceived as an additional

protection against certain practices, next to and

supplementing older legal remedies contained in

tort-law and other legal sources.

This throws an interesting light on the actual

wordings of the first paragraph of Article 8 ECHR

stating that: “Everyone has the right to respect for

his private and family life, his home and his

correspondence”. Chronologically, it would be

more correct to list the protection of the private

life at the end of the provision. Historically, it would

be misleading to consider privacy as the primary

rationale behind the three other rights mentioned.

Intellectually and politically, it is without doubt

risky to create a hierarchy and, for instance, to

consider privacy as the mother of all human rights.

Glendon has convincingly shown how for decades

property, and not privacy, has been considered the

prime rationale behind the protection afforded to

the home and other human rights.355 In the midst

of the twentieth century the property paradigm was

replaced by the privacy paradigm, and possibly,

one day we will witness another paradigm. We

have chosen not to go along with the tide and stick

to the political dimension of human rights. Setting

limits to power and building citizenship is the prime

rationale behind all human rights (supra) and a right

has a different role to play in this double project.

Obviously the values protected by the right to

respect for family life, home and correspondence are

widely recognized. These three rights have older legal

credits. In many respects they have a firmer legal basis.

This can be illustrated with a very simple example.

The usual approach in criminal law is to say that the

more serious the invasion of the privacy, autonomy

or dignity of the defendant, the higher the degree of

formal scrutiny that is required before it can be

invaded. There are some invasions that can be

undertaken by anyone, some only by police officers,

some which can be authorized only by senior police

officers, and some invasions that require orders from

magistrates, or by more senior judges. There are some

invasions that cannot be made under compulsion,

352 Book XVI, Chapter II, 358.The former have to be made less coercive, the latter needs to be expanded to recognize an undisputed
fact, viz., that through commerce individuals became stronger than their governments (Book XVI, Chapter IV, 364).

353 See also: GUTWIRTH, S., Privacy in the information age, o.c., 20-24
354 WARREN, S. & BRANDEIS, L., l.c., 195-196.
355 GLENDON, M-A., Rights Talk. The Impoverishment Of Political Discourse, New York, The Free Press, 1991, (218p.), 18-46.
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but from the defendant’s refusal to be invaded can be

drawn adverse inferences. Whether or not the

additional constraints provide substantial checks or

easily surmounted formal obstacles is not here in

point: what is of concern is the value expressed by

having such a body of rules.

We contend that in contemporary law most

limitations of family life, the home and

correspondence need the intervention of a magistrate,

whereas a lot of privacy limitations can be legitimately

organized without. Perhaps a way to understand the

case law of the European Court with regard to the

four rights contained in Article 8 ECHR is to see that

privacy aspects that do not overlap with the domains

covered by the rights with regard to family life, the

home and correspondence, do not always receive

firm constitutional protection. Our hypothesis is that

the protection afforded to these particular privacy

aspects is always instrumental to their importance

for citizen-building and power checks. Turned upside

down, it may be a good strategy to frame debates in

terms of rights, other than the right to privacy, that

have more legal credits.

The foregoing should not be misunderstood.

The right to privacy is a widely recognized opacity

tool to prohibit certain uses of power. It may not

be the strongest human right enlisted in the ECHR

and it may also well be that the ‘reign’ of privacy

in discourse is over, but nevertheless the right is

there and it has its proper place: prohibiting the

use of powers in spheres intimately linked with the

development of the individual and especially when

these powers make use of new technology.

6. Data protection as a tool for
transparency

a. The rationale behind data protection

Data protection does not prohibit power. On

the contrary, in the public sphere, it is almost a

natural presumption that public authorities can

process personal data as this is necessary for the

tasks they have to perform under statute, since, in

principle, public authorities in democratic societies

act on behalf of the citizens. The main aim of data

protection consists of providing various specific

procedural safeguards to protect individuals’

privacy and promoting accountability by

government and private record-holders. Data

protection laws were precisely enacted not to

prohibit, but to channel power, viz. to promote

meaningful public accountability, and provide data

subjects with an opportunity to contest inaccurate

or abusive record holding practices. The rationale

behind data protection in the public sector is the

knowledge that authorities can easily infringe

privacy and that in all administra≠tive systems there

is an urge to collect, store and use data, an urge

which must be curtailed by legal regulation. This

is one of the functions of traditional administrati≠ve

law and extends to data protection law.356 A similar

rationale explains the European option to regulate

processing done in the private sector.

Data protection regulations mainly357 belong

to the tools of transparency, as opposed to the

protection of privacy that pertains to the tools of

opacity. The sheer wordings of the data protection

principles (the fairness principle, the openness

principle and the accountability principle, the

individual participation principle, ...) already

suggest heavy reliance on notions of procedural

justice rather than normative (or substantive)

justice. The data protection regulations created a

legal framework based upon the assumption that

the processing of personal data is in principle

allowed and legal.358 As such these regulations

implicitly accept that a processing of personal data

is closely linked to the exercise of power and that

it facilitates its establishment.

That explains why European data protection

regulations were immediately conceived as

356 BLUME, P, ‘The Citizens’ Data Protection’, l.c., 2-3
357 There are exceptions: namely those parts of the data protection regime that provide for a prohibition of processing (e.g. sensitive

data, secretly collected personal data) actually fall under a privacy or opacity ruling. See infra.
358 An outright processing ban effectively applies only to special categories of sensitive personal data concerning racial or ethnic

origin, political opinions, religious or philosophical beliefs, trade-union membership, health or sex life.
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applicable both in the public and the private sector.

The power of those, be it in the public or in the

private sector, who process personal data

concerning others (with the help of information

technology or not) is generally already bigger to

start out with. The stream of personal data primarily

flows from the weak actors to the strong. Citizens

not only need to provide information to the

authorities, but they also need to do so as tenant,

jobseeker, customer, loan applicant and patient.

That is precisely why legal tools of transparency

and accountability under the form of data

protection regulations were devised for application

both in the public and in the private sector.

b. Data protection as an opacity tool?

At first sight privacy and data protection are

identical tools in nature, since the Data Protection

Directive foresees a system of general prohibition,

requiring some conditions to be met for ‘making

data processing legitimate’. The impression is given

that the basic logic behind is of a prohibitive nature:

‘no processing, unless...’. This understanding is

however not correct for, firstly, the directive was

heavily inspired by and had to accommodate

existing national data protection regulations which

were not based upon the prohibition principle.

Secondly, the Data Protection Directive provides for

a catch all ground for private data processing in its

art 7 f. According to this article personal data can

be processed without consent of the data subject if

the processing “is necessary for the purposes of the

legitimate interests pursued by private interests,

except where such interests are overridden by the

interests for fundamental rights and freedoms of the

data subject.” For some authors this article even

includes the processing of data for direct marketing

purposes. Indeed such an article obliges a serious

analyst to doubt and even refute the idea that the

processing of personal data is in principle prohibited

(or even dependent of the consent of the data

subject). Art. 7 f in fact spans the whole scale of

possibilities and can obviously ‘make data

processing legitimate’ for every thinkable business

interest. This is at least a strange idea of a prohibition

or a clear or hard normative choice.

Nevertheless, exceptions from this general rule

do exist. For instance, a prohibitive rule applies to

“sensitive data” (data relating to racial or ethnic

origin, political opinions, religious or philosophical

beliefs, trade union membership or data concerning

health or sexual preference). The core of the

underlying motive is that the processing of these

sensitive data bears a supplementary risk of

discrimination. The prohibition is nonetheless never

absolute but derogations are (in principle) only

possible in strictly defined circumstances, for

example for reasons of national security. Another

example, which has also been already mentioned,

can be found in Art. 15 Data Protection Directive,

inasmuch that this article can be construed as the

prohibition of decision making affecting persons

solely on the basis of profiles. But again, both

prohibitive features are accompanied by numerous

exceptions that do not set strong limits to the

targeted actions.

A third opacity tool in data protection can be

found by an interpretation of the purpose

specification principle. This principle, at the heart

of data protection as it existed in many countries

before the European Data Protection Directive

came into force, states that the purposes for which

personal data are collected should be legitimate

and should be specified not later than at the time

of data collection. Subsequent use should be

limited to the fulfillment of those purposes.

Preventive control of the intention of the controller

and prohibition of illegitimate use was at the heart

of data protection. The idea was not wholly new,

since Article 8 ECHR holds that infringements of

privacy can only by organized by law for legitimate

purposes. In the past, when data was used mostly

for only a single purpose, the logic behind the

principle could be upheld with not too much

difficulty. Today, in the new economy and in a

public sector ready for e-government, data are used

for multiple purposes and much more intensely and

effectively than ever before. Clearly these

evolutions have influenced the drafting of the Data

Protection Directive.

The fundamental purpose limitation principle

is now stated in Article 6 (1b) of the Data Protection
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Directive. Compared to the situation in e.g.,

Belgium, before the Data Protection Directive the

wordings are weakened. It is now said that

subsequent use of data should be limited to the

fulfillment of the initial purposes or such others as

are not incompatible with those purposes and as

are specified on each occasion of change of

purpose. This loosening of the purpose specification

principle, coupled to the numerous possibilities in

the Directive to render processing legitimate by

obtaining consent, can be interpreted as a shift from

prohibitive to channeling logic. Transparency seems

to have replaced legitimacy as the core value of

data protection. Legitimate is whatever processing

that has been rendered transparent.

7. The blurring of the distinction

In the foregoing, it has been argued that data

protection regulations mainly belong to the tools

of transparency, whereas the protection of privacy

pertains to the tools of opacity. It is useful and

necessary not to blur this distinction since each

tool has it proper logic. However, several factors,

heavily contributing to the diminution of the worth

of privacy, undermine the ability of privacy to

prohibit. To a great extent these factors are of a

legal nature and can be traced back to certain

choices made by the drafters of the ECHR and the

judges of the Strasbourg Court. Due to the drafting

of Article 8 ECHR, this provision has played an

important role in promoting transparency. Of

course we refer to the requirement that any invasion

of privacy for a legitimate reason must have a basis

in law, and that law – be it case law or statute –

must be of a certain quality: foreseeable (sufficiently

detailed) and accessible and providing remedies

for the citizen.

Checking on the legality requirement is of a

different nature than checking on the requirement

‘necessary in a democratic society’. Only the latter

deals with the political question whether power

should be limited or prohibited. By concentrating

on the legality requirement, the European Court

has neglected the dimension of privacy as an

opacity tool. A lot of important Article 8 ECHR cases

are ‘solved’ by concentrating on issues with regard

to transparency. The question whether a certain

practice is ‘necessary’ is often not responded, when

a breach of the legality requirement is found.359 Of

course, this process will not last forever. One day

a legal culture will be firmly established in which

it is regarded as self evident that interference with

the individual citizen by the state requires an

explicit basis in law, also in common law systems

that have taken the opposite view: in the past.360

Hence, one can expect a future rich with cases

in which the focus is on the political dimension of

privacy. Case law such as the Khan judgment of 12

May 2000 wherein it was accepted that the

admission of evidence obtained in breach of the

privacy right against an accused person is not

necessarily a breach of the required fairness under

Article 6 (the right to a fair trial),361 seems to

contradict this view of the future. By weakening

the importance of privacy, privacy will lose its

capacity as an opacity tool.

8. In search of sanctity: creating new
zones of non-interference

a. Creating zones of non-interference within the
context of privacy

There are numerous ways to revitalize or to

protect the proper function of the right to privacy.

359 For instance P.G. and J.H. v. the United Kingdom. “As there was no domestic law regulating the use of covert listening devices at
the relevant time (...), the interference in this case was not “in accordance with the law” as required by Article 8§ 2 of the
Convention, and there has therefore been a violation of Article 8 in this regard. In the light of this conclusion, the Court is not
required to determine whether the interference was, at the same time, “necessary in a democratic society” for one of the aims
enumerated in paragraph 2 of Article 8.”

360 ALLDRIGDE, P. & BRANTS, Ch., l.c., 13.
361 ECourtHR 12 May 2000, Khan v. United Kingdom, <http://www.dhcour.coe.fr/eng/>. Evidence was secured by the police in a

manner incompatible with the requirements of Article 8 of the Convention, and yet, it was admitted in evidence against the
accused and let to his conviction, since the process taken as a whole was faire in the sense of Article 6 ECHR.. See also§ 79 of
P.G. and J.H. v. the United Kingdom. “applicants had ample opportunity to challenge both the authenticity and the use of the
recordings”.
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In the past it was often said that privacy, because it

is so fundamental, should be inalienable and non-

waivable. Traces of this idea can be found in the

Data Protection Directive every time when consent

is not made possible. This has as a result that, even

if an individual wants to give up some or all of his

privacy rights EU law will not let him do so.362 Some

authors are critical about the use of this ‘technique’

in the Directive,363 but although one finds many

limitations of the possible ways of giving consent,

there are few places where consent is all together

impossible. Nevertheless, the reasoning is correct.

Making consent impossible is a powerful tool for

creating opacity.

A totally opposite strategy is the one favored by

David Flaherty. This author promotes an information

royalty system (although he writes having a

‘congenital dislike for the notion that one should be

allowed to sell one’s privacy to the highest bidder’364):

because our personal information has increasing

commercial value, it is high time that we are paid for

its use. Introduction of such a system would have

direct impact on the privacy balance. For instance, it

will make us stop having to pay for prohibiting the

use by others of our personal information. (e.g., not

listing a telephone number in the phone book). Along

with an information royalty system, the adoption of

privacy-enhancing technologies (PET’s) would make

a substantial contribution to the preservation of

privacy, Flaherty holds.365

Concurring strategies to erect a legal shield

against interference would consist in honoring

(legal) claims of immunity, anonymity and,

pseudonymity.366

On the level of case-law, privacy could regain

something of its esteem if the judges of the European

Court of Human Rights would stop to focus only

upon the legality criterion (if a statute makes

everything possible, human rights are threatened and

not protected) and start again taking the necessity

test (“necessary in a democratic society”) seriously,

for judges in a constitutional court have a crucial

political role to play in drawing the line between

acceptable and non-acceptable power.

Another technique would be to reserve the

privacy argument for cases that really merit the privacy

label. Under the present circumstances, however,

extension of the scope of privacy seems to go hand

in hand with a process of weakening the impact of

privacy. In the 2001 - P.G. and J.H. v. the United

Kingdom judgment, already mentioned, privacy is

extended to public privacy aspects, but with few

results for the plaintiff, who is send home with the

Khan-message (a violation of privacy by the police

does not makes a trial and a condemnation unfair).

b. Creating zones of non-interference outside the
context of privacy

An alternative approach consists in rooting

arguments in stronger opacity tools. Ample choice.

Video surveillance, to give an example, touches

on a wide range of civil liberty issues, including

not only privacy, but also free association, workers’

rights such as active participation, democratic

accountability of the police and other institutions,

equality, property and -the most fundamental of

them all- the right to enjoy individual liberty.

Certain American authors favor a property

approach rather than a privacy approach to fourth-

amendment issues.367

A lot can be expected from re-focusing issues

on the right to have the house protected. In Europe

362 The Data Protection Directive establishes a public law regime that cannot be varied by a private law contract.
363 BERGKAMP, L., ‘The Privacy Fallacy: Adverse Effects of Europe’s Data Protection Policy in an Information-Driven Economy’,

Computer Law and Security Report, 2002, Vol. 18 no. 1, 31-47.
364 FLAHERTY, D., ‘Visions of privacy: past, present and future’ in BENNETT, C. & GRANT, R. (eds.), Visions of Privacy: Policy

Choices for a Digital Age, Studies in Comparative Political Economy and Public Policy. Toronto, Buffalo, London: University of
Toronto Press, 1999, 34.

365 Ibid., 35
366 In the next chapter we will further elaborate these claims or opacity tools with regard to the more recent developments in the

field of ICT’s.
367 Yeager concedes that a consistent application of the property right in the fourth amendment-debate could have provoked a

different outcome in visual surveillance cases such as United States v. Oliver (YEAGER, D., ‘Search, seizure and the positive law:
expectations of privacy outside the fourth amendment’, The Journal of Criminal Law & Criminology, 1993, Vol. 84, No. 2, 251).
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and the United States there is evidence of a

common understanding of the maladjustment of

filming people in private houses. The United States

Supreme Court even extends fourth amendment

protection to the curtilage of houses.368 What

happens above the house or the curtilage seems to

be of lesser concern: flying around in small

airplanes to detect cannabis plantations in premises

surrounded by fences, does not violate fourth

amendment requirements; the visual evidence thus

gathered is therefore legal, said an Oregon judge

in the early eighties.369 In 1989, Florida’s helicopter

surveillance -more intrusive and also much more

noisier than airplane surveillance- of a rural

residential greenhouse, protected against

observation from surrounding property by trees,

shrubs and a mobile home and to a larger extend

covered by roofing panels was declared fourth

amendment-clean by the Supreme Court.370

American judges tend to widen the possibilities of

electronic visual surveillance (EVS-searches), with

or without a warrant. EVS is permitted in open

fields,371 offices,372 warehouses,373 back yards,374

and even apartments used by terrorists.375 The latter

examples raise questions about the official home

and curtilage-doctrine as being places where man’s

privacy expectations are most heightened. In the

Netherlands, a country with one of the most

sophisticated criminal laws on EVS, a similar

evolution has taken place. Judges have reduced

the meaning of their bills to a mere rhetoric. To

give only a few examples: the working place is

systematically being excluded from the area

covered by the bills; monitoring without recording

is also excluded and the police is allowed to keep

the entrance of a house under a three week-

permanent camera surveillance.376 One could

wonder about what is left of the ‘sanctity of a man’s

home’.377 There is an anomaly in Western law. The

more intrusive surveillance technology of EVS is

subject to fewer restrictions than less intrusive

technologies such as audio surveillance.378 The

concept of the virtual residence can play an

important role in recreating the sphere protected

by the house. We will come back to this

immediately.

368 Oliver v. United States, 466 U.S., 1984, 180.
369 Case reported without details by WILLIAMS, A., ‘The airial detection of cannabis plantations’, FBI Law Enforcement Bulletin,

1983, February. See also: California v. Ciraolo, 467 U.S., 1986, 207.
370 “Riley could not reasonably have expected that his greenhouse was protected from public or official observation (...) Any member

of the public could have been flying over Riley’s property in a helicopter” (Florida v. Riley, 488 U.S., 1989, 450-451). No pictures
were taken and no cameras were used, so we should take about motorized visual surveillance instead of electronic visual
surveillance.

371 Dow Chem.Co v. United States, 476 U.S., 1986, 207.
372 Cf. the Biasucci, Teicher, Ianiello and Adonian-cases reported by GREENFIELD, K., l.c., 1056.
373 United States v. Mesa-Rincon, Federal Reporter (Second Series), vol. 911, (1990), 1442.
374 United States v. Cuevas-Sanchez, Federal Reporter (Second Series), vol. 821, (1987), 248; California v. Ciraola, 476 U.S., 1986,

207 and the Riley’s case (higher).
375 United States v. Torres, Federal Reporter (Second Series), vol. 751, (1985), 875. The apartment was considered to be more or less

business premises, instead of a ‘real’ private house.
376 In detail with references: DE HERT, P. en GUTWIRTH, S., ‘Cameratoezicht, veiligheid en de wet persoonsregistraties’, Recht en

Kritiek, 1995, nr. 3, 230-236.
377 Boyd v. United States, 116 U.S., 1886, 630 quoted in Oliver v. United States, 466 U.S., 1984, 180.
378 GREENFIELD, K., l.c., 1046.
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CHAPTER 3. APPLYING
THE TOOLS TO THE
FUTURE OF IDENTITY,
LOCATION BASED
SERVICES AND THE
VIRTUAL RESIDENCE

On the other hand, data protection legislation

tends to be very difficult and technical. This may

give way to erosion and a denial of this new area

of law. The strength of data protection, however, is

not to be neglected. The complex question ‘is this

a privacy issue?’ is replaced by a more neutral

question ‘are personal data processed?’. Data

protection, as such, is a general framework for all

kinds of surveillance: the written word, sounds,

DNA and even smells can create personal data in

the meaning of the directive. For instance, in the

case of (closed circuit TV) CCTV -a technology that

can be legally installed and operated, but very

easily abused and used for unlawful purposes (for

example by turning the camera away from the

machines and towards the working personnel)- the

attention of data protection for all processing-

aspects (from collection to destruction) is a

guarantee. Moreover, data protection brings the

issue of consent and the waiver of rights into focus,

by making it explicitly possible in some (not all) of

the cases, and only under specific conditions. We

don’t see how case law could form an alternative

for the rigid list of duties built in the data protection

bills. (How many cases and how many precedents

are needed to achieve the same results?).

Furthermore, it should be stressed that the two

approaches do not exclude each other. They

depend on policy choices, which can be revised

and adapted. As a result, an option for the second

or transparency approach (regulating instead of

prohibiting) can after some time and practice

eventually show that the first or opacity approach

is preferable (and vice versa) or that a better balance

between approaches should be devised. In reality

one will rarely find legal solutions based exclusively

1. Combining privacy and data
protection

a. Combining the tools

In the previous parts of this study we have

identified and distinguished two sorts of legal tools

that were invented to cope with power in a

democratic constitutional state: the opacity tools

establishing the limits of interferences in an

individual’s life by public and private powers on

the one hand, and the transparency tools

channeling and regulating the legitimate use of

power on the other hand. In a next step we argued

that privacy must be understood as a legal concept

calling for the mise en oeuvre of opacity tools,

while data protection regulations appear to provide

an almost perfect example of transparency tools.

Our approach consists in combining the tools

and to identify the kind of tools necessary for every

problem. Both tools are supplementing each other,

and in a sense pre-suppose each other. Channeling

power in the mist is deemed to fail; limits and

points of departure are necessary. Approaching

new phenomena with heavy prohibitions may

lead to a situation in which the prohibitions are

not respected. This would leave power relations

uncontrolled, due to the lack of tools. Hence, an

approach based mainly on opacity tools should

be considered with due care. This approach is e.g.

followed in Article 13 of the Charter of

fundamental rights of European Union of 7

December 2000 prohibiting “eugenic practices”

in particular those aiming at the selection of

persons and in “making the human body and its

parts a source of financial gain”.
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upon one approach. A blend of the two approaches

will generally be preferable, since a solid legal

framework should be both flexible (second

approach) and firmly anchored in simple and

intelligible choices (first approach). A good

example of such balancing of approaches is given

in the Directive 2002/58/EC on privacy and

electronic communications of 12 July 2002 (supra).

This Directive puts an end to the long lasting

controversy regarding direct marketing by explicitly

adopting an opt-in system which inherently implies

the prohibition of unsolicited marketing mail unless

the user explicitly requests to receive it. In this

example it becomes clear how the model of

channeling business practices (data protection tool)

is supplemented by the limiting model of a negative

obligation after due consideration and debate. A

second example can be found in national

legislations dealing with CCTV, containing for

instance prohibitions on directing cameras towards

entrances of private premises. A third example is

provided by the numerous national bills on the use

of DNA-samples in criminal matters. Although the

processing of DNA-samples, from the perspective

of Directive 95/46/EC, is in fact an ordinary

application of processing of personal data, the

riskfullness of the matter explains why states

supplement general data protection bills with

specific prohibitive bills on DNA.

Of course our approach raises the questions

of the criteria for the application of the distinct tools

to the (new) developments and techniques. When

will opacity (privacy) be called upon, when will

transparency (data protection) apply? Such criteria

and norms should be used to set the switch between

a privacy-opacity approach (prohibitive rules that

limit power) and a data protection-transparency

approach (regulations that channel power).

Especially when faced with new problems, such

as the insistence on security (of various government

initiatives) or the development of new technologies,

the approach should consist in combining the tools

appropriately.

The issue of the criteria is crucial because it

will determine the sort of legal measures that will

be taken and applied, which is, of course, especially

relevant in respect of the elaboration of legal policies

and rules concerning the three ICT developments

which are at the core of this study. The differences

are sensible. On the one hand, legal measures from

the privacy/opacity perspective include the

elaboration (and strengthening) of prohibitionary

legal regimes and protect and enforce the anonymity

of behavior (e.g. through approving regulations of

techniques of anonymity, pseudonymity, identity

management, ...). On the other hand, legal measures

from the data protection/transparency perspective

are directed towards the data controllers allowing

for “to watch the watchdogs”.

With regard to new technologies, the European

legislator shall have to assess the risks and threats

to individual liberty separately.379 The two

complementary instruments at his disposal allow

for a well-balanced regulatory framework. It can

be assumed that there will be reliance on data

protection and other transparency tools by default

and that only in rare cases or after due

consideration of actual risks prohibitive opacity

measures shall be taken to protect rights and

freedoms and to promote trust in the Information

Society. The sheer fact that both instruments co-

exist implies a permanent determination to assess

the level of acceptance and implementation of use

and potential abuse of new technologies and the

ensuing enforcement of legal rules. This process

may explain why factors such as Sep.11 and new

technological developments can account for a shift

from transparency tools to opacity tools (when trust

is fragile) or vice versa (when trust is re-established).

b. Determining the switch

Conditions for autonomy

The importance of the issue of determining the

criteria for the handling of the switch leading to a

379 Anyhow, future technologies with still unknown potential and bearing risks for the liberty of the individual, should be coped with
in the light of a ‘precautionary’ approach (a process that includes information gathering, broad consultation, participative procedures
of decision-making, etc. ).
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policy of opacity or transparency cannot be

underestimated. Of course the choices concerning

these criteria will be made by the legislators,

preferably after a large and informed societal debate

amongst the totality of the concerned (business,

government, the citizens, the civil liberties groups,

privacy advocates, ...) and by the competent judges

at national and international level. For our part, we

can only deal with the question of the criteria from

a prospective, exploring and modest point of view.

As academic researchers we can and must do ‘no

more’ than to propose and suggest the paths that

we can derive from our researches and reflections.

What should be protected through opacity or

privacy tools and what should be protected through

transparency tools? What is, in a democratic

constitutional society, so essential that it must be

as a rule shielded from interference by others

(public and private actors)? Which aspects of

individual life in an open society must be protected

against openness and transparency?380 Which

aspects of individual life should be withdrawn from

scrutiny, surveillance and control? Where are hard

norms needed? Where should ad hoc balancing

be replaced by categorical balancing?

The answers to these questions must be

formulated in reference to the basic features of the

democratic constitutional state as identified in the

former chapters. From this perspective opacity/

privacy rules - prohibitionary rules - should

guarantee these aspects of an individual’s life that

embody the conditions for his/her autonomy (or

self-determination, or freedom, or ‘personal

sovereignty’). This is the case because it is precisely

this autonomy that grows and fuels both one’s

participation in the civil and political life and the

fact that one develops a personality and a social/

relational life. Privacy must protect what lies behind

the persona, the mask that makes an individual a

legal person (cf. anonymity). It must preserve the

roots of the individual autonomy against outside

steering, against disproportionate power balances,

precisely because such interferences and

unbalanced power relations are more than only

threatening individual freedom, they are also

threatening the very nature of our societies. Privacy

and opacity are needed because, as has been

already developed, a democratic constitutional

state is primarily concerned with the protection of

the individuals’ autonomy (and resistance) in

vertical, but also in horizontal power relations.

An example: video-surveillance

We saw that both in Europe and the United

States there is evidence of a common

understanding of the maladjustment of filming

people in private houses. In the early seventies,

abuses with spy devices gave way to specific

criminal laws on visual intrusion in Italy, the

Netherlands and France.381 Filming what happens

inside houses was targeted by very simple, clear-

cut prohibitions. On this solid basis, a data

protection framework was build to organize

protection given to people under surveillance in

the public space. In 1995, France enacted a much

broader bill initiating a system of CCTV-rights and

duties, whereby use of CCTV without prior

notification to a control board is a criminal deed,

as is refusing access to the images and refusing the

rights of correction and rectification.382 Due to data

380 This actually the core question of David Brin’s very inspiring book BRIN D., o.c,. 378 p. Nonetheless, we defend a different
position, inasmuch that we do not carry mutual transparency (and symmetric information flows) as far as Brin. We do not value
anonymity and opacity so negatively as him. The fundamental reason for this, we think, is that Brin distinguishes freedom
(‘personal sovereignty’) and privacy much more than we do: for him privacy is “a delicacy that free people can pour for themselves
as much or as little as they choose ... Privacy is a wonderful highly desirable benefit of freedom” (p. 79) Brin associates freedom
to free speech and comes to the conclusion that “there can be few compromises when it comes to the underpinnings of liberty.
Without both individual freedom and distributed sovereignty, all our vaunted modern privacy would vanish into legend” (p. 79).
Our understanding of privacy is precisely interwoven with the ‘underpinnings of liberty’, and that is why we tend to give privacy
a more positive and broader connotation. For Brin, privacy only concerns a limited array of aspects which come close to the
sanctity of the home: “ (...) I won’t exchange my liberty or anyone else’s - for security. I certainly won’t give up essential privacy:
of home, hearth, and the intimacy that one shares with just a few”.

381 Cf. section 4 of the Italian act respecting workers’ freedom of 20 may 1970 (amended in 1990); the French law of 17 July 1970 (article
368 (old) penal code/article 226 new penal code); the Dutch law of 7 April 1971 (art. 139f-g, 372-375 and 441a penal code).

382 Bill nr. 95-73 ‘d’orientation et de programmation relative à la sécurité’, 21 January 1995; DE HERT, P., ‘La police française en l’an
2000’, Politeia. Revue professionnelle Belge des services de police, 1995, nr. 4, 12-16
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protection, countries, such as France, with older

specific criminal bills are now able to redefine their

scope of protection. In some German Länder

specific video-clauses are introduced in local data

protection bills. The Schleswig-Holstein bill allows

EVS of public places only when this is necessary

for the protection of the premises and only when

other legitimate interests of a higher rank are not

present. In the case of recording of the visual data,

there has to be a warning to alert passengers.383

Belgium has a general bill on data protection,

but did not and does not have a bill on digital video

surveillance or video surveillance. In 1994 the

Minister of Justice refused to enact specific

legislation with simple prohibitions on certain use

of CCTV because he though this would inhibit

legitimate business of CCTV, deemed necessary for

safety purposes.384 When, subsequently, the Belgian

data protection authority drafted recommendations

for use of CCTV based on the 1992 bill on data

protection, it re-invented of imported, the French

or Dutch ‘very simple’ prohibitions on filming

private spaces, without however referring to these

prohibitions.385

This example shows that data protection bills

and criminal or other prohibitions do not contradict

each other, but have a complementary nature.

Different domains of law have different kinds of

logic that can be combined, in this case criminal

law (prohibitive logic) and data protection

(channeling logic). Where law is an appropriate

and effective instrument, we need to identify the

harm with precision so that we can craft a precise

and targeted solution, capable of passing basic

messages that bring ontological security. We thus

favor a framework that weighs the benefits of

different kinds of legal logics against the possible

threats to privacy. Using this balancing approach,

we advocate narrowly targeted legislation aimed

at enhancing protections of sensitive domains of

human life (for instance, processing of medical and

financial information). The core of privacy should

be clearly defined in terms of harmful uses.

Normal processing of data and potential harms

must be addressed by data protection with its

procedural logic.386

Depending on the circumstances, the existing

equilibrium between the use of tools of opacity

and tools of transparency has to be altered. A fine

example is provided by a recent bill in Holland on

video monitoring of employees prohibiting the

secret use of a camera to detect fraud, except by

the police. This prohibition, that supplements

existing prohibitions on filming of private premises

and existing rules of data protection governing

other use of CCTV, effectively makes it

impermissible for a shop-keeper who suspects that

an employee steals, to install a hidden camera. The

new prohibition contains one clear message: from

now on, he will have to request that to the police.387

Workable criteria?

It is possible for us to be more specific about

the use of the respective tools or do we abdicate?

Only a beginning of the answer is possible.

In the first place we refer to the set of values

that are protected through the inviolability or

sanctity of the home (which is part of the opacity

tool register, cf. supra chapter 2, point 5). People

need a place were they can rest and come to terms

with themselves in a sphere of trust and security,

were they experience ‘ontological security’.388 A

place wherein family life is possible. Such places

represent a private territory, a sanctuary; they imply

intimacy, anonymity and a possibility of solitude.

383 Cf. section 32 of the Schleswig-Holstein bill ‘zum Schutz personenbezogener informationen’, 30 October 1991.
384 See in detail DE HERT, P., DE SCHUTTER, O. & GUTWIRTH, S., ‘Pour une réglementation de la vidéosurveillance’ [Plea for a

legal framework for CCTV], Journal des tribunaux, 21 September 1996, 569-579.
385 Ibid.
386 BERGKAMP, L., ‘The Privacy Fallacy: Adverse Effects of Europe’s Data Protection Policy in an Information-Driven Economy’,

Computer Law and Security Report, 2002, Vol. 18 no. 1, (31-47), 46.
387 Thierry DM., ‘Het gebruik van camera’s ter opsporing van strafbare feiten op de werkvloer’,, Bb 24 juni 2001, nr. 12, pp. 132-

134.
388 BESLAY L. & PUNIE Y., ‘The Virtual Residence: Identity, Privacy and Security’, IPTS Report 67, <http://www.jrc.es/pages/iptsreport/

vol67/english/IPT3E676.html>
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The protection of the home is one of the oldest

human rights and nowadays it is still enshrined in

international human rights law and in national

constitutions. For these legislations home is where

the house is, or by extension, the car, the caravan,

etc. Their concepts are referring to the material/

physical home. But, indeed, ‘being at home’ means

more than being in a certain physical environment,

it means also feeling at ease, comfortable.389 In

French the concept of ‘home’ can also be translated

by chez soi which is actually expressive from our

point of view. It is the chez soi that a democratic

constitutional state respects and values (contrary

to totalitarian states): the idea that one can be with

him/herself without outside interference in order

to ‘manage’ his/her relational, civil and political

life as a free being. In a certain sense it is precisely

this chez soi which lies protected behind the mask

of legal personality. Values protected by the

inviolability of the home therefore might need

protection outside the material house, and

especially in the ‘virtual world’ (cf. infra).

Tools of a prohibitive nature are also required

when other firmly rooted (in tradition or in law) human

rights are at stake, such as the right to have

correspondence and the content of communication

protected (cf. supra chapter 2, point 5). Disregard of

these rights has brought legislation in the United

Kingdom giving the employer almost absolute

discretion for monitoring destinations and content of

e-mail send by employees.390 This stands in full

contrast with the approach followed in Belgium where

concerns about the right to have correspondence

respected has inspired a regulation whereby the

employer can check on the destination and on other

data about the telecommunication, but not check on

the content of the communication.391

Of course, opacity tools are also required

within the framework of data protection, e.g. in

the case of sensible data or in the case of decisions

regarding individuals taken solely on the basis of

automatic profiling.

Other guidelines for opacity can be drawn

from the function of human rights to promote and

encourage citizenship. When certain phenomena

threaten aspects of human behavior vital to the

formation of the free and equal citizen, a prohibitive

logic will impose itself.

Finally opacity tools can be implemented

when there is a societal interest to end ongoing

debates and a need to enhance legal certainty.

Having tentatively set out some touchstones

which we deem to be relevant for identifying issues

that demand a privacy/opacity legal approach, it

is more easy to point out what, at the other side of

the switch, will fall under the data protection/

transparency legal approach. We are tempted to

answer: in principle, all forms of processing of

personal data that do demand categorical

balancing by the (constitutional) legislator on basis

of the guidelines identified in the foregoing. In

reality this rest category may well have a

considerable dimension, especially in horizontal

relations where the existence of unequal power

relations should not be taken as a starting point. In

all cases where consent (still) plays an important

role, it can be assumed that the guidelines for the

opacity approach are not met. Individual

responsibility, consent and ad hoc balancing are

sufficient, but indispensable conditions for meeting

the requirements of a constitutional state.

A contrario, this implies that secret processing

of personal data must be prohibited, since this

secret or unknown character renders the mise en

oeuvre of transparency tools or data protection

impossible. Informed consent is a conditio sine qua

non for subsequent controls on data processing.392

There is little room for a policy based on the

full liberty of processing data. Transparency tools

389 In games ‘home’ is the place where one is free from attacks
390 BEST, K. & MCCUSKER, R., ‘ The Scrutiny of the Electronic Communications of Businesses: Striking the Balance Between the

Power to Intercept and the Right to Privacy?’, Web Journal of Current Legal Issues, 2002/1, via <http://webjcli.ncl.ac.uk/2002/
issue1/kb-rm1.html>, 9-11.

391 DE HERT, P., ‘C.A.O. nr. 81 en advies nr. 10/2000 over controle van Internet en e-mail’ [Labour law: Soft law on e-mail and
Internet practices], Rechtskundig weekblad, 2002-2003, vol. 66/33 (19 April 2003), 1281-1294.

392 Cf. The fairness principle of the OECD guidelines and Treaty 108.
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are the default tools in all areas of data processing.

Because this processing of data is always

intertwined with power relationships,393 a

democratic constitutional state must foresee rules

that permit to channel this power, namely rules of

transparency and accountability, viz. data

protection rules..

In the foregoing we applied our analysis on

the issue of video-surveillance. It is possible to

apply the two tools on issues that are more abstract

or issues that do not raise immediate concerns? In

the following sections we will map the implications

of our analysis when applied to emerging trends

within the European information society.

2. Consequences for the future of
identity

In our introduction we observed that

evolutions such as the vast electronic processing

of citizen’s data in the public sector and the

possibility for the on-line activities of an individual

to be monitored, tracked, recorded and profiled

in great detail trigger questions about legal

protection. The Internet accelerates the trend

toward increased information collection already

evident in our offline world. The trail of

transactional data left behind as we use the

Internet is a rich source of information about our

habits of association, speech, and commerce.

When aggregated, these data can reveal an

enormous amount about our lives. This

increasingly detailed information is bought and

sold as a commodity by a growing assortment of

players, and often sought by government.394 In

legal writings and public discussions these trends

are often challenged on the basis of a right to

anonymity. People are at liberty to enter a retail

shop in the physical world with anonymity and

without their purchases or activities being

recorded or monitored. Privacy advocates feel that

the same choice for anonymity should be available

during electronic communications and

transactions.

The proper role of anonymity and its position

in Western law is not very clear. Only recently it

has been picked up as a research theme.395 The

importance of anonymity has been highlighted in

a number of workshops and studies carried out in

recent years, organized by the JRC.396 The outcome

of these workshops has been that anonymity is an

important issue and an ethical good, but it is only

one of the privacy requirements or criteria that

should be met on the Internet. Taking the Common

Criteria for Information Technology Security

Evaluation document (ISO 15408 397) as a starting

point for systematic analysis of the properties of

privacy, the following criteria were identified:

anonymity, pseudonymity, unlinkability,

unobservability, user control/information

393 Why? Because the processing of information about individuals always opens the door to some sense of control. Because it
intimidates. Because people adapt their behavior if it is clear that information is gathered. This is not intrinsically a ‘bad thing’,
but just a fact that must be taken seriously into account.

394 Testimony of Jerry Berman, Executive Director, Center for Democracy and Technology, Before the Judiciary Committee,
Subcommittee on Courts and Intellectual Property, May 27, 1999, http://www.cdt.org/testimony/Berman.test.House.5.27.99.shtml,
04/26/00; CAVOUKIAN, A., ‘Should the OECD Guidelines Apply to Personal Data Online?’, A Report to the 22 nd International
Conference of Data Protection Commissioners (Venice, Italy), September 2000, p. 14, http://www.ipc.on.ca.

395 BOGDANOWICZ, M. & BESLAY, L., l.c., 31-32; GRIJPINK, J. & PRINS, C., ‘New Rules for Anonymous Electronic Transactions?
An Exploration of the Private Law Implications of Digital Anonymity’, The Journal of Information, Law and Technology, 2001, No.
2, 20p. (<elj.warwick.ac.uk/jilt); PRINS, C., ‘What’s in a name? De juridische status van een recht op anonimiteit’, Privacy &
informatie, 2000, No. 4, 153-157. Of course this attention is due to the fact that the Internet makes anonymous communication
easy.

396 The Joint Research Centre (JRC) works on behalf of the Information Society Directorate General (DG INFSO), as part of the
Commission’s overall activities in the area of cyber-security and eEurope. The workshops include: “The Role of Technology in
Facilitating On-Line Privacy” (Brussels, 12 May 2000) and “Trust and Security Challenges in Cyberspace, Defining an RTD
Agenda for Europe”, (Brussels, 7 – 8 December 2000). Related information and reports of the above meetings can be found or
downloaded from the e-Privacy forum website: <http://eprivacyforum.jrc.it>.

397 Common Criteria for Information Technology Security Evaluation document ISO15408, <http://isotc.iso.ch/livelink/livelink/fetch/
2000/2489/Ittf_Home/ITTF.htm>. This document describes a model for the evaluation of the security of an information system. It
includes a special section for privacy and refers to a number of criteria to specify the privacy functions of a system. These criteria,
which are considered a basic framework for the evaluation of the privacy level of systems, include: anonymity and pseudonymity,
unlinkability and unobservability. During the workshops additional criteria were added.
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management and security protection.398 All these

criteria or values underlying privacy should receive

due protection, which is not always the case within

the current framework.

There is no discussion possible about the need

to promote these values within the framework of data

protection since they enhance user’s faculties to

control the amount of information that is ‘given away’

in the Information Society. The argument that e-

commerce would be at peril when these values are

promoted should not be taken seriously. In order to

obtain goods and services, Internet users will consent

to identify themselves. There may, on the contrary,

be a need to implement opacity tools, whenever far

going identification duties are imposed on consumers

in unequal power relationships. A helpful guideline

for granting opacity is derived from the analogy

between the physical and digital world. The

emergence of the latter cannot be a sufficient reason

to end all forms of anonymity that exist in the former.

A logic of prohibition should be applied or taken as

a starting point every time digital anonymity or opacity

is challenged in areas where it is respected in the

physical world. A second guideline is based on the

difference between the administrative identity and

the psycho-social identity. Both in the public and the

private sector identification technology should have

the former as an object. Electronic signatures, smart

cards, tags, finger prints that respect these limitations

can be wholly dealt with within the framework of

data protection imposing requirements such as

accountability and transparency. An opacity tool-

based prohibition may be needed when it turns out

that identification technology allow to identify persons

on the basis of a combination of the administrative

and the psychological and sociological identity, for

instance based on an analysis of behavior and

preferences.

Already existing possibilities for far going

accumulation of power may not be underestimated.

By simply using Google or any other search engine

it is possible for everyone to reconstruct past lives

of people that are known to us. It is said that firms

in their screening procedures of candidates for jobs

are currently capable of going back to the ‘teens’

of candidates and judging them on the basis of

information that goes back very far in time, e.g.

using information of diaries posted on the Internet

by youngsters. There are strong arguments to

discuss possible limits, other than checks and to

supplement data protection rules with hard and

clear norms that foresee technical means to delete

personal information on the Internet after a fixed

period of time. Sanctity is thus restored by

conceptualizing and effectuating un droit à l’oubli

(making it impossible that traces are left on the

Internet after an amount of time).

Opacity can also be reinforced when traffic

data is processed by operators for billing purposes:

the possibility today of acquiring means of

telecommunication anonymously (pre-paid cards)

should not be sacrificed without due consideration.

A next set of arguments for creating opacity

tools with regard to technology based on

identification of the subject is based on the idea that

human rights promote and encourage citizenship.

This function has been eloquently identified by the

Supreme Court holding that anonymity “provides a

way for a writer who may be personally unpopular

to ensure that readers will not prejudge her message

simply because they do not like its proponent. . . .

the Court’s reasoning embraced a respected tradition

of anonymity in the advocacy of political causes.

This tradition is perhaps best exemplified by the

secret ballot, the hard-won right to vote one’s

conscience without fear of retaliation”.399

398 Anonymity: ensures that a user may use a resource or service without disclosing the user’s identity. Pseudonymity: ensures that a
user may use a resource or service without disclosing its user identity but can still be accountable for that use. Unlinkability:
ensures that a user may make multiple uses of resources or services without others being able to link these uses together.
Unobservability: ensures that a user may use a resource or service without others, especially third parties, being able to observe
that the resource or service is being used. User control/information management: set of criteria that ensure user control of
personal data and information provision covering notification, consent, accessibility, and validation. Security protection: ensures
protection of the integrity of personal data and against accidental or unauthorized disclosure both during storage and
communications. The boundaries between these criteria are not clear-cut: many Internet users, for instance, prefer to act
anonymously using pseudonyms and multiple identities whilst on-line.

399 McIntyre v. Ohio Elections Commission, 514 U.S. 334 (1995) at 342-343
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In literature, there is an interesting difference

in view about possible grounds for a right to

anonymity. Some emphasize the important role

which privacy plays in Western democratic

political systems and regarding it as a primary

source for the recognition of ‘a’ right to

anonymity.400 For others, the right to free speech

and the fundamental freedom of thought, belief,

opinion, and expression form the basis of the

constitutional right to speak anonymously. Feasby,

for instance, explicitly rejects a privacy based right

to anonymity and identifies freedom of expression

as the logical mother source for protection

anonymity.401 He refers, amongst others, to R.J.R.-

MacDonald v. Canada, where the Supreme Court

of Canada found that “freedom of expression

necessarily entails the right to say nothing or the

right not to say certain things”402 and he observes:

“This statement is similar to one of the American

arguments for a right to speak anonymously, which

holds that a person’s name is like any other

element of a text, and may be omitted or included

at the discretion of the author”.403 Feasby gives

very few arguments for his rejection of privacy,404

but an impression of his true feelings can be felt

in this passage: “Privacy cases involving Charter

protections of physical liberty and security of the

person or freedom from unreasonable search and

seizure are a forced fit to the context of a civil

dispute over the identity of a party in a defamation

case. Freedom of expression and basic democratic

principles allow for much stronger arguments in

favor of a right to speak anonymously”.405

The most complex policy choices are to be

made in the sphere of law enforcement and

protection of national security. 406 Is there a need

to implement opacity in this area, supplementing

the existing data protection framework?407 Clearly

the choice is not between total anonymity and total

transparency. Total anonymity would make law

enforcement virtually impossible. Nevertheless

there may be a strong case to enact a hard norm in

favor of anonymity, pseudonymity, unlinkability,

unobservability, user control/information

management and security protection with the

purpose of recalling the ‘necessity’ test of Article 8

ECHR. This test implies that for each issue and for

each act of identification the least intrusive options

should always be favored. Bowden has rightly

underlined the need to put an end to blanket data

retention powers. “Some data already widely held

are useful for investigations (start/stop of Internet

sessions and phone logs), but we believe the line

should be firmly drawn rejecting blanket retention

of the online contacts and interests, and physical

movements of the entire population. Automated

trawling of traffic databases is a powerful form of

mass-surveillance over the associations and

relationships that constitute private life. It also

reveals the sequence and pattern of thought of

individuals using the Internet - it could be described

as CCTV for the inside of your head. FIPR believes

this is incompatible with the Human Rights Act

(infringing Articles 8, 10, and 11 of ECHR) and

undermines the basic rights and freedoms of a

democratic society. The Information Commissioner

400 HUNTER, Ch., l.c., 3.
401 Europeans may find this hard to understand, but freedom of expression is more than an instrument meant to protect views

belonging to traditional religions. On the contrary, freedom of expression should be understood in a more modern, dynamic way.
It also serves the protection of minority views and (individual) conscience. Cf. DE JONG, C.D.,, The Freedom of Thought,
Conscience and Religion of Belief in the United Nations, Antwerp, Intersentia Press, 2000, 777p.

402 [1995] 3 S.C.R. 199 at para 124 citing Slaight Communications Inc. v. Davidson, [1989] 1 S.C.R. 1038 at 1080.
403 FEASBY, J.T., ‘Who was that Masked Man? Online Defamation, Freedom of Expression, and the Right to Speak Anonymously’,

Canadian Journal of Law & Technology, Volume 1 Number 1, January 2002 <http://cjlt.dal.ca/vol1_no1/TOC_set.html>, 4 with
reference to McIntyre, at 342.

404 On page 5, he proposes a rather technical argument: “However, much of the law of privacy under the Charter has evolved in the
context of balancing state and individual interests. Such a scenario provides a poor analogy to the interests at stake in the
unmasking of a defendant through discovery in a civil action between private parties. Consequently, the Charter’s arguments for
a right to privacy do not translate well to the context of anonymity in civil proceedings”.

405 FEASBY, J.T., l.c., 5.
406 See: the national and international initiatives with regard to data retention by Internet Service Providers and telecommunications

operators; an overview in EPIC & Privacy International, o.c. 12-13 and 43-45.
407 Cf. supra the Telecommunication Privacy Directive 97/66/EC as replaced by Directive 2002/58/EC on privacy and electronic

communications of 12 July 2002.
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has characterized even the notion of blanket data

retention (let alone computerized analysis) as

“disproportionate general surveillance”.408

Again there are compelling arguments to

supplement existing transparency tools with opacity

tools. Sanctity can be restored by enhancing

judicial control on data retention, for instance, by

imposing the intervention of a magistrate. Such a

norm clearly underlines that data retention is (no

longer) a playground for (ordinary) police officials.

3. Consequences for future location-
based services

How would our analysis sound with regard

to new trends in mobility related technologies and

services, such as GPS, Galileo, 3G networks future

applications, so-called Friends Finder’ services

and ‘Personal Safety’ services and navigation

services? Identifying location and identifying

persons may look very similar, but do not

necessarily overlap. Under this section we only

consider identification of location without actual

identification of persons.409

In part our answer duplicates the forgoing. As

a starting point transparency tools will do. When

accepting these services, the consumer consent or

refuses certain features. The usual data protection

regime applies or should apply.410 Of course

opacity should be reinforced when location data

is collected not for technical or billing purposes,

but for unsolicited marketing. Also, opacity tools

should supplement existing rules in cases where

an unequal power relationship is established and

free consent becomes impossible.

What to think of demands for data by law

enforcement and intelligence officals to providers

of location-based services? Again there is a

temptation to grant wide powers in view of the

rather innocent character of such questions. These

should be balanced with interest of a democratic

state to preserve (anonymous) freedom of

movement. Clearly, these interests have no

absolute human rights backing. Is mobility crucial

to the building of the free and equal citizen that

our society wants? If yes, to what point? It would

be hard to maintain that this good is considered

as important as, for instance, freedom of

expression. In an important article of John Rawls,

‘Equal Basic Liberties Revisited’, Rawls

distinguishes between ‘truly basic liberties’ and

‘basic liberties’ by using the concept of the free

and equal citizen as a criterium.411 This test has

important consequences: equal political liberties

and freedom of thought are truly basic because

they are instrumental to our sense of justice; liberty

of conscience and freedom of association are truly

basic because they are instrumental to the

capacity for a conception of the good;412 the

remaining basic liberties (the liberty and integrity

-physical and psychological- of the person and

the rights and liberties covered by the rule of law)

are also important, but a bit less, since they are

merely supporting liberties.413

408 BOWDEN, C., ‘CCTV for inside your head. Blanket Traffic Data Retention and the Emergency Anti-Terrorism Legislation’, Computer
and Telecommunications Law Review, 2002/2.

409 When the location-based services allow for the identification of persons, for instance in the case of biomedical implants, the
findings of the former section apply.

410 We see not principle reason to apply the data protection principles, in cases where there is properly speaking no processing of
data with regard to identified individuals. Processing of data with regard to IP-numbers allows for monitoring of ‘actors’ in the
Information Society and can give way to undesirable accumulation or abuse of power.

411 RAWLS, J., Justice as Fairness. A Restatement. Cambridge: Harvard UP, 2001,§ 32.
412 “(b) The second fundamental case is connected with the capacity for a (complete) conception of the good (normally associated

with a comprehensive religious, philosophical, or moral doctrine), and concerns the exercise of citizens’ powers of practical
reason in forming, revising, and rationally pursuing such a conception over a complete life. Liberty of conscience and freedom
of association are to ensure the opportunit y for the free and informed exercise of this capacity and its companion powers of
practical reason and judgment”.

413 “(c) The remaining and supporting basic liberties-the liberty and integrity (physical and psychological) of the person and the
rights and liberties covered by the rule of law-can be connected with the two fundamental cases by noting that they are necessary
if the other basic liberties are to be properly guaranteed. What distinguishes the two fundamental cases is, first, their connection
with the realization of the fundamental interests of citizens regarded as free and equal as well as reasonable and rational. In
addition, there is the broad scope and basic character of the institutions to which the principles of justice are applied in those two
cases”.
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Not all basic liberties are basic, Rawls seems

to think, and even within the truly basic liberties

there are differences. When ‘truly’ basic liberties

conflict, there is no need for balancing. When there

is question of a supporting liberty there is more

place for balancing. Undeniably, we regard

mobility as a supporting liberty. Hard choices in

favor of mobility and against demands of law

enforcement are not to be expected.

However, in some cases liberty arguments for

opacity thinking can and should be me made.

Constant, who did not use the term ‘anonymity’,

distinguishes ‘obscurity’ and ‘withdrawal’ and only

defends the former.414 A plea for a right to anonymity

in the sense of a right to withdrawal would have alerted

Constant.415 Obscurity serves other purposes than

guaranteeing a quiet life at home. The right to obscurity

is the right not to be targeted individually by

surveillance; it is a barricade against l’esprit de délation.

To evade professional and amateur spies, modern

citizens must be able to come and go unobserved.416

Again possibilities for far going accumulation of power

may not be underestimated. Sanctity can be maintained

by preventing that about every police man can demand

traffic location data (supra).

4. Consequences pertaining to the
ambient intelligence space: the
emergence of a new tool of opacity
the virtual residence417

The IPTS-S&P gives an account of

developments in the field of ubiquitous computing

and ambient intelligence presenting  “a vision of

the future information society where humans will

be surrounded by intelligent interfaces supported

by computing and networking technology that is

everywhere, embedded in everyday objects such

as furniture, clothes, vehicles, roads and smart

materials. It is a vision where computing

capabilities are connected, everywhere, always

on, enabling people and devices to interact with

each other and with the environment. Computer

devices are becoming increasingly small and

cheap, interconnected and easy to use in order

for them to find application in all aspects of our

everyday lives. Computing capabilities will

therefore not only be available in computing

devices but also in everyday objects. These

devices will be able to sense, think and

communicate”.418

The result of this further evolution of

technology will lead to a blurring of the frontiers

between the physical and the virtual (or digital)

world. According to the quoted ISTAG report the

way is open towards “one seamless environment

of computing, advanced networking technology

and specific interfaces. This intelligent environment

is aware of the specific characteristics of human

presence and personalities, takes care of needs and

is capable of responding intelligently to spoken or

gestured indications of desire, and even can engage

in intelligent dialogue”.419 The prognosis is that the

physical home will evolve to “node” in the network

society, implying that it will become intimately

interconnected to the virtual world.420

414 Cf. Book XVI, Chapter II, 359 and Chapter VII, 381.
415 Decades before de Tocqueville, Constant identified a tendency towards ‘egoism’, a process of commercial spirits turning to

administration in order to defend self-interest. Egoism is a threat to liberty; it seeks short-term profits and gains and invites
government to intervene instead of ‘withdrawing’ or remaining aloof (Book XII, Chapter X, 277). Constant is very aware of the
dangers of rendering the protection of the individual sacrosanct up to a point where the individual ignores the society to which
he belongs. According to Constant, Napoleon drew part of his support from civic privatism and distrust of political activity.
Napoleon was able to seize power because the French public was eager to retreat to the safety of private affairs. The atrophy of
political life, far from encouraging the state to wither away, dismantled the last barriers to governmental intervention. The post
revolutionary urge to avoid politics and to draw sharp boundaries around the political sphere, led to the emergence of an all-
invading form of Caesarist dictatorship. Private rights are endangered by excessive privatization and individual independence
cannot survive without some form of citizen involvement. Constant was not the first to notice this paradox between the political
and the private sphere and he was certainly not the last, but he was the first to explain this mechanism in terms of public liberty
and civil liberty. On this aspect of Constant’s work, see HOLMES, St., o.c., 2-3.

416 HOLMES, St., o.c., 63 and 72, with references to passages in the work of Constant.
417 In order to stress upon the analogy with the physical world, we would suggest to use the concept of virtual home and even to

refer to the sanctity of the virtual home
418 IPTS-S&P, 34. See also: BESLAY L. & PUNIE Y., l.c.
419 IPTS-S&P, 35
420 See also: BESLAY L. & PUNIE Y., l.c., 2
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As we already wrote, the inviolability of the

home is not so much about protecting what is

happening behind four walls, than about protecting

some quintessential values of a democratic

constitutional state: a haven of peace and rest, a

chez soi, where one is not watched neither

analyzed, but free and autonomous. A place of

solitude and independence, that one will open to

others at will or not. A place protected by legal

tools of opacity or privacy.

From this perspective the emergence of the

concept of the virtual residence (the virtual chez

soi) is a very welcome concept, for there is no

reason that the same values and needs would not

be similarly protected when the things shift from a

material to a digital/virtual form. The concept of

virtual residence or virtual home might therefore

become the extension of the legally enforced

concept of the home. As such it would, as a tool of

opacity, create an individual’s privileged sphere of

non-interference in the virtual world. This shielded

sphere would, just as is the case in the physical

world, not be univocally defined and associated

with one clearly defined ‘virtual location’ but

would also ‘follow’ its bearer in his private and

social ‘movements’ (such as in cars, caravans, non-

public places, etc.). This issue has already been

clearly stated by Beslay and Punie when they write:

“Similar to the legal and social extension of the

domicile to a car that moves through physical

space, it is possible to envisage online extensions

of the virtual private space that encompass

intelligent agents. The latter also move through time

and space -albeit in the form of cyberspace-

‘encapsulating’ personal data in order to carry out

requests for their real life counterparts. Some

intelligent agents, for example in the area of online

travel shopping, allow the user to compare the

discounted airfares offered by major airlines and

book them online. In order to find the best flight

ticket corresponding to the user specific criteria

and to book it or even to buy it, this intelligent

agent will have to “go” through numerous web sites

with the user’s personal data.”421

Another reason why it appears to be justifiable

to elaborate a system of legal protection close to

the sanctity of the home in the virtual world is that

the personal data which are processed in the creation

of a personally tuned intelligent environment are

not meant at all to be processed by third parties,

precisely because they pertain to the organization

of one’s own intimacy. Because it is the essence of

the ‘home’ that it protects its habitant(s) against

uninvited intrusion, curiosity scrutiny, and

watchdogs. One should be able to feel at home in

his/her “online private space”.422 This also implies

that technological means of defense against intrusion

(access control systems, authorization and

authentication, anonymity tools, identity

management tools, unlinkability tools, etc. ) should

be legally accepted, if not stimulated, in this context.

This being said, the problem of the

determination of the virtual boundaries of the virtual

home obviously remains unsolved. If the issue is

generally solvable in the physical world (as a result

of longstanding evolutions in the legal systems about

what must and must not be considered of being part

of the home), the identification of clear-cut frontiers

of the virtual home and the strong opacity protection

it should offer, might well cause more problems.

This is not only the case because there is almost no

legislation or case law on the subject, but also

because the social, cultural and ethical conventions

about ‘private’ and ‘public’ in the virtual world are

all but clear.

Here again, we can endorse analysis made

by Beslay and Punie. Inasmuch that the physical

home encompasses a domestic network, this

network could be protected in the same way as

the physical home (opacity protection against

public and private interventions), for the evident

reason that it is physically located in the same

space, behind one or more ‘residential gateways’.

But in absence of any clear conventions about the

private and public sphere in the virtual world, we

do think that third parties should at least be

explicitly made aware that they are trespassing or

“tressurfing” (through such a gateway) as a

421 BESLAY L. & PUNIE Y., l.c, 2
422 Ibid, 1
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condition for legal protection. Of course it would

be better to work with digital systems with the same

functions as keys and doorbells. A contrario, this

means that we do not think that the prohibitionary

legal protection of the home (inviolability) can

apply to information, whatever its content, which

is made readily available to any surfer on the web.

In these cases, the transparency tools of data

protection should apply to personal data (and

possibly intellectual property law to copyrighted,

patent or trade marks related information). It is thus

up to the user himself to set the switch.
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CONCLUSION

The legal framework of European privacy law

and of European data protection, developed in the

late 1970s and early 1980s, is said to have lost

pertinence due to a range of non-legal developments.

The advent of the Internet and new ICTs such as GPS,

new identification techniques, data-mining and

profiling applications, ambient intelligence

developments and so on, challenge the very

foundations of European data protection law, defined

and developed in the era of mainframe computers.

Important gaps and shortcomings have been

detected.423 Data-mining techniques, for instance,

mean that ‘everything that can be linked will be’424

and there are marked reasons to assume that this will

be done in the e-commerce environment. Clearly,

the concern is perhaps not with what is already being

done, but with what can be done with today’s

technology (emerging threats). There is also concern

that some of the current (possible) practices do not

take into account the fundamental rules of data

protection and that the current (legislative) framework

will not withstand emerging threats to privacy.

All these concerns were clearly voiced in the

2001 ITRE study on future privacy issues.425 The

overall message in the section on “Privacy

Concerns” in this study is one of increasing concern

that the current legal framework will not withstand

emerging threats to privacy, whether posed by

either the escalation of some current practices in

electronic commerce or the evolution of

information and communications technologies

towards an environment of ever more pervasive

computing. The study sets these concerns against

immediate, medium-term, and long-term

perspectives.426 Regarding the current situation,

despite the existence of a legislative framework and

the efforts of national and international data

protection authorities and bodies, abuses continue

on a vast and persistent scale. The report notes the

widening gap between the rules and commercial

practices exploiting the use of personal data, and

suggests that this is due in part to enforcement

problems and in part because current legislation

does not take sufficient account of the huge growth

in on-line information systems and services.

Personal data no longer reside in a controlled

environment of well-defined monolithic databases,

but is increasingly dispersed in networks across

organizations and frontiers. On the medium-term

prospects for change, the report concluded that,

notwithstanding the undoubted benefits to be

derived from the new technologies and services of

the Information Society, those same technologies

will place at risk the integrity of personal data in

the future unless adequate protective measures are

taken. The medium-term picture drawn is no more

than an extrapolation of current practices, but one

which will aggravate the scale of the problem. The

long-term picture shows a radical departure from

current practice, and demonstrates the weaknesses

of today’s legislative approaches in managing future

privacy concepts.

Asked to write a background paper on the

privacy aspects of the future of identity, location-

based services and the virtual residence, which in

fact are expressing a phase somewhere in between

the medium-term and the long-term picture, we

did not undertake a positivistic legal study inquiring

if existing privacy and data protection rules do or

do not apply to the new or foreseen ICT

developments. We have tried to cope with a

tangible need for clarification of the philosophical

and normative basis, and thus of the ultimate

justification, of privacy and data protection policies

423 PRINS, C., ‘New Rules for Anonymous Electronic Transactions? ‘, J.I.L.T, 2001, 2, 20p.; PRINS, C., ‘De juridische status van een
recht op anonimiteit’, P&I, 2000, 4, 153-157.

424 JRC Workshop Report, ‘The Role of Technology in Facilitating On-Line Privacy’, Brussels, May 12, 2000.
425 Future Bottlenecks in the Information Society, Report to the ITRE Committee of the European Parliament, JRC-IPTS, June 2001,

93-120.
426 Ibid.
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and regulations.427 From this perspective, privacy

and data protection cannot be seriously discussed

without a link to the basic state project in which

they are imbedded, construed and fulfills their

function. On the contrary, actual threats to privacy

and data protection must be considered into a

broader theoretical and political perspective,

precisely because they fundamentally affect the

nature of our constitutional democracies.428

This undertaking has permitted us to identify

and distinguish two sorts of mechanisms that a

democratic constitutional state can mobilize in

order to cope with power relations. On the one

hand there are the (normative) tools of opacity that

protect individuals against interferences in their

autonomy; on the other we find (procedural) tools

of transparency and accountability which permit

the control of the powerful when they legitimately

make use of power. Privacy and data protection

are in our opinion respectively expressions of the

first and the second tool.

Scenario’s for the future coping with new ICT

developments such as the future of identity,

location-based services and the virtual residence,

must seek a good balance between the two tools,

for we believe that both a scenario of total mutual

transparency of all societal actors (the powerful and

the less powerful) and a scenario of maximal

opacity of all societal actors are contradictory to

the basic balances endeavored by our democratic

constitutional states. In the third chapter we’ve

explored how such searching of a balance between

opacity and transparency might look like in

confrontation with the three said areas. We’ve

found the notion of virtual residence very useful to

this exercise.

427 This concern has been very clearly formulated by G. Walter in the review of a book written by world’s leading experts on privacy
and data protection issues (Visions of Privacy: Policy Choices for a Digital Age): “It is, of course, unfair to expect a discourse on
philosophical justification of privacy from a volume that focuses on privacy policy; but the question of justification is surely just
as important to the formulation of ethical privacy policies. Without a justificatory ground, how can we determine what forms of
personal data ought to be subject to collection by state and private organizations in the first instance?” (our italics); WALTERS, G.,
‘Book review’, in Ethics and Information Technology, 2000, vol. 2 (139–144), 143.

428 Future Bottlenecks in the Information Society, o.c., 94.
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ANNEX 2. Crime and Security in the Aftermath of
September 11: Security, Privacy and Law Enforcement
issues relating to emerging information
communication technologies

Professor Michael Levi429 and Dr. David Wall430

“On present trends, the common response to

this range of conflicts will be one of regaining and

maintaining control, rather than addressing root

causes … the process is one of keeping the lid on

dissent and instability – ‘liddism’ – by means of

public order control that will, when necessary,

extend to the use of military force.” (Paul Rogers,

Losing Control, 2002, p.102)

 “While we’ll try to find every snake in the

swamp, the essence of the strategy is draining the

swamp.” (Paul Wolfowitz to NATO Ministers

Meeting, September 2001)

INTRODUCTION

In his comparative study of security and

intelligence agencies in North America and the UK,

Gill wrote:

“… the state-society relationship should be

seen not in terms of a two-person game, but as a

n-person game dominated by strategic practices

of information control and power as between

various agencies operating at different levels of the

state … The two main concepts within which these

practices might be summarised are autonomy and

penetration. The first incorporates those processes

by which secret state agencies resist the

encroachment of other state agencies and citizens,

while the second covers the variety of techniques

by which the secret state carries out its surveillance

and supervision of other agencies and society in

general.” (Gill, 1994: 83)

The issue of autonomy that Gill mentions has

been in a state of flux since September 11, but there

is no doubt that penetration has been enhanced

significantly in the understandable response to the

fears thus generated, fears that reasonably exist not

just for American citizens but for global corporate

capitalism, including the American corporate and

governmental interests that exist in almost every

country. In our view, the Gill model has to be seen

not just as an issue of comparing institutional

structures but also as comparing networks of

relationships, in which access to and retention of

both private and public sector data is crucial. To

the extent that data thus obtained is sought to be

utilised in a court context - such as criminal trial

or any other venue in which the integrity or

reliability of this ‘evidence’ can be challenged –

the legality and publicisability of that data access

and retention policy is crucial. This in turn puts

pressure on the judicial process to uphold the pre-

trial disclosure rights of defendants for fair trials

and equality of arms or, alternatively, to reduce the

number of acquittals because prosecutors offer no

evidence to avoid damaging the sources of

investigative information, whether those sources

‘belong’ to law enforcement or to intelligence

agencies.

David Lyon (2001a) candidly reminds us of

Abrams’ prudent comments about the significance

of ‘the event’. It “is a portentous outcome; it is a

transformation device between past and future; it

has eventuated from the past and signifies for the

future” (Abrams, 1982: 191). The tragedy of

September 11, 2001 constituted such an event and,

nearly two years later, the nature of the impact of

‘the event’ is still being assessed. For the purposes

of this research, the key research questions relating

429 Professor of Criminology, Cardiff University, Wales CF10 3WT. Name order is alphabetical.
430 Director, Centre for Criminal Justice Studies, University of Leeds, LS2 9JT
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to that impact are two-fold. Firstly, has the ‘War on

Terrorism’, as expressed in the various legislative

actions and overall hardening of security by EU

member-state governments during the months

following the mass murder, led to a distinctive shift

in actual levels of security surveillance over

European citizens, effectively reversing the EU’s

long and gradual process of de-securitising “most

of the issues concerning European peoples and

states which, prior to the 1950s would have been

securitised to the worst extent” (Manners, 2002:

4)? Secondly, what impact has the apparent shift

in the public discourse towards security and away

from privacy, had, or what impact is it likely to

have, upon emerging new technologies that operate

upon the principle of electronic information

exchange, and which seek to bridge the physical

and the virtual worlds in order to form the backbone

of the European Information Society? To what extent

could their potential surveillance capabilities be

exploited nefariously by criminals for economic

and/or political gain (or pleasure) or, indeed, by

some security agencies for unauthorised (or even

authorised) intelligence gathering?

Drawing upon published research

observations and analyses of relevant current and

recent trends, combined with a more general

knowledge of past experiences within the broader

field of public policy and criminology, this paper

will inform sections of the IPTS’s report “Security

and Privacy for the Citizen in the Post-September

11 Digital Age”.431 The first part will look at the

main security fears that arose in the aftermath of

September 11. The second part will reflect upon

the actual and likely impacts of the changes in

crime and security. The third part will briefly

explore the various criminal and security issues

relating to identity-related technologies and also

mobile and location-based technology; ‘ambient

intelligence’ technologies in the home or work-

place. The fourth part of the report will carry

forward some lessons from the existing European

experience of using private-public partnerships in

the ‘policing’ of crime through bureaucratic-

technical solutions. The fifth and final part will

discuss the broader security and privacy issues,

summarise the report and draw conclusions.

1. Post-September 11 changes in the
public discourse over security

We need no reminders that the horrifying

events of September 11 raised to the surface latent

anxieties about threats to national infrastructures.

In the following months, the US measures

notwithstanding, European Union member-states

tended to adopt a ‘war’ (Walker and Akdeniz,

forthcoming), 432 or ‘readiness’ model of response

against terrorism which involved either the

strengthening of existing anti-terrorism legislation

and/ or the hardening of security measures. This

‘war’ or readiness model’ does not represent a

break in continuity with the past,433 because

although the events of September 11 are clear

evidence of a new level of ‘globalised’ and

networked terrorism, Walker and Akdeniz

(forthcoming) remind us that hardened attitudes

towards security are not new, rather they are “a

partial re-establishment of earlier legal stances in

relation to terrorism, which emphasise the rule of

law and policing models, rather than derogation

and military models, though without allaying

concerns about privacy rights”. Of course, unlike

the USA, domestic terrorism434 is a sadly familiar

experience in a large number of EU member states

- the UK (IRA); France (Algerian, pieds noirs and

Maghreb networks, Corsican separatists and to a

much lesser extent Brittany Separatists); Italy

431 The IPTS report is a working document for the European Parliament Committee on Citizen’s Freedom and Rights, Justice and
Home affairs (LIBE).

432 Walker and Akdeniz were writing about the UK: the concept has been extrapolated here to the EU.
433 Writing very shortly after September 11, Lyons (2001a) argued that the continuities outweigh the discontinuities despite (media

generated) appearances to the contrary.
434 There is a very rational line of thought that the events of September 11 were actually an indication of war (Jihad) rather than a

‘terrorist’ action, on the basis that the perpetrators clearly sought to kill large numbers of people rather than manipulate the
political process through the use of fear. However, since there were some cultural terrorist aims of placing fear into the capitalist
enemy to induce them not to expand or to contract away from Islamic states, we are comfortable with the the term terrorist,
which is used throughout this paper in a broader sense.
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(Brigado Rosso and ultra-right groups); Germany

(Red Army Faction); Spain (ETA) – and as a

consequence these countries already have both

anti-terrorist legislation and procedures in place.

So, whilst the EU has tended to followed the US

lead, none of the EU countries have yet gone as far

as introducing an equivalent of the US Patriot Act

2001 which has diluted judicial oversight. Neither

have they yet introduced centralised bodies to

organise counter-terrorist responses, although

France is slowly moving towards such a model (Van

de Linde, et. al. (2002:5).

If the main policy change in the EU has been

to shift from the peace model to a ‘war’/ ‘readiness’

model then the true test of change will be to see

what remains when the ‘war is over’ and the peace

model resumes. However, the indications are that

more fundamental and longstanding changes have

occurred. The Rand Europe (2002) survey of post

September 11 national counter-terrorism policy

making and implementation in selected European

countries found that each of the seven EU countries

studied435 had increased their security (Van de

Linde, et. al., 2002). It illustrates that most of the

subsequent legislative actions were to strengthen

judicial mechanisms within member states, but

there were “no significant differences among the

countries analysed” (2002: 4). What did emerge

was that each of the member-states sought to

harmonise their anti-terrorism policing procedures

with those of other member-states and beyond. All

of the EU countries in Van de Linde et. al.’s survey

have engaged in international negotiations both

within the EU framework, but also within the

United Nations and NATO (except, Finland), and

of course with the USA. So, the level and quality

of “international co-ordination has created a

productive atmosphere of harmonising countries’

initial responses to the attacks” (Van de Linde, et.

al., 2002: 4): an interesting occurrence, given that

security is the responsibility of individual members

states.

Furthermore, the standing of a range of existing

or proposed EU-wide legislative initiatives was

elevated by September 11. The Council of Europe’s

Cybercrime Convention,436 for example, found its

international standing increased and now includes

a range of signatories from outside the EU.437 The

proposed European arrest warrant, an EU-wide

initiative that seeks to facilitate transnational

policing practices, will from 1 January 2004,

replace the current system of extradition with a

common arrest warrant which simplifies and

expedites procedures by replacing the political and

administrative phase of extradition by a judicial

mechanism.438 Similarly, other components of EU

control measures, such as Eurojust, set up to assist

the co-ordination, investigation and prosecution

of serious cross-border crime and improve judicial

co-operation, and the cross-border Joint

Investigation Teams would also have happened in

any event.

By far the most common response by EU

member-states has been the hardening of security

to increase protection against attack. In some cases

this has been done via specific national strategies,

for example France’s reinforced national Vigipirate

programme which co-ordinates all relevant bodies

in France, police, armed forces, transport;439 in

other cases, member-states have employed series

of co-ordination strategies.

What differed, however, from previous terrorist

outrages was the international, even global scale

of the organisation behind the attack, because (as

indicated earlier) most previous terrorist activities

have been directed at particular governments by

dissident groups. Whilst it may be ambitious to

435 Commissioned by the Dutch Government and looked at Finland, France, Germany, Netherlands, Spain, United Kingdom, Belgium.
436 Council of Europe CyberCrime Convention, ETS No 185, 2001.
437 Even without the September 11 tragedy, some countries outside the EU (especially the US) would have signed the CyberCrime

Convention, but September 11 made the convention the focus of international co-operation. The non-EU signatories to date
include Switzerland, Norway, Canada, Japan, South Africa, and the United States <http://conventions.coe.int/Treaty/EN/
searchsig.asp?NT=185&CM=&DF=>

438 Council Framework Decision 2002/584/JHA of 13 June 2002 on the European arrest warrant and the surrender procedures
between Member States [Official Journal L 190, 18.07.2002]. <http://europa.eu.int/scadplus/leg/en/lvb/l33167.htm>

439 See ‘Le Plan Vigipirate renforcé’ <http://www.loire-atlantique.pref.gouv.fr/securite_publique/plan_vigipirate.html>
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describe this shift as a ‘Clash of Civilizations’

(Huntingdon and Berger, 2002) there is at best a

long-term structural opposition between

expansionist, or, as they might see it, defensive,

Islamic aims and the collective and individual

interests of the Western powers. Hence, the need

to both harden protective security measures, but

also to co-ordinate them, utilising surveillance

technologies to gather intelligence about potential

threats. Therefore a clear distinction needs to be

drawn here between hard and soft security

measures, with the former seeking to harden targets

and the latter to provide intelligence about

perpetrators and, importantly, potential threats.

Hard security

The hard security measures include increased

border controls at points of entry to prevent

potential terrorists entering countries and also at

potential terrorist targets, along with a general

stepping-up of existing security measures and

possibly the increase of powers through legislation.

Hard security also includes the strengthening of

security against ICT-based risk, the threats of which

fall into four main categories, or families,440 each

requiring different security responses. In the

majority of cases, it is likely that the risk activities

will follow the pattern of more traditional criminal

actions across a wider (global) reach. In other cases,

entirely new forms of behaviour are generated

which fall outside the current criminal justice

paradigm and require completely new levels of

understanding (Wall, 2002: 192).

The first response is security against intrusion

or trespass to protect key services that form the

national infrastructure against illegal access.

Security considerations include the protection of

key physical sites run by both government and also

the corporate sectors, such as air-traffic control,

nuclear power stations, production-lines and so on.

They would also extend protection against illegal

access to key virtual environments which contain

critical information, especially the databases that

drive the governmental and financial sectors. The

second response is identification and reduction of

terrorist finance opportunities, whether from crime

or from legitimate sources: the latter involves a shift

to investigate the ‘hiding’ of clean money as well

as the more traditional act of converting the

proceeds from criminal activities or ‘dirty’ money

into ‘clean’ money. The third response is protection

against moral harm, against activities that seek to

undermine moral values which fall foul of the

various obscenity or gaming laws. For the purpose

of this research, the economic proceeds from

organised obscene activities online are alleged to

have funded organised crime and possibly terrorist

activities. The fourth consideration is to protect

individuals and social groups against online

violence in the form of hate speech campaigns,

but also the physical violence against children

caused by the production of child pornography.

Following September 11, energies and resources

expended on ICT security have largely focused

upon the first and second categories of response.

Soft security through surveillance

The ‘soft’ security measures mainly seek to

exploit the interactivity of new information

communications technologies (ICTs) in order to

identify the risk-posing individuals and their

networks. By gathering data about people and their

movements they strengthen ‘the surveillant

assemblage’ - a term describing the relationship

between heterogeneous surveillance technologies

that “‘work’ together as a functional entity”, but

do not have any other unity (see further Haggerty

and Ericson, 2000: 605). But, whilst this could be

viewed as merely an extension to traditional post-

terrorist policing methodologies (Walker and

McGuinness, 2002: 234), it actually represents a

marked shift towards planned actuarial strategies

that rely upon the analysis of secondary data

obtained through the convergence of technologies

and databases to surveil individuals and suspect

groups who have previously been identified as a

potential risk. It also symbolises a deepening and

widening of the use of data mining away from

440 Loosely based upon the categories in Wall (2002: 193).



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

167

reacting to events by surveilling suspect individuals

within suspect groups that had been identified by

traditional forms of intelligence gathering, towards

the proactive surveillance of what effectively

become suspect populations, using new

technologies to identify suspect groups by their

markedly different patterns of ‘suspect behaviour’.

Much of the latter takes place at the level of the

database, constituting what Clarke refers to as

‘dataveillance’ (Clarke, 1994)441 and operates along

the lines of Poster’s ‘super-panopticon’ (1995:

85)442. This parallels the enhanced analysis of

individual and patterned criminal network

behaviour, both in anti-money laundering and anti-

payment card fraud software, based around

knowledge of both individual and typical business

behavioural modelling (Levi and Maguire,

forthcoming). The aim, of course, is to correctly

identify as many risky persons and risky activities

as possible, while not creating any political

backlash of resentment: but overprediction of

danger and the drain on HUMINT (Human

Intelligence) resources in evaluating oversupplied

data is a constant threat, since underprediction

leads to greatest criticisms of ‘intelligence failures’.

For many years the most ambitious of the

surveillance networks was the Echelon network, a

joint USA/ UK government run interception system

that intercepts large numbers of “transmissions and

uses computers to identify and extract messages of

interest from the bulk of unwanted ones”. Thus

capturing information about potential (terrorist)

threats to the national infrastructure and any critical

commercial intelligence that might affect national

interests (Bernal, 2000). Following September 11,

however, a range of more ambitious converged

intelligence gathering and monitoring mass

surveillance systems have been proposed. The US

Total (now Terrorist) Information Awareness443

network proposes to join up a range of databases

and employs data search and recognition pattern

technologies to uncover threats to the infrastructure,

especially terrorist activities (DARPA, 2002).

Although the UK does not have an official

published strategy along the lines of the US

Department of Homeland Security,444 a number of

schemes are being introduced which rely upon ICT-

based systems to facilitate information sharing,

authentication and identity on the basis that an

increased threat justifies increased security (Arnott,

2003a). Schemes which combine to provide a

poignant example of a databased surveillant

system/ assemblage. They are listed below because

they are not only representative of fairly generic

ICT-based security being discussed throughout EU

member-states, but they also include some EU-wide

proposals (adapted from Arnott, 2003a).

Scope: Currently being developed by the

Cabinet Office Intelligence and Security Secretariat,

Scope is a scheme for sharing information and

intelligence amongst nine government agencies.

(Arnott, 2003b).

Identity / Entitlement cards: will carry a

photograph and biometric information such as an

iris scan or electronic fingerprint. They will also

have PINs or passwords to authorise transactions

or to enable the holder to access government

services, such as benefits payments that require

authentication. Although it will not be compulsory

to carry the ‘entitlement’ card, all adults will have

to register details of their name, address, date of

birth, gender, employment status, and national

insurance, passport and driving licence numbers

on a national database that will support the cards.445

The successful introduction of this scheme remains

441 Data Surveillance (Dataveillance) is the systematic use of personal data systems in the investigation or monitoring of the actions
or communications of one or more persons. See <http://www.anu.edu.au/people/Roger.Clarke/DV/>.

442 Poster observes that the phenomena he calls ‘database anxiety’, which is public concern about the information that is being
collected about them by governments, credit organisations and insurance companies etc. shapes individual actions. Poster
attributes this to the power of the panopticon that Foucault described in Discipline and Punish, accordingly he refers to the large
databases as the ‘super panopticon’ (Poster, 1995: 86).

443 “Total Information Awareness” [DARPA] <http://www.darpa.mil/iao/TIASystems.htm> (checked 5/3/03) also see the libertarian
response to TIA “Total Information Awareness” (TIA) [EPIC] <http://www.epic.org/privacy/profiling/tia/> (checked 5/3/03).

444 Department of Homeland Security <http://www.whitehouse.gov/homeland/>
445 See further Home Office information about Entitlement cards <http://www.homeoffice.gov.uk/comrace/entitlements/index.html>
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to be seen as there appears on the one hand, to

have occurred a marked cooling of public support

for ID card schemes in the UK (BBC, 2003a), whilst

on the other, the UK Government still believes that

it has enough public support for the ID/Entitlement

card scheme not only to introduce it, but also to

charge the public for it (See BBC, 2003b, Cracknell,

2003).

Asylum seekers smart card: The Application

Registration Card (ARC) scheme was launched in

January 2002. Applicants seeking asylum in the UK

have, since January 2002, been issued with a

smartcard containing an updateable chip, that

displays a photograph and electronic fingerprint,

name, date of birth and nationality of the holder.

Data sharing schemes: The Passport and Driver

and Vehicle Licensing Agencies are planning to

share data to speed up applications for driving

licenses. Announced in February 2003, the scheme

relies upon the consent of applicants in order to

overcome data protection laws which prohibit the

use of personal information for purposes other than

that for which it was collected. Significantly, both

agencies are closely involved with the government’s

wider entitlement card schemes because their

databases could be used as the basis for the national

system.

Smart passports: The Passport Agency plans to

put biometric chips onto all passports by 2005 – a

process that has been accelerated because of US

threats that they will not admit to the US persons

whose passports do not contain such details. The

agency has already conducted trials of smart cards

with iris scans and further trials will look at iris

scans, facial recognition and fingerprint technology.

Eurodac: In January 2003 the European

Commission introduced a Europe-wide fingerprint

identification system to track asylum seekers and

illegal immigrants in 14 EU member states. The

principle behind Eurodac is that the countries

participating in the scheme fingerprint all adult

asylum seekers and the fingerprint is already held

then the asylum seeker is returned to the country

where their prints were initially taken. The Eurodac

database only contains the biometric data of

asylum seekers.

Despite fierce opposition from pro-privacy

groups, the shift towards increased dataveillance

has tended to occur against a backdrop of increased

public support and against a broadly muted

opposition, providing policing and security

agencies with a strengthened mandate to carry out

often obtrusive security measures that would not

have been so readily tolerated previously. The main

hurdle for the pro-dataveillance lobby so far has

been EU legislation, especially the ECHR (Article

8) which appears to be playing quite a key role in

shaping member-state responses. In the UK, the

Data Protection laws have tempered ambitions to

develop superdatabases to date, though the 2003

ID card proposals may bring this to a head. But

despite this, one major cultural effect of September

11 has been to generalise throughout the EU,

trepidations that previously tended to be more

national in nature, arising from specific national

political movements such as ETA and the IRA. Anti-

globalisation protesters alone - as at Genoa - would

probably not have produced the same level of

general public fears and political consensus. The

post-September 11 security initiatives have also

broadened government and law enforcement

bodies’ powers to access individuals personal data.

Of concern is that the combined effect has tipped

the security/ privacy balance in favour of security

interests and away from considerations of

individual privacy and existing privacy protections.

Clearly these developments raise some difficult

questions about the protections of privacy. While

the apparent shift towards securitisation446 can be

traced back to the immediate aftermath of

September 11, it is the case that many of the

apparent changes were already under discussion,

having been previously requested by policing and

security services, but rejected either because of

their intrusive nature, because of existing legislation

- sometimes constitutional, or because of the

comparatively slowness of the policy making

446 Used here to indicate policies or actions based upon the increasing of levels of security to reduce identifiable risks and harms.
Not to be confused with the use of securitization in the financial sector, although there exist similarities.



Se
cu

rit
y 

an
d 

Pr
iv

ac
y 

fo
r 

th
e 

C
iti

ze
n 

in
 t

he
 P

os
t-

Se
pt

em
be

r 
11

 D
ig

ita
l A

ge
: A

 P
ro

sp
ec

tiv
e 

O
ve

rv
ie

w

169

process. September 11 both created the opportunity

for a changed agenda and also accelerated the rate

of change for existing change processes.

The event also marked a pivotal point in the

new politics of surveillance by legitimising a new

surveillance society model of security with a

subsequent increase in the ‘panoptic’ power of the

nation-state (Lyon, 2001b). In support of this

argument is the distinct shift in the debate over

communications traffic data from data preservation

to data retention, thus increasing (at a cost to the

private sector) the obligations of communications

providers to retain their communications traffic

data. It is, of course, the databases of retained

communications traffic data that provide the

technological means to enable Dataveillance to

take place. With this in mind the European Union

has amended its 1997447 Directive on Privacy448 so

that the obligation of communications service

providers to erase traffic data is deleted and they

can retain data for 12-24 months.449 In the USA

the PATRIOT Act 2001 has increased the use of

‘national security’ letters under which banks, ISPs,

telephone and credit companies etc. can be

compelled to hand over customers’ records. Prior

to the Act the US Government had to show

‘probable cause’, which is less than ‘reasonable

suspicion’, but now they do not and companies

are prohibited from telling anyone of the

disclosure.450 In England and Wales, the Regulation

of Investigatory Powers Act (RIPA) 2000 already

included similar powers. After September 11, part

XI of the Anti-Terrorism, Crime and Security Act

2001 (c.24)451 augmented the existing UK

surveillance powers under RIPA.

An interesting example of the new politics of

surveillance is the change in the usage of existing

technologies in order to exploit their surveillant

capabilities, either by redirecting Black Box type

data originally intended for business-related or

product development purposes (Makowski, 2002),

or by developing mediating systems to converge

technologies. An example of such convergence

would, for example, link networked databases with

data from facial recognition software with the

digital profiles of an ‘attentive user interface’ which

distils the characteristics of an individual’s

behaviour pattern into a digital form (Shell, 2002;

Bradbury, et.al. 2003). Working examples of

surveillance systems that converge optical

information about car number plates with driver

databases can already be found in the use of

roadside speed cameras: within the Square Mile

of the City of London, this is used to identify and

monitor the movement of terrorist (and, in practice,

other) suspects (Walker and McGuinness, 2002).

The growth of electronic pay-per-use traffic

charging universalises these tracking systems which

– if not forbidden by data owners or Information/

Data Protection Commissioners – can be used for

multiple purposes.

These technologies tend to take on a life of

their own once created, for proving the

counterfactual – that they did not actually prevent

any terrorist attacks or other serious crimes – is

almost impossible: the fact that they may not

prevent all attacks merely shows that they are not

totally effective and that some further development

is needed to enhance them further. Still in its

infancy, this technique, still untested and unproven,

symbolises an actuarial shift towards not only

joining up hitherto separate components of the state

apparatus, but also reconfiguring the population

as a ‘suspect population’. There are also worries

that person identification and tracking methods

developed for Homeland Security may be used

ubiquitously by law enforcement agencies: after

all, in a populist society dominated by fear of crime,

447 DIRECTIVE 97/66/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 15 December 1997 concerning the processing
of personal data and the protection of privacy in the telecommunications sector <http://europa.eu.int/ISPO/infosoc/telecompolicy/
en/9766en.pdf>

448 DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 12 July 2002 concerning the processing
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications) <http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/ l_201/l_20120020731en00370047.pdf>

449 Statewatch Bulletin (12(3-4) 2002, 1)
450 See further www.aclu.org/SafeandFree March 24, 2003 [1129]
451 Anti-terrorism, Crime and Security Act 2001, Chapter 24, <http://www.hmso.gov.uk/acts/acts2001/20010024.htm>
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it is hard to resist the moral imperative to reduce

crime by maximising the use made of information

that is readily available.

This section has charted the thematic changes

in security policy and practice since September 11.

What it has not considered is any evidence of the

impacts of those changes, which is the purpose of

the next section. Only time will tell whether or not

the post-September 11 security measures will catch

or deter terrorists, but the indications so far are that

the policies appear to have been based upon fairly

uncritical beliefs in the efficiency, economics and

effectiveness of technology without a consideration

of their broader impacts, and the above

observations about privacy indicate this point.

While technology is ruthlessly efficient in its

application, it operates in a politically charged

human world where variables are not so easily

isolated and the political process is not necessarily

rational.

2. The implications of securitisation
upon privacy and security in the
aftermath of September 11

Of great concern is the long-term impact of

the ‘hard-wiring of society’ (Haggerty and Gazso-

Windle, 2004 – forthcoming) through the

construction of a mass surveillance assemblage.

The proposals not only display an overwhelming

belief in technology, but they are still unproven as

a means of achieving the goals for which they are

being created. Will, for example, a more actuarial

approach towards security that shifts the focus of

risk from suspect individuals and individual groups

to suspect populations, mutate the principle of

privacy from ‘a right to be left alone’ to a view that

‘those who are innocent have nothing to fear’? And

what will be the implications of this shift upon

prospective technologies, planned before

September 11, but introduced afterwards? Will

there, for example, be any unintended ‘collateral

impact’?

Such questions are inspired by the proposition

that each movement or transaction in the

information society leaves a trail of electronic

traces, which means that individuals cannot easily

disappear – or be left alone. Dataveillance means

that just about everything that we do, and the way

that we do it, will be recorded on a database

somewhere. So, a defining characteristic of the

information age is “the disappearance of

disappearance” (Haggerty and Ericson, 2000: 619),

thus diminishing altogether the prospect of

anonymity, in theory if not in practice. Where does

this leave privacy? Because, except for those

prepared to live the sort of primitive lifestyles

enjoyed by the Unabomber and some Far Right

American groups, networked information

technology effectively removes the right to

seclusion from those who wish to participate in

the information age.

Some guidance for future directions of thought

– mooted here but not explored in detail - may be

sought from Benjamin Franklin’s famous quote that:

“[a]ny society that would give up a little liberty to

gain a little security will deserve neither and lose

both”, which has become a leitmotiv for the privacy

cause. Franklin, in-effect, warns us against reducing

the relationship between security and privacy to a

question of balance and pitching one against the

other. It is, therefore, important not to misconstrue

the privacy/ security relationship simply as zero

sum. Rather, it is more helpful to adopt a plural

model of privacy and think in terms of types and

levels, identifying which type, or level, of privacy

is appropriate to particular situations. Camp and

Osorio (2002: 8) point to three key facets of privacy,

of which seclusion or ‘the right to be left alone’ is

but one. Also to be considered is the issue of being

able to control one’s identity - privacy as a

(property) right – to control the information that is

used to construct one’s data double (see later) either

to ensure informational privacy, or to exploit it as

a tradable commodity. Finally there is privacy as

the right to be autonomous, to have freedom of

movement.

If the achievement of optimum and

appropriate levels of security and privacy is the

ideal then there exist a range of impediments to

the application of those principles and also a series

of unintended effects.
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Problematics in the application of the principles
of privacy and security

Finding common language and levels of

privacy and security (ontologies of privacy and

security). Not only can the definitions and

languages of privacy and security vary across

international and cultural boundaries, but they can

be applied in different ways. For example, EU

privacy levels are higher than US (where the

security levels are potentially higher), so where

does this leave the EU citizen who becomes

embroiled in the US mass surveillance machine?

Because of EU data protection standards, and the

outsourcing of many production and service

facilities beyond the physical boundaries of Europe,

citizens already have to waive their data protection

rights if they wish to receive many services.452

Unequal access to the network. Not all EU

citizens have access to, or choose to use networked

facilities. On the one hand, they may be

disenfranchised and prevented from participating

in democratic or economic processes, or from

putting right wrong data about them. On the other

hand the cynic might argue that their chances of

falling foul of the system would be smaller than

those who are online.

Accuracy of surveillance systems. Since

automated mass surveillance technology works on

the principle of “draining the sea to catch the fish”

(or draining the swamp, as in our starting quotation

from Paul Wolfowitz), then in order to work

effectively they have to have a very high percentage

of accuracy which has to be achieved in the face

of human resource implications in terms of staffing

levels, funding and skill sets. Even the slightest error

in the system, either from a technical or human

source which causes databases not to be linked

efficiently or the wrong assumptions to be made

could be catastrophic for large numbers of people.

For example, out of an American-sized population

of 250m, a 99.9 per cent level of accuracy in

surveillance still means placing approximately

25,000 Americans at risk: even a 99.99 per cent

level would be unacceptable as it would still affect

about 2,500 people.

Accuracy of the data in the surveillance

systems and making good the bad, inaccurate or

changed data.453  A common dread is that personal

data is inaccurately or erroneously entered into a

database, sparking off two further worries. On the

one hand, there is the concern about how quality

of data input is guaranteed, because data is

increasingly being amassed from private

commercial sources, or the management of public

data is being conducted by privatised bodies. On

the other hand there is significant anxiety about

how bad data is made good? The US provide a

useful lead here in suggesting a restoration process.

In addition to The Identity Theft and Assumption

Deterrence Act 1998, which makes the theft of

personal information with the intent to commit an

unlawful act a Federal crime in the United States

(Saunders and Zucker, 1999), the (Federal) Identity

Theft Victims Assistance Act 2002 (S. 1742) gives

identity theft victims the (civil) tools they need to

help catch identity thieves and restore the victims’

good names.

Data merging (Private v. public interests).

Following on from the above, many of the

databases that the various proposals seek to join

are held in either the governmental or private

sectors: the former acts (or claims to act) in the

public interest, whereas the latter is also responsible

to shareholders, though not – for-profit industry

bodies such as the UK’s Fraud Prevention service

CIFAS454 can span the divide in part. Governments

have sought to ‘responsibilise’ the private sector in

various ways, usually with statutory backing but

sometimes with attempts at co-operation. Thus, the

UK’s National Hi-Tech Crime Unit455 appointed

industry officers to develop collaborative

relationships with the technology sector. The

452 Collectively, they might be able to force changes in the direction of higher data protection standards outside Europe by economic
pressure, but individually, this is unlikely.

453 See further <http://cantwell.senate.gov/news/releases/2002_05_16_idtheft.html>
454 Formerly the Credit Industry Fraud Avoidance System, but has retained its acronym CIFAS. See further <http://www.cifas.org.uk/>
455 <http://www.nationalcrimesquad.police.uk/nhtuc/nhtcu.html>
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importance of this has been accelerated not just

by technological changes that remove advantages

of incumbent firms but by privatisation of former

state telecommunications bodies which had the

capacity and the market share to act ‘in the public

interest’. But in the pure voluntary model, firms

that incur significant costs to help with public

surveillance (rather than, for example, to enhance

data mining for commercial use) may become

uncompetitive, even though all telecoms firms are

‘free riders’ on a functioning commercial society.

These tensions are apparent not only in developing

protocols to join up data bases, but also in more

simple matters such as data retention/ requisition

issues.

Public apathy about their rights of privacy. A

major problem with increasing the security levels

of ICTs is the readiness of individuals to trade their

privacy for gain which affects the balance between

ease of use and levels of security and protection of

privacy. There is evidence that individuals using

networked technologies are prepared to forgo their

privacy in return for goods or services (Haggerty and

Ericson, 2000: 616; Dennis, 1999; Poster, 1995).

The problematics of new technologies –
unintended side-effects

New technologies can, in the process of

performing their functions also create the following

side-effects.

Identifying more offending: resource

implications. Increased security through

surveillance will inevitably lead to the

accumulation of information about many different

types of rule breaking, as well as the behaviour

patterns being targeted. Policing agencies will

therefore have to respond to this information

creating many new unintended financial and

human resource demands upon law enforcement

budgets that will possibly threatened the

achievement of the main objectives of increased

security, such as identifying major organised

criminal or terrorist threats. The police forces and

criminal justice systems will be tied up in dealing

with the new crime wave that arises. An interesting

contemporary example of objective deflection is

the manner by which policing principles and public

fears have focused local police forces’ attention

and resources upon the investigation of local

paedophiles following intelligence provided by

Operation Ore.456 The unforeseen effect of this was

to destroy the budgetary planning by creating the

operational need for expensive computer imaging

(costing the Metropolitan Police alone £4.8 million

in 2002) and time spent preparing and giving

evidence in court.

Delegitimation. Also following on from the

above, increased public perceptions of offending

levels could expose the limitations of the public

criminal justice systems and cause a broader crisis

in public confidence, eventually threatening the

legitimacy of member-states’ governments.

Discincentives. More invasive surveillance

could create a major disincentive to net users by

preventing the build up of public trust in the

technologies and reducing levels of meaningful

usage – causing great knock on effects to other parts

of the economy.

Displacement activities. The following

displacement activities will be encouraged by

harder security and increased surveillance

techniques.

The use of Privacy Enhancing Technologies

(PETs) include the use of anonymizers and

encryption, therefore create new demands on

surveillance systems.

The use of Privacy Enhancing Strategies (PES)

on the other hand are the greater problem in that

they include avoidance of the internet and the

economic systems through the use of cash and

barter/ trade.

A final form of displacement is that offenders

may try other types of crime if one particular type

becomes hard to effect, or move their operations

to a softer area.

456 Illustrates how present police budgeting arrangements create problems in enabling police to respond to major increases in
demands upon their services.
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New forms of offending. There is already a

body of evidence to suggest that identity theft is

growing in prevalence and will continue to do so

(see later).457

Institutional entrenchment - Disadvantages to

automated mass surveillance technologies include

not just threats to or loss of privacy, but that fact

that once in place, they become institutionalised

and very hard politically to dismantle.

3. Future technologies that bridge the
physical and the virtual worlds

The EU are concerned about the future impact

of three areas of technology: identity verification

systems, mobile and location-based technology;

‘ambient intelligence’ technologies in the home

and the work-place. The purpose of each of these

technologies is to assist and ease European citizens

in the performance of their increasingly complex

everyday activities facilitating the gatekeeping of

access to government, services and entitlements,

enabling them to maximise their use of available

time, whilst removing some of the ‘chores’,

especially around the home and the office. Trust in

the technologies is, therefore, of huge importance

if take-up is to be maximised. However, in the

process of facilitation, data flows are generated of

the individual’s movements, their actions and

behaviours, creating a unique biometric signifier

which could, in the wrong hands, be used against

the individual to exclude them, thus shaping their

access to facilities, goods and services, also

potentially restricting their movement and invading

personal space. In effect, regulating their access

to, and participation in, the European Information

Society.

While the details of the prospective

technologies are described in elsewhere in the IPTS

report “Security and Privacy for the Citizen in the

Post-September 11 Digital Age”, the common

thread that runs through all three technologies is

the issue of identity: “[t]he future of identity lies at

the core of the citizen’s interactions in the future

[European] Information Society” (IPTS, 2003: 20).
458 Without the ability to accurately ‘verify’ that

individuals have appropriate rights of access to

systems, then the public’s trust in those systems

will not be established and they will fail. The

verification of identity has to achieve very high

levels of accuracy. Conversely, it is the ability to

link identity with location and residence that,

together, form the greatest potential threat to privacy

and it is the security implications of identity that

will form the focus of the following discussion.

There are three basic elements of identity:

biometric identity attributes that are unique to an

individual; attributed identity which comprises of

the components of a person’s identity that are given

at birth, full name, date and place of birth, parents’

names and addresses; biographical identity which

covers life events and accumulates over time,

including, registration of birth; details of education/

qualifications; electoral register entries; details of

benefits claimed/taxes paid; employment history;

registration of marriage; mortgage account

information/property ownership; insurance

policies; history of interaction with organisations

such as banks, creditors, utilities, public authorities

(see further Cabinet Office, 2002: 9).

Traditionally, verification of identity has been

based upon proof of attributed and biographical

identity characteristics. These do not, however,

provide the conclusive verification that the

individual who possesses the documents is indeed

the person who is described within them. An idea

of the scale of accuracy limitations on large

populations was described earlier. Accordingly,

there is a demand both in the terrestrial and virtual

worlds to link conclusively the attributed and

biographical forms of identity to the body. To further

this goal, a range of biometric technologies exist

which exploit either physiological or behavioural

characteristics that are unique to the holder.

457 See further Cabinet Office (2002) <http://www.homeoffice.gov.uk/docs/id_fraud-report.pdf>
458 IPTS (2003) ‘Security and Privacy for the Citizen in the Post-September 11 Digital Age: working document for the European

Parliament Committee on Citizen’s Freedom and Rights, Justice and Home affairs (LIBE).’, Institute for Prospective Technologies
(IPTS), Seville, May.
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459 ID-2000 SDK - Face & Image Recognition Software Development Kit http://www.imagistechnologies.com/Product/ID2000SDK.htm
460 For further information about attentive user interfaces see Shell (2002)
461 See further <http://www.rfid.co.uk/> also The RFID Journal <http://www.rfidjournal.com/>
462 The Association for Automatic Identification and Data Capture Technologies <http://www.aimglobal.org/>
463 http://www.xtrasite.co.nz/xtramsn/passport/getapassport.html

The physiological biometrics are based upon

data derived from the direct measurement of parts

of the human body: finger-print scanning; facial

structure recognition; iris-scanning; retina-scanning;

hand geometry-scanning, voice-print scanning. Each

biometric technique requires integrated hardware

and software to read the holders characteristic,

interpret it then link to a master database in order to

verify it as valid to allow entry to the system for which

access is being requested. See for example, Imagis’s

Face & Image Recognition Software,459 although

there exist many other proprietary brands of

physiological biometric software.

Behavioral biometrics, in contrast to the

physiological biometrics, are based upon on

measurements of data about behaviour patterns

unique to the holder in their performance of an activity

and include speech-pattern scans; signature scans;

keystroke-scans. Each are fairly self-explanatory and

each technique also requires integrated hardware and

software to read the characteristic, interpret them and

then check with a master database in order to verify

the information in order to allow entry to the system

to which access is being requested. Another, more

sophisticated, form of behavioural biometric is the

‘attentive user interface’, which, although designed

primarily to increase the efficiency of the use of IT

linked equipment, records and analyses a broader

range of behavioural data which can be subsequently

used as a biometric.460

A third form of biometric arises from the

machine body interface - the cyborg. Here the

unique identifier becomes increasingly linked with

location-based technologies such as GPS based

Galileo (Legat and Hofmann-Wellenhof, 2000), or

Geographic Information System based location and

navigation services. Perhaps the more controversial

form of these mobile biometric unique identifiers

is the ‘smart chip’ which can be injected in to a

human. Many parents have registered their wish

to have their children so tagged (Scheeres, 2002).

In addition to providing a unique identifier, eg.,

based upon DNA, new developments in this

technology could also transmit information about

the individual and their bodily condition. Moving

just outside the body, are the Radio Frequency

Identification Tags (RFIDs)461 which are thin and

small microchips that transmit information about

their location, for example in clothing, to the

manufacturer or retailer. At the present time they

merely inform the retailer only whether a product

has been sold, but the chips are powered by the

signal that requests information and can be

designed to emit a more sophisticated array of

information462 which could, with the right system,

be linked to the wearer.

Finally, there is the ‘Black box technology’

which operates like an airplane flight recorder to

monitor activities in real time and space. At the

present time event data recorders (EDR) are being

used in product development (Senior Mag.com,

2003), for example, automobile manufacturers

General Motors have EDRs connected to airbags

to monitor their application, and other industries

have followed suit with other installations. In a

recent court case in the USA, data derived from an

airbag EDR was used to prosecute a driver for

causing the death of another driver through

recklessness whilst under the influence of drink.

The monitor showed that the driver was travelling

at 106 miles per hour and braked two seconds

before impact. Although in this case, it would be

hard to find objections to the use of the data, it

does demonstrate graphically that equipment

monitoring data can be used to monitor the actions

of individuals (Makowski, 2002).

Biometrics need to operate within an identity

management system that administers access

according to pre-defined rules. There exist a range

of identity management systems. Perhaps one of

the more well know is Microsoft’s MSN passport463

which provides access to a ‘walled garden’ of
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electronic services and facilities with one sign in.

The ‘Passport’ authenticates users’ access to their

credit card, banking, email and web site accounts.

Not only can merchants use it as a very convenient

and secure means of determining whether site users

are who they claim to be, but it is also designed to

make life easy for on-line shoppers through the

wallet system that speeds shoppers’ checkout at

dozens of sites that deploy the Passport Express

Purchase technology.464 Other Identity

management systems go beyond authentication,

authorization, and audit to cover wider access

possibilities. The Aberdeen Groups’ solutions, offers

by comparison, access to a ‘walled city’ rather then

a ‘walled garden’. The Imagis’ integrated justice

system can create a secure information sharing

system between all facets of a law enforcement

community and beyond (AberdeenGroup Inc.

2002). 465

Those who are in favour of automatic

identification and data capture technologies, or

‘ambient Intelligence’ and ‘pervasive computing,

as it is sometimes known, frequently cite the

benefits to individuals and society, especially the

vulnerable, for example, by having medical

implants that can automatically call for medical

assistance, or having context aware services that

can support the elderly.466 Software Technology

Outreach go on to argue that the applications are

limitless “and the scope for truly making the

environment aware of the ‘user’ whether at home,

at work or at play is leading to fascinating research

projects” (ibid). Indeed the concept of having

interactive systems that shift information

technologies into the background whilst using them

to support everyday activities and interactions is

radical, if not Utopian. However, these concepts

are not without their critics and many concerns

have been raised independently about the privacy

implications of new identity-related

technologies,467 especially when they are

converged with technologies that locate the identity

data within a time and place, and also within areas

of personal life where one would not ordinarily

expect to be surveilled, such as the home or, to a

lesser extent the workplace. These points are

imaginatively articulated by McCullagh (2003).

“That raises the disquieting possibility of being

tracked though our personal possessions. Imagine:

The Gap links your sweater’s RFID tag with the

credit card you used to buy it and recognizes you

by name when you return. Grocery stores flash ads

on wall-sized screens based on your spending

patterns, just like in “Minority Report.” Police gain

a trendy method of constant, cradle-to-grave

surveillance.”

The privacy fears mostly relate to the

secondary use of the data that the technologies

generate which were beyond the purposes for

which they were designed. McCullagh continues:

“You can imagine nightmare legal scenarios

that don’t involve the cops. Future divorce cases

could involve one party seeking a subpoena for

RFID logs—to prove that a spouse was in a certain

location at a certain time. Future burglars could

canvass alleys with RFID detectors, looking for

RFID tags on discarded packaging that indicates

expensive electronic gear is nearby. In all of these

scenarios, the ability to remain anonymous is

eroded.” (McCullagh, 2003)

McCullagh’s observations beg the question

about what happens if the item containing and

RFID (say a woolly jumper) has been sold, stolen,

borrowed, given away?

There are two interesting prospects for these

identity technologies. The first is that many of the

developments originated, or have been promoted,

in the USA where lower levels of, and quite

different, privacy standards apply. Therefore as the

technologies draw nearer to implementation in the

EU countries, it is likely that they will evolve in

464 http://www.wired.com/news/technology/0,1282,48105,00.html
465 http://www.imagistechnologies.com/Product/IJISFramework.htm
466 See further Software Technology Outreach, Ambient Intelligence & Pervasive Computing <http://www.st-outreach.org.uk/themes/

ai_intro.htm>
467 See further The National Privacy Coalition <http://www.nccprivacy.org/> but also McCullagh, D. (2003) ‘RFID tags: Big Brother

in small packages’, CNET News.com, 13 January 13, <http://news.com.com/2010-1069-980325.html?tag=fd_nc_1>
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less privacy-invasive ways than in the USA. These

may temper the ‘secondary’ uses of the

technologies in the surveillant assemblage.

The second prospect is that IT based systems

will become far more secure and protected from

unauthorised access. The downside of this

achievement is that identity, location-based and

ambient technologies will generate many new

opportunities for crime and its associated industry.

Securitisation always creates a knock-on effect,

carjacking is a by-product of more secure cars, and

one of the reasons for an increase in distraction

burglary is the overall hardening of household

security. It therefore follows that with regard to

prospective new technologies the most prolific area

of criminal activity will be identity-related, because

once the offender has broken into the system then

they will be free to take what they wish.

Three categories of criminal activities are

anticipated. The first is the gaining of unlawful

access to a virtual system through the creation of

false, but original and valid identities, usually

painstakingly constructed over a period of time,

thus making it hard to identify the individuals. Then

there is identity theft, which in its more simple form

may be ‘account take-over’, but could easily

involve the wholesale misappropriation of

someone else’s data, depriving the victim of access

to their own virtual environment and beyond, for

example, raiding their bank account or affecting

their entitlement to public services. Finally, there

is the cloning of an identity, whereby an individuals

data is cloned so that an offender can gain access

to an individual’s virtual space – which may be

hard to identify immediately.

The second category is the illegal navigation

around identity management systems by exploiting

flaws in the protocols or the software (see

McWilliams, 2001). Alternatively, such illegal

navigation may take place by hacking into the

system by cracking the entry codes, or through

‘social engineering’ by gaining access codes from

employees of the operating companies (see

Mitnick, 2002).

These two categories of potential criminal

activity relate to access to the virtual environment.

Once into the system then the offender is fairly

free to roam and perpetrate a range of offences, as

described in an earlier section, they may include

damage to a site, an economic or acquisitive crime

or some form of other deception for gain (eg.,

information), alternatively they could be connected

to one of the many forms of online obscenity or

violence.

The third category, is the opposite to the first

two, and where individuals ‘opt out’ and hide from

the state, keeping out of the system and therefore

maintaining invisible. Though far from the popular

science fiction image of a dark ‘netherworld’,

underground economies are nevertheless growing,

based solely upon cash or barter transactions and

posited far away from the “idolatrous dream of

omniperception” and the “minacious twinkle in the

electronic eye” (Lyon, 2001a: 147).

What the discussion in this section has begun

to illustrate is that the technologies that will

underpin the new European information society

will each have a profound impact upon the

meaning of identity. And of course they may result

in a new understanding of what it means to be

European! It certainly adds flesh to the arguments

made by Lyon (2001); Haggerty and Ericson (2000);

and Poster (2002) about ‘data doubling’ whereby

the organic body and its behaviour is abstracted

by surveillant technological processes into a series

of discrete data flows from the physical world.

These flows are then stored in a variety of locations

(databases) according to the type of data and are

then reassembled elsewhere for various purposes

into a “decorporealized body” or a virtual ‘data

double’.

“The surveillant assemblage is a visualizing

device that brings into the visual register a host of

heretofore opaque flows of auditory, scent,

chemical, visual, ultraviolet and informational

stimuli. Much of the visualization pertains to the

human body, and exists beyond our normal range

of perception” (Haggerty and Ericson, 2000: 611).

In sum, each of the three areas of technology

propose major benefits to the individual, however

when the data flows that they create are connected

then they can, without efficient balances and
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checks, pose a considerable threat to the individual.

Because dataveillance systems erode basic privacy

principles and are also unproven, then it is useful

to reflect upon alternative non hi-tech lessons that

can be drawn from the regulation of other types of

transnational crime.

4. Private-public partnerships and the
‘policing’ of crime through buro-
tech solutions

Historically, the use of bureaucratic-technical

(buro-tech) solutions to control crime has arisen

mainly within the context of the prevention of

organised crime – arms, drugs and people – rather

than terrorism. It has also tended to be confined

within the public-private divide. However, it is

worth summarising the way that technological

developments fit into the general control elements,

since in the ordinary course of ‘policing’468 in

Europe, crimes against commercial organisations

- other than dramatic product contamination threats

- receive very modest attention (Levi and Pithouse,

2004), and the interface between large commercial

and not-for-profit information silos, policing

databases and intelligence databases is ill-

developed. In essence, what has happened is that

some parts of the private sector have been co-opted

(often with a legal compulsion as background) into

providing information to the public sector about

their suspicions of possible criminality on the part

of their current or prospective private clients (see

further, Levi and Maguire, 2003).

In this section of the report, we focus upon

activities in current rather than future technologies:

but it is important to understand where we are now

and therefore what may need to be done in order

to think through the public-private divide in a

European context and look towards private-public

partnerships.

Arms

Informal co-operation does exist in some

circumstances to ensure that light arms are not

exported to some destinations. However, the focus

on people trafficking means that hauliers pay less

attention to weapons and haulage firms need some

awareness training in this respect. There are also

issues of impersonation in arms supplies, with

weapons being ordered on ‘cloned’ credit cards

and sent to mail drops for onward supply, thereby

effectively anonymising the process for

restrospective audit trail: here the technologies

aimed at combating credit card fraud by

transmitting to suppliers the true names and

addresses of account-holders should mitigate this,

unless the terrorists (and other criminals) are able

to redirect mail via corrupt contacts/ideological

sympathisers in the mail service or by simple

negligence in the control process.

Precursor Chemicals

Attempts to regulate precursors go back

effectively to the 1970s, though differences

between countries in which drugs (and therefore

precursors) should be the priority for monitoring

inhibited any common approaches for many years.

Many nations and firms lack the capacity to

determine whether the import or export of

precursor chemicals is associated with legitimate

needs or with illicit drugs. The problem is

complicated by the fact that many chemical (and

arms) shipments are either brokered or trans-

shipped through third countries in an attempt to

disguise their purpose or destination.

In a European context, Article 5 of the

COUNCIL DIRECTIVE 92/109/EEC of 14

December 1992 on the manufacture and the

placing on the market of certain substances used

in the illicit manufacture of narcotic drugs and

psychotropic substances states:

“Member States shall take the necessary

measures to establish close cooperation between

the competent authorities and operators, so that

operators:

- notify the competent authorities immediately of

any circumstances, such as unusual orders or

468 The term ‘policing’ is used here in the broader sense, and not just with regard to public police organisations.
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transactions involving scheduled substances,

which suggest that such substances to be placed

on the market or manufactured, as the case may

be, may be diverted for the illicit manufacture of

narcotic drugs or psychotropic substances,

- provide the competent authorities in summary

form with such information about their

transactions involving scheduled substances as

the competent authorities may require.”

The mode by which this ‘close cooperation’

was to be achieved was left open, however, and

different European countries have different

regulatory approaches, which may continue even

after the new Regulation of 2003 – which makes

reporting of suspicions mandatory - is put into

practice.469 What must be appreciated is the vast

number and variety in the size of chemicals

purchasers (though the number of producers and

wholesale distributors is obviously much smaller).

This has major implications for education and

intervention strategies, whether reporting is

voluntary or, as under the new Regulation,

compulsory once it is suspected. It is appropriate

to look at what generates suspicions and to ensure

a higher and preferably uniform awareness among

large firms and small and medium-sized enterprises

(SMEs) if the aims of these measures are to be

translated into a reality. As with the experience of

money laundering controls, the passage of

regulations is not self-implementing on the ground.

Co-operation in the Precursor Chemical Industry:
An Example

In the early 1990s, the UK National Criminal

Intelligence Service, in collaboration with the

industry and the Home Office, developed

guidelines to assist companies identify suspicious

orders. This provided relatively successful,

especially when supplemented by Force Chemical

Precursor Officers who operated in every region

of England and Wales and found it easier to deal

with smaller companies in their areas.

A decade later, the UK policing authorities

noticed that they had experienced a significant fall

over as period of years in the number of suspicious

transaction disclosures they were getting from the

chemicals industry. They reviewed the nature of

the problem and identified a number of reasons,

including changes of industry personnel; the shift

to call centre operations in which clerical staff

simply punched in product codes without

understanding their chemical significance; and

more devious orders by criminals. They then

embarked upon an education outreach program

which more than doubled the number of reports

of suspicious orders, which they could rapidly

investigate and follow up before offenders were

alerted to this risk. This has enhanced their ability

to disrupt some synthetic and non-synthetic drugs

trafficking firms.

High staff turnover and changes in business

technology may require changes to outreach

strategies. Not just telephone, postal and fax but

also internet orders to unskilled staff in call centres

with no expert training and who tend to become

‘burned out’ & leave relatively quickly present

enormous challenges for traditional suspicion

based methods of communicating precursors,

especially outside the scheduled precursors for

which reporting is mandatory and in relation to

which reporting can be automated. This suggests

to us that staff education & training have to be

updated regularly if reporting is not going to decline

in quality, even if the mandatory nature of reports

469 At the end of 2002, the European Parliament agreed on a Proposal for a regulation of the European Parliament and of the Council
on drug precursors (COM(2002) 494 – C5-0415/2002 – 2002/0217(COD)), replacing the directive – which had to be translated
into national legislation in all Member States - with a more flexible Regulation which will be directly binding on all Member
States. Furthermore “the projected close cooperation between the competent authorities and operators is to be organized in such
a way that the latter will be required [italics not in the original] to notify the former immediately of any unusual orders or
transactions. Competent authorities will be empowered to obtain information about any orders for or transactions involving
scheduled substances and enter the business premises of operators with a view to gathering evidence of irregularities.
Cooperation between authorities and operators is to be extended to cover precursors not scheduled so far. The Commission will
have the task of drawing up guidelines specifying how to recognize and notify suspect transactions and a list, to be updated at
regular intervals, of non-scheduled substances commonly used in the illicit manufacture of narcotic drugs and psychotropic
substances. The industry will thus be in a position to monitor trade in such substances on a voluntary basis.”
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creates more formal reports than previously.470

There are also difficulties due to the tendency of

governments and supranational bodies to list ever

larger numbers of chemicals - a problem since the

beginning, though the new system specifies a

modest number - which leads to a mechanical

response from companies and could potentially

flood the authorities with reports that they will be

unable to follow through.471 Finally, in cases that

subsequently result in criminal justice responses

(i.e. prosecutions), there are problems over

disclosure to the defence of how the information

came about: businesspeople may be afraid

(reasonably on occasions) of their involvement

leaking to defendants, as in the UK, for example,

they are classified as Covert Human Intelligence

Sources and may need protection for their role or,

potentially, to give evidence in court. These

‘downstream’ implications of reporting systems

have to be carefully thought through, as have the

problems of how to integrate human judgement

with electronic ‘exception reporting’ systems.

People trafficking

Apart from carrier liability and measures such

as electronic scanning of travel documentation

prior to departure as well as at the point of arrival

(in non-Schengen countries), business involvement

in people trafficking has been modest. The recent

exception to this has been in child sex tourism

where, stimulated by Scandinavia as well as the

US, efforts have been made under the aegis of

ECPAT (End Child Prostitution, Child Pornography

and Trafficking) to develop a clear Code of

Practice,472 backed up by published annual reports

from private sector partners in Austria, Denmark,

Germany, Finland, Italy, the Netherlands, Norway,

Sweden and the UK such as TUI Thomson,

MyTravel, DRV, ORV, OVT.

Money laundering reporting

Money laundering is a generic phenomenon

that runs across all crimes for gain. Some countries

enjoyed some limited communication between

financial institutions and law enforcement before

the widespread criminalization of money-

laundering from the mid-1980s onwards. However,

elsewhere, the existence of strong banking secrecy

and common law confidentiality laws & norms

made such voluntary co-operation more difficult

than in other sectors. As early as the 1980s, the

UK banking industry actively co-operated in the

development of anti-money laundering guidelines

that are to be taken into account as best practice

when institutions and individual compliance

officers are challenged to account for their

inadvertence/wilful blindness or for their decisions

not to report transactions to the National Criminal

Intelligence Service.

In financial services, outside of formal Know

Your Customer requirements, similar difficulties as

in precursors have led to a boom in electronic

products aiming at predicting – on the basis of (very

imperfectly) known data – transaction patterns that

have a relatively high probability of being proceeds

of crime and/or funds used for the purposes of

terrorism. The latter is particularly difficult and

crude actuarial methods such as all funds aimed

at Islamic charities or simple electronic checking

of lists issued by the EU, US or UN are laborious

more because of the spelling translation issues (and

risk of underprediction or overprediction) rather

than because of innovative technology.

There are developing global lists of public

officials and their families and close connections,

which can assist international private banks in

identifying risks connected with Politically Exposed

Persons, some of whom may be involved in

supporting terrorism: such lists are more

470 In the UK, Force Chemical Precursor Officers exist (as a part-time role) in each police area, with the task of communicating with
the industry. However the shift to regional call centres makes the physical location of the factory less relevant to this inspection
task. Likewise, where small arms are sent by post following Internet orders, the presence of the gun supplier’s name and address
on the parcel can be used to pick it out; conversely, except to reduce theft in transit risks, the absence of any identifier suggests
that the gun supplier may suspect that the weapon may be for an illicit purpose.

471 There are parallels here with suspicious activity reports in money laundering, though far fewer reports tend to be made by
chemicals suppliers.

472 www.thecode.org
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problematic, however, in the case of illicit activity

such as drugs and people trafficking and even illicit

light weapons trafficking. Even more significantly,

perhaps, is the fact that assisted by Transparency

International, the major international private banks

have got together to try to develop collective global

guidelines for client acceptance and monitoring,

providing some public and collective private

accountability for their actions, and reducing the

risk that standards will be undercut by key players,

though there are, of course, thousands of other

banks that are not Wolfsberg group members.473

Later on, the Wolfsberg group developed

relationships with law enforcement agencies,

though there are always tensions involved in

transforming private sector organizations into arms

of law enforcement, especially where law

enforcement bodies and regulators themselves have

different, even conflicting, approaches.

What the above examples and case studies

illustrate is that private-public partnerships, brought

about through EU direction or encouragement, can

be effective in applying buro-tech solutions to

shape or control the architecture of crime.

Directives, whether they apply to low or hi-tech

solutions therefore have to encourage the private

sector in the undertaking of one or more of the

following:

- measures that businesses would carry out for

themselves, individually and/or collectively, in

their own as well as the public interest, without

any prospect of government or international

intervention;

- measures that businesses would carry out

because they fear government intervention and

wish to avoid it; or

- measures that businesses would carry out

because they fear and/or have observed actual

or likely enforcement action.
474

5. Conclusions

Among the exogenous changes in the general

business environment that are most widely cited

as dangerously criminogenic is the dramatic

increase in international commercial and financial

exchanges and the stunning speed of modern

communications and transportation that go with

them. It is taken as given that terrorists and other

criminal groups are on top of these developments,

exploiting the resulting weakness to commit more

and worse crimes, then avoid detection, while

secreting the spoils and themselves when necessary

in far-away places. This assumption may be

mistaken because there are variations in skill and

self-discipline among criminals as there are among

other sectors of the population.

‘Globalisation’ is, like ‘organised crime’,

more a slogan than an analytical category: it seems

to be simply a modern term for a process that

began at least as far back as the time of Marco

Polo by which information about trade and

financial opportunities spreads across national

and/or regional frontiers, and goods and money

shortly follow. One of the lessons of September

11 should be that awesome consequences can

arise from fairly low-tech activities funded

modestly, at less than $500,000 for the entire

operation, though obviously more if one needs

some training and other infrastructures excluded

from these marginal costs.

So what has digitisation changed in the arena

of terrorism and criminal organisation? Encrypted

and anonymously purchased mobile phone

communications between offenders make both

them and their content difficult to trace, with

consequences for smuggling of goods and people.

Containerisation, the availability of non-

governmental delivery services such as DHL,

Fedex, TNT and UPS, and the ability to track the

473 See www.wolfsberg.com.
474 Passage of laws – for example, requiring reports when business suspect money laundering or that their chemicals are to be used

as precursors for illegal drugs – does not guarantee that businesses (or, for that matter, organised crime) will find sanctions
credible. However, most businesses and many people obey the law irrespective of sanctions, unless they can rationalize law-
breaking, for example as ‘necessary to stay in business’ or ‘if I don’t do this deal someone else will, so the policy won’t work
anyway, so I’ll do it’.
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movement of products on the Internet all enable

the distancing of offenders from their illegal goods

and services. On the fraud front – and fraud, like

other crimes, generates terrorist finance - devices

like telephone and fax call-forwarding can be used

to confuse potential targets in fraud operations, for

example making them believe they are dealing with

a banker in Cayman when in fact they are dealing

with a bar in Lagos or a living room in Boca Raton,

USA. All manner of techniques exist to disguise

the origins of electronic messages, and to route

them through devious channels. New electronic

technologies, too, permit multiple iterations of

certain acts (for example advance fee fraud offers

by West Africans) that, in the past would have been

extremely time consuming, perhaps impossible.

Electronic technologies have certainly been

important recently in counterfeiting of cheques,

payment cards, securities, and currency. They

enable, for example, the skimming of magnetic

stripe credit card details by retailers and their staff,

which can be sent by e-mail to colleagues in China,

Italy, Russia, Sri Lanka, the Middle East and,

theoretically, any other moderately skilled people

anywhere in the globe, where they can encode the

details onto counterfeit plastic and use the same

cards in multiple sites simultaneously, provided that

there are no checks in place to identify such

physical impossibilities. In earlier times, the number

and range of outlets would have been much smaller

and it would have taken more time and rarer skills

to produce counterfeits adequate for convincing

retailers. The Tamil Tigers as well as Islamic Terrorists

have benefited substantially from this, though they

account for only a small proportion of credit card

fraudsters. Alternatively, though this could have

been done by telephone or mail order, the Internet

offers a method of ordering goods such as

computers from far away, using other people’s or

artificial numbers, which goods can then be resold

on the criminal and near-criminal markets. But

though these are phenomena of the digital age and

they have to be confronted in their own terms, they

represent just the latest stage in an on-going struggle

between issuers of financial instruments and

would-be fraudsters that dates back to the onset of

modern credit instruments.

With the generalisation of new digital

technologies during the last two decades,

counterfeiting has shifted again. Though the quality

of the end product is highly variable, use of scanners,

colour printers and colour copiers has meant that

counterfeiting is once more a crime of opportunity

and has fairly low criminal start-up costs, affecting

the number of possible new entrants - some of them

terrorists and terrorist sympathisers - into the criminal

market as well as reducing dependence on highly

capitalised criminal organisations or dishonest

business people. Of course sophisticated groups still

do get involved from time to time. As before, they

use expensive equipment to simulate intaglio

printing, and employ long-distance wholesale

distribution networks to move large batches of bills

away from the point of production. But more and

more instances of counterfeiting are the work of

amateurs who print small sums using easy-to-access

technology, and directly distribute them into retail

trade. Though so far not sufficient to threaten the

integrity of national currencies, at least of the major

countries, opportunistic counterfeiting is enough of

a problem to force governments to engage in an

ever-more expensive technological arms race against

counterfeiters.

Still, far from creating a new crime, technology

simply shapes the method by which the basic crime

is committed and increases the rate at which it can

be committed by lowering entry levels into what

used to be professional crime. In addition, in more

recent years it has democratised the art and science

of currency counterfeiting, along with such things

as cheque and plastic card fraud, without altering

their fundamental nature. Perhaps the one

important difference between electrical and

electronic communication is the growing

possibility of disintermediation. This is particularly

true with financial flow technology, the advent of

e-money and e-purses which – though take up is

currently very modest and business goals are being

scaled down - threatens to render irrelevant so

much of the anti-money laundering apparatus

currently being put in place across borders.

For example, one of the profound changes

brought about by credit and charge cards, was
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precisely that they had to be guaranteed globally:

that indeed was its point, since otherwise people

would have had to carry large amounts of cash or

forgeable and stealable travellers’ cheques.

Obviously, this created enormous opportunities for

teams of plastic fraudsters to copy cards or even

just to use the numbers for Card-Not-Present

transactions over telephone or Internet. The scale

of the crime could therefore increase more rapidly,

but counterfeiting only really took off when low-

cost technology for manufacturing and embossing

plastic became available, while Card-Not-Present

fraud took off when the purchase of goods over

the phone, fax or Internet became ‘normalised’.

Thus, on one level, there is a new crime – credit

card fraud. On another level it can be seen as a

sub-variant of an old one. A similar argument could

be made in relation to Nigerian based advance fee

fraud letters, millions of which are sent out

annually. It is quicker and cheaper, if slightly less

credible, to send these en masse by e-mail, and

we currently receive several of these per week. Few

of these are currently used for terrorist finance but

if such finance is to be controlled properly, what

technological developments could stop these from

being circulated or their potential victims from

becoming actual victims?

Ironically, while the alarmist scenario speaks

of technology increasing the opportunities for

traditional organised crime groups to wreak havoc

by moving into white-collar offences, the truth has

been the opposite – the technological changes have

tended, at least in some instances, to render larger

organisations uncompetitive and unnecessary

outside the sphere of extortion where size and

reputation has an advantage. We anticipate more

boutique-style functional specialisation, with

money-launderers and shippers acting for a variety

of offence types and crime networks, instead of

vertical integration within criminal organisations.

In this context, because of the reactions of

enforcement and intelligence agencies, working for

suspected terrorists ratchets up the financial charges

for services (except among sympathisers); and key

nodal criminals who are not themselves

sympathisers, or have many sympathisers within

their client base, may be inclined to gain some

favours from the authorities by reporting terrorists

rather than facilitating them. After all, many

criminals are conservative and depend on

economic prosperity of the wider society to prey

upon. When – as is the case with people trafficking

– terrorists and potential terrorists may merge

imperceptibly among the general crowd of a largely

unknown population, it is not obvious what

ambient or other technologies could ‘sort the wheat

from the chaff’ to enable better discrimination

between terrorists and others.

To summarise, there has been a strong

governmental reaction to the event of September

11 with a massive wave of public sympathy which

has enabled ‘hard’ and ‘soft’ security measures to

be imposed that might previously have been

objected to on the grounds that they encroached

on privacy. In EU countries, an observable shift

towards securitisation has taken place, but there

have been few significant institutional changes,

largely because prior experiences of terrorism had

already created many serious efforts to combat it

domestically. September 11 also brought to a head

a series of political changes that had begun to form

before the event, but immigration and asylum

controls have received a much higher priority than

previously. The expansion of the EU has in any

event created further stresses on the land borders

of those countries on the periphery, since crime

networks only intermittently connected with

terrorism have sought to smuggle people and

commodities over the frontiers.

The main ‘transformative’ changes have been

two fold: first, the high level of international

harmonisation; secondly the use of actuarial

intelligence gathering through automated mass

surveillance technology. Much of this technology

and its associated convergence systems is

prospective, and despite the increased post-

September 11 public mandate to increase security,

it is not being accepted without challenge. Indeed,

EU Data Protection Directives and the ECHR are

playing key roles in protecting privacy rights and

tempering further securitisation. Plus, with the

passage of time between the events and the present
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day, the increased hard security measures are

becoming part of everyday life and we are gradually

coming off a ‘war’ footing.

When the set of three prospective technologies

that will form the backbone of the European

Information Society are viewed in the light of these

changes, then their potential to become part of the

‘surveillant assemblage’ is great because, integral

to their operation, is the immediate and automatic

surveillance of their surroundings and their

interaction via various network protocols. Unless

checked, this characteristic can be exploited for

surveillance purposes by third parties and threaten

aspects of our privacy. Interestingly, each of the

three groups of technology corresponds with one

of Camp and Osorio’s levels of privacy (2002: 8).

The technologies of identity, for example, challenge

privacy as a property right over which the individual

has the power to preserve the confidentiality of their

own information (informational privacy), or else

to exploit it as a tradable commodity. The

technologies of location challenge privacy as the

right to be autonomous “to be left alone” (Warren

and Brandeis, 1890: 193). Finally, the technologies

of ‘ambient intelligence’ challenge privacy as the

right to seclusion, a physical and psychological

privacy and freedom from intrusion at home

(personal privacy) or at work (professional privacy).

Optimistically, for the debate over the

relationship between privacy and security, the

differing states of development of each of the

prospective technologies mentioned earlier suggest

that full commercial roll-out is still some years away,

as are the data collection and usage protocols that

could bring about their convergence. Thus, there

remains time to enable any necessary privacy checks

and balances still to be designed in, and further time

is bought for debate. Furthermore, the delay also

enables legal compliance models to be developed

in order to protect the principles of privacy that are

set out in the EHCR and complied with in EU

member-states. The role of law and its power tends

to be frequently overlooked in debates over security.

The threats to privacy arising from the potential

for the new technologies to be exploited for

surveillance purposes by a third party, a function

they were not originally intended for, are quite clear.

There needs to be established both common

principles and language of privacy; equality of access

to the network; absolute accuracy of targeting by

surveillance systems; systems to ensure the accuracy

of the data held within the surveillance systems;

mechanisms for making good the bad, inaccurate

or changed data; systems to protect individuals from

their inclination to trade their own privacy.

It also has to be accepted that the same automatic

mass surveillance technologies have a range of

unintended side-effects. They will undoubtedly

identify more offenders in areas of crime other than

those originally intended or claimed to be intended.

The investigation of these offences will stretch police

resources and also expose the limitations of the public

criminal justice systems and cause a broader crisis in

public confidence. They might also discincentivise

net users and reduce levels of meaningful usage,

impacting upon economic sectors. They will cause

some displacement activities, such as the

circumnavigation of surveillance points, or avoidance

of the networked system altogether (at inconvenience

to criminal and non-criminal privacy-lovers). Finally,

the more rigorous and secure the network becomes,

then the more likely it is that new forms of offending

behaviour will be generated. Secure identity

verification systems – for example the authentication

of payment cards via the replacement of the magnetic

stripe by the microchip – unintentionally stimulate

behaviours such as identity theft. All of these side-

effects detract from the original purpose of the system

- to identify and track terrorism.

If there is a lesson to be drawn from empirical

research into criminal activity, it is that each

generation of policy makers and politicians, not to

mention academic analysts and law enforcement

personnel, seem to enter the arena to combat crime

with an optimistic zeal that results from three

interrelated misapprehensions. The first is that the

problem against which they are poised to do battle

is new, at least in terms of its dimensions: yet most

crime techniques and methods of organising do

not change radically unless driven to do so by

upgraded prevention measures. The second

misapprehension arises from the rhetoric of war
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and is that it is possible to eliminate crime: a more

realistic hope – and one that is less destructive of

human rights values - is that crime levels can be

reduced to pose a less serious threat to the economy

and society at large. The third misapprehension is

that the core problem is an alien invasion against

which ‘polite society’ – aided by designers out of

crime - can readily mobilize itself: many ‘organised

crimes’ exist to supply prohibited social desires,

and to that extent are internal, and terrorism shares

some of those characteristics but by no means all.

There is plainly an interactive relationship

between the shape of present and future crimes,

the organisation of commerce and domestic

lifestyles, and the organisation of policing. What

the optimal balance looks like depends on our

preferences for security versus other values, though

these are not a zero-sum game. Technological

responses to current and anticipated fears and

experiences have been affected by the post-

September 11 experience, which has aroused fears

among some civil libertarians of a transformed and

expanded military-industrial complex,

concentrating this time on internal and cross-border

flows of small numbers of dangerous individuals

rather than on invasion by armies. It is too early to

say whether all these fears will be realised, but the

shape of crimes to come will certainly be

influenced by this. Offences and offenders below

the terrorist risk screen may paradoxically receive

less attention despite the greater surveillance

capacities of the State, since spare enforcement

resources are limited by how much we are willing

to spend from ever-harder to collect taxes. The

world of Minority Report is not yet with us.
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